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Preface

Digital Media Literacy in the Age of Artificial Intelligence

Overview: Why This Book, Why Now

You see it on your screen—a headline, an image, a clip that feels urgent, real, impossible to ignore. You pause, react, maybe share.
Within minutes, it begins to unravel: someone claims it is misleading, another insists it is fabricated, a third argues it proves
everything they already believed. The facts have not changed, but your certainty has. This is the condition of our digital age—
where truth does not simply exist but must compete for attention, credibility, and survival in systems designed to amplify emotion
over evidence.

In such a world, understanding media is no longer optional. It is how we decide what is real, what is trustworthy, and ultimately,
how we participate in democracy itself.

We are living through a profound transformation in how truth is produced, circulated, and contested. Digital media is no longer
merely a channel through which information flows—it is the environment in which reality is constructed, interpreted, and acted
upon. The infrastructures that connect us also reshape what we know: they accelerate access while amplifying distortion, enable
participation while incentivizing manipulation. The result is an information ecosystem defined not only by abundance, but by
instability.

This book begins with a simple but urgent claim: digital media literacy is not a supplementary skill—it is the civic operating
system of democracy in the age of artificial intelligence.

A Moment of Epistemic Instability

In June 2019, a photograph of a Salvadoran father and his young daughter who drowned while crossing the Rio Grande circulated
across the world. The image became a symbol of human tragedy, prompting grief, outrage, and debate.

But almost immediately, it was also contested. Online networks questioned its authenticity, framing it as staged, manipulated, or
politically motivated. Within hours, the same image functioned as both evidence and doubt.

This is the condition that defines our time.

We no longer inhabit an information environment in which facts simply circulate. We inhabit one in which facts compete—with

narratives, with identities, and with algorithmic amplification.

Truth is no longer only a matter of verification.
It is a matter of visibility, credibility, and circulation.

From Access to Understanding

As a scholar and educator in media and journalism, I have watched students navigate this environment with both fluency and
uncertainty. They are deeply connected, constantly informed, and yet often unsure how to evaluate what they encounter.

Their experiences reveal a paradox at the heart of digital life:

e Access does not guarantee understanding.
o Exposure does not ensure discernment.
¢ Participation does not imply responsibility.

These are not individual shortcomings. They are structural conditions produced by a system that rewards speed over reflection,
engagement over accuracy, and certainty over complexity.

The System Behind “Fake News”

Public discussions often reduce misinformation to “fake news”—a term that obscures more than it explains. This book takes a
different approach. It examines misinformation as a systemic phenomenon, emerging from the interaction of:

o platform architectures that prioritize engagement,

o economic models that monetize attention,

o political strategies that mobilize identity and emotion, and

¢ cognitive biases that shape how individuals process information.
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From this perspective, misinformation is not a glitch.
It is a feature of the contemporary information system.

This systems approach—introduced here and developed throughout the book—connects directly to the conclusion’s central
argument: that rebuilding trust requires not only correcting content, but rethinking the structures that produce it.

Artificial Intelligence and the Acceleration of Uncertainty

Artificial intelligence intensifies these dynamics. Generative systems can now produce text, images, audio, and video that are
indistinguishable from human-created content.

What once required expertise can now be generated instantly. What once required distribution networks can now spread globally in
seconds.

This shift transforms misinformation from something that is shared to something that is produced at scale, optimized for
persuasion, and embedded within everyday communication.

At the same time, Al offers powerful tools for verification, analysis, and translation. The same technologies that destabilize truth
also hold the potential to defend it.

This duality—amplification of both deception and discovery—defines the central challenge of the Al era.

A Fragmented Public Sphere

The digital environment was once imagined as a shared public space—a place where people could exchange ideas, debate issues,
and participate in democratic life. Today, it functions less as a single, common arena and more as a collection of overlapping but
often disconnected information worlds.

Algorithms shape what we see, prioritizing content based on our past behavior. Engagement metrics determine what becomes
visible, often elevating emotionally charged or popular content. As a result, people tend to encounter information that aligns with
what they already believe, rather than perspectives that challenge them.

In this environment, truth is no longer a shared starting point.
Instead, it becomes something that must be actively built, questioned, and defended.

This fragmentation is not only a technological issue. It is also social and political. It influences how we understand information,
whom we trust, and how we relate to one another in a democratic society.

What This Book Argues
This book argues that digital media literacy is the key to navigating—and ultimately repairing—this environment.

It defines digital media literacy as: An integrated set of knowledge, skills, dispositions, and ethical commitments that enable
individuals to access, analyze, evaluate, create, and act upon information in algorithmically mediated systems.

This definition extends beyond technical competence. It includes:

¢ understanding how platforms shape visibility,

e recognizing cognitive and emotional biases,

o practicing verification and source evaluation,

o engaging ethically with others, and

e participating responsibly in the information ecosystem.

In this sense, digital media literacy is not only about identifying falsehoods.
It is about sustaining the conditions under which truth can exist.

A Roadmap for the Chapters Ahead

The chapters that follow move from diagnosis to response, guiding readers from understanding the problem to envisioning
solutions.

o Chapters 1-2 examine political misinformation and the role of digital platforms in shaping public discourse.

o Chapter 3 explores the psychological foundations of belief, including bias, identity, and emotional reasoning.

o Chapter 4 addresses the crisis of journalism and the challenges of maintaining truth and accountability in a digital
environment.
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o Chapter 5 analyzes the rise of artificial intelligence, surveillance capitalism, and the growing instability of reality itself.
¢ Chapter 6 investigates digital addiction, persuasive design, and the attention economy.
o Chapter 7 focuses on verification, transparency, and the tools needed to sustain truth in the AT era.

The Conclusion brings these threads together, offering a practical roadmap for rebuilding the information commons through
coordinated action across individuals, institutions, platforms, and public policy.

An Ethical Commitment

At its core, this book approaches digital media literacy as an ethical practice. It is grounded in a commitment to truth-seeking,
respect for human dignity, responsibility in communication, and care for democratic institutions. These principles are not abstract
ideals; they are enacted through everyday decisions—what we choose to read, share, question, or ignore. In a digital environment
shaped by speed and scale, even small acts of attention and judgment carry civic significance.

Beginning Where We End

The conclusion of this book argues that truth does not defend itself; it is sustained by those willing to verify, question, and care.
This preface begins from that same premise.

If the final chapter asks how we might rebuild trust in the information commons, this opening asks a more personal question: Are
we prepared to participate in that work?

Because the central challenge of the digital age is not only technological—it is civic. It concerns how we engage with one another,
how we evaluate what we encounter, and how we contribute to the shared environment of information.

Across every chapter, one question remains constant:
What kind of information environment are we willing to build—and what kind of citizens must we become to sustain it?

Author Disclosure, Open Access, and Al Transparency

1. Project Overview and Educational Mission

This textbook was developed to support student learning in mass media, social media, and Al and Ethics courses by providing
high-quality, research-based materials at no cost. The project reflects a steadfast commitment to advancing Open Educational
Resources (OER), reducing financial barriers for students, and strengthening digital media literacy within higher education.

2. Institutional Affiliation and Scope

This work is being developed as part of the author’s tenure as a 2024-2026 OPEL Faculty Fellow at the University of Illinois
Springfield. The resulting open-access textbook, Digital Media Literacy in the Age of Artificial Intelligence, addresses critical
challenges of the post-truth era, including misinformation, disinformation, Al-generated content, and digital well-being. The
primary objective is to equip learners with the analytical, ethical, and practical skills necessary to navigate today’s complex
information ecosystem.

3. Evolution of the Text

This text is adapted and significantly expanded from The Fake News War: An Era of Greed (Communication Books, 2019). It
features substantial revisions to reflect rapid developments in digital media, artificial intelligence, and global information systems.
4. Responsible Use of Generative Al

In the preparation of this textbook, OpenAI’s ChatGPT was employed in a responsible and transparent manner. Al assistance was
utilized for:

- Language Refinement: Polishing prose for clarity and accessibility to ensure the material is approachable for students.
- Structural Organization: Assisting with the logical flow of complex topics to improve the textbook's pedagogical effectiveness.
- Drafting Support: Developing illustrative examples and concise summaries to enhance student comprehension.

- Literature Review & Academic Synthesis: Assisting in the preliminary organization of academic literature and identifying key
conceptual connections between disparate research areas to streamline the synthesis of complex theoretical frameworks.
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CHAPTER OVERVIEW

1: Trump Gamble in a Polluted Information Age

Chapter Overview

This chapter explores how the confrontation between Special Counsel Robert Mueller and President Donald Trump came to
symbolize the rise of post-truth politics in the United States. It places Trump's media strategy--and the global spread of
misinformation--within a broader crisis of democratic communication. By examining the 2016 U.S. election, the Brexit
referendum, and the subsequent erosion of trust in the media, the chapter shows how digital networks, populism, and
disinformation have converged to reshape public discourse and civic life worldwide.

@b Learning Objectives

1. Explain how the Mueller investigation reshaped public discourse on truth and accountability.
2. Analyze how media framing and misinformation influence political narratives.

3. Identify global patterns that link populism, social media, and post-truth politics.

4. Evaluate the democratic consequences of fake news and disinformation.

5. Apply verification strategies to real-world political communication case studies.

1.1: Post-Truth Politics and the AI-Driven Information Crisis
1.2: “The Most Unknowable Man” Speaks

1.3: “Trump Told 171 Lies in Three Days”

1.4: Post-Truth and the Trump Phenomenon

1.5: “The Brexit Nightmare”—Division and Hate

1.6: “Spread Fear of Immigrants”

1.7: Trump and “America First”

1.8: Greenland, Venezuela and Iran- Sovereignty Under Pressure
1.9: Will Trump’s Gamble Succeed to the End?

1.10: The Trump Era and Global Democracy

1.11: From Washington to the World- The Global Fallout of Post-Truth Politics
1.12: Chapter Summary and Transition

1.13: Discussion Prompts

1.14: Student Activities

1.15: References

Key Terms & Working Definitions

Fake news
Fabricated or misleading information presented as legitimate news, often designed to deceive, manipulate public opinion, or
generate clicks and revenue (Allcott & Gentzkow, 2017; Lazer et al., 2018).

Post-truth
A cultural and political condition in which objective facts have less influence on public opinion than appeals to emotion and
personal belief (McIntyre, 2018; Oxford Dictionaries, 2016).

Populism
A political ideology or strategy that frames politics as a struggle between “the pure people” and “the corrupt elite,” often
accompanied by anti-institutional rhetoric and simplified narratives (Mudde & Kaltwasser, 2017; Miiller, 2016).

Disinformation
False or misleading information that is deliberately created and spread with the intent to deceive or cause harm (Wardle &
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Derakhshan, 2017).

Algorithmic amplification
The process by which digital platforms’ algorithms prioritize, recommend, and increase the visibility of certain content—often
based on engagement metrics—thereby shaping information exposure and public discourse (Tufekci, 2015; Gillespie, 2018).

Media trust / distrust
The degree to which audiences perceive media institutions and content as credible, reliable, and fair; declining trust is often linked
to polarization, misinformation, and institutional skepticism (Newman et al., 2023; Hanitzsch et al., 2018).
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1.1: Post-Truth Politics and the Al-Driven Information Crisis

Seven years after the completion of the Mueller investigation, American politics remains anchored in the habits of post-truth
communication that Donald Trump normalized—relentless repetition, grievance-driven spectacle, and the tactical deployment of
falsehoods to overwhelm verification. Throughout his presidency and long after leaving office, Trump has continued to promote the
debunked narrative that the 2020 election was “stolen,” a claim that fueled the January 6 attack and still animates fundraising
appeals, media appearances, and political rallies. Longitudinal fact-checking underscores the scale of this distortion: over four
years in office, he made 30,573 false or misleading statements—an unprecedented volume that reshaped the relationship between
political power and truth in the United States (Kessler, Rizzo, & Kelly, 2021).

What has changed since 2016 is the machinery of amplification itself. Generative Al now industrializes deception: cloned voices,
synthetic faces, and frictionless text-generation systems collapse the cost of producing persuasive fakes, while platform incentives
continue to reward engagement over accuracy. In 2024’s “super-election” year—when more than 60 countries held major elections
—ATI-mediated hoaxes and deepfakes surfaced everywhere from New Hampshire (a Biden-voice robocall that triggered federal
enforcement) to India and the EU, demonstrating how easily synthetic media can suppress, distort, or redirect voter intent.
Regulators have begun to respond (e.g., the FCC’s action on Al robocalls), but governance remains fragmented, slow, and mostly
reactive (Associated Press, 2024; Reuters, 2024).

Globally, the information ecosystem is polluted not only during elections but also across wars and crises. The Israel-Hamas war
and Russia’s ongoing aggression against Ukraine have each produced torrents of viral falsehoods—miscaptioned footage,
fabricated narratives, and coordinated propaganda—circulating fastest on platforms whose moderation, safety staffing, and
verification capacity have been weakened or politicized. The effect is cumulative: citizens operate within a fog of narrative warfare
in which identity and emotion often outrun evidence; journalists struggle to adjudicate reality at platform speed; and democracies
absorb sustained erosion of institutional trust.

This chapter uses the Mueller—Trump confrontation as a lens to trace how we arrived at this moment—and equips readers with the
verification strategies necessary for navigating an Al-accelerated, globally networked post-truth information environment.
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1.2: “The Most Unknowable Man” Speaks

At 11:00 a.m. on May 29, 2019, in the press briefing room at the U.S. Department of Justice on Pennsylvania Avenue in
Washington, D.C., a silver-haired man in a dark suit stepped up to the podium. Reporters had been notified of the appearance only
ninety minutes earlier. Because he so rarely engaged with the press, he had come to be known as “the most unknowable man in
Washington”—a description popularized by The Washington Post in a 2018 profile of his disciplined, press-averse public persona
(Farhi, 2018). It was Robert Mueller, then seventy-four, the special counsel appointed to investigate Russia’s interference in the
2016 U.S. presidential election. Since his appointment in May 2017, he had given no interviews and made no public statements.
Headlines such as “Mueller spotted at a restaurant” or “Mueller seen at church” were enough to generate national news.

As a Republican respected across party lines, Mueller studied political science at Princeton. After a close friend died in Vietnam, he
resolved “to serve the country” and enlisted. He later built a career as a federal prosecutor and held senior roles at the Justice
Department. In 2001, he was appointed Director of the Federal Bureau of Investigation, serving for twelve years—first under
Republican President George W. Bush and then under Democratic President Barack Obama. Throughout the special counsel’s
investigation, President Donald Trump repeatedly dismissed it as a “witch hunt.”

In late March 2019, two months before the press conference, Mueller submitted his final report to Attorney General William Barr.
Within 48 hours, Barr issued a four-page letter asserting that the investigation had found no collusion with Russia and insufficient
evidence to establish that President Trump obstructed justice. His summary quickly drew criticism for glossing over the report’s
complexities and minimizing episodes of potential obstruction. Commentators argued that Barr’s framing appeared to downplay
Mueller’s findings, reinforcing perceptions that he was functioning more as the president’s personal attorney than as the nation’s
top law enforcement official (The New York Times, 2019). Facing growing public pressure, Barr released a redacted version of the
448-page report in mid-April. Among its revelations was Mueller’s account that, upon learning of the special counsel’s
appointment, Trump exclaimed, “Oh my God. This is terrible. This is the end of my Presidency. I'm fucked” (Higgins, 2019). The
obstruction controversy only intensified, fueled by Trump’s extraordinary decision to fire FBI Director James Comey—the very
official overseeing the Russia probe.

By the spring of 2019, with Democrats newly in control of the House of Representatives, pressure intensified for Special Counsel
Robert S. Mueller III to publicly explain his findings. Mueller, long known for his aversion to grandstanding and his preference for
letting written work speak for itself (Helderman & Zapotosky, 2018), sought to avoid a prolonged political spectacle. He therefore
scheduled what he intended to be his first—and last—public statement since the appointment of the special counsel in May 2017.
The expectations were enormous. The White House hoped Mueller—whose decades-long reputation for independence spanned
Republican and Democratic administrations—might validate President Trump’s claim that he had been the target of a partisan
“witch hunt.” Members of Congress and much of the public were awaiting clarity directly from the investigator himself. Under
intense national scrutiny, Mueller stepped before cameras for the first time.

On May 29, 2019, speaking at the U.S. Department of Justice, Mueller summarized the key findings of the Report on the
Investigation into Russian Interference in the 2016 Presidential Election (Mueller, 2019). He reaffirmed that Russian military
intelligence operatives carried out a “concerted attack” on the American political system. The effort was a coordinated campaign
involving the Internet Research Agency (IRA) and the GRU, Russia’s military intelligence service. It included hacking Democratic
Party networks, disseminating stolen materials through fictitious online personas and WikiLeaks, and conducting a large-scale
social media influence operation (Mueller, 2019; U.S. Department of Justice, 2018). Mueller emphasized that these conclusions
were not speculative: federal indictments and preserved digital forensics documented each stage of the operation.

Mueller then turned to the second part of his investigation: potential obstruction of justice by the president. He emphasized that the
integrity of any criminal inquiry depends on obtaining “full and accurate information,” noting that efforts to impede investigators
“strike at the core of the government’s effort to find the truth” (Mueller, 2019). At the same time, he underscored that longstanding
Department of Justice policy prohibits the indictment of a sitting president—a constraint outlined in Office of Legal Counsel
memoranda dating to 1973 and reaffirmed in 2000 (U.S. DOJ OLC, 2000). “Charging the President with a crime was therefore not
an option we could consider,” Mueller stated. Yet he added pointedly that if the investigation had found the president clearly
innocent of obstruction, “we would have said that,” signaling that questions of accountability remained for Congress or for
prosecutors after the president left office.

In closing, Mueller insisted that the written report—not further commentary or testimony—served as the authoritative account of
his findings. He framed the core issue not as partisan controversy but as a matter of national security. A foreign government had
undertaken “multiple, systematic efforts to interfere in our election,” he warned, adding that “this deserves the attention of every
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American” (Mueller, 2019). His remarks underscored both the seriousness of the interference and the institutional limits of his
mandate.

The statement did not support the “total exoneration” President Trump had claimed following Attorney General William Barr’s
summary of the report in March 2019 (Shear & Haberman, 2019). Mueller made clear that he had not exonerated the president on
obstruction of justice. “If we had confidence that the president clearly did not commit a crime, we would have said so,” he stated.
He also implicitly reminded Congress that constitutional remedies—namely impeachment—remained available. Headlines across
major outlets captured the moment succinctly: “Mueller breaks his silence—and refuses to clear Trump” (The Washington Post,
2019). Several Democratic presidential candidates quickly called for the initiation of impeachment proceedings.

The president responded immediately. “Russia, Russia, Russia! That’s all you heard at the beginning of this Witch Hunt Hoax,” he
tweeted, insisting: “I had nothing to do with Russia helping me to get elected” (Trump, 2019a). Minutes later, he wrote, “Nothing
changes from the Mueller Report. There was insufficient evidence and therefore, in our Country, a person is innocent. The case is
closed!” (Trump, 2019b; Wise, 2019). Reviving his longstanding allegation that the Obama administration had “spied” on his
campaign, Trump asked, “Why should a Republican President face impeachment for Democrats’ crimes?” (Trump, 2019c¢). In
another statement he added, “The Greatest Presidential Harassment in history... Robert Mueller would have brought charges if he
had ANYTHING, but there were no charges to bring!” (Trump, 2019d). He also attacked Mueller personally, falsely claiming that
Mueller had “begged” to return as FBI director and therefore had a conflict of interest—a claim fact-checkers found baseless
(Kessler, 2019).

Despite his reluctance, Mueller testified before the House Judiciary Committee on July 24, 2019. When asked directly whether a
former president could be indicted for obstruction of justice after leaving office, he answered: “Yes.” When asked whether the
report exonerated Trump, he responded: “No” (Mueller, 2019, testimony). With those two brief statements, Mueller made clear that
the president’s legal exposure had not vanished. It remained even after the conclusion of his term.
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1.3: “Trump Told 171 Lies in Three Days”

Was Trump, as he claimed, the victim of a “witch hunt”, or a president uniquely adept at deploying falsehoods? Interpretations
diverged sharply along partisan and ideological lines. What is difficult to dispute, however, is that no previous U.S. president had
so relentlessly attacked the news media as “fake news” or labeled journalists “the enemy of the people” (Grynbaum, 2018). Nor
had any modern president generated such continuous public debate over the accuracy of his statements.

According to The Washington Post’s Fact Checker database, President Trump made 10,111 false or misleading claims in the 827
days following his January 2017 inauguration—an average of more than twelve per day (Kessler et al., 2019). CNN’s Chris
Cillizza, drawing on that analysis, noted that the president’s repeated dishonesty had become almost expected. He described it as
evidence that Trump had retreated “into a world of his own creation,” where “objectively accepted facts” held diminishing
relevance (Cillizza, 2019). Between April 25 and April 27, 2019 alone, Trump made 171 false or misleading statements—*“an
average of 57 untruths a day,” a pace Cillizza remarked was “hard to do even if you are trying” (Cillizza, 2019). The disinformation
dynamics that distorted the 2016 election were not an anomaly; they persisted as a destabilizing force in American political culture.

Cillizza argued that such behavior eroded the cultural value of truth. If the nation’s highest elected official could make false claims
about matters of “global consequence” without accountability, he asked, why would ordinary citizens feel bound by norms of
accuracy, evidence, or responsibility? His critique echoed broader concerns in political communication scholarship that elite cues
shape public norms, and that presidential rhetoric can legitimize epistemic disorder (Jamieson & Cappella, 2008). The term “fake
news,” which gained prominence during Brexit and the 2016 U.S. election, illustrates this shift. Initially used to describe fabricated
political content, it quickly evolved into a rhetorical weapon—deployed by political actors, including Trump, to discredit
mainstream journalism and delegitimize unfavorable coverage (Egelhofer & Lecheler, 2019).

Although definitions vary, most researchers agree that “fake news” refers to intentionally fabricated information mimicking the
style of legitimate news for political, ideological, or economic gain (Allcott & Gentzkow, 2017). To clarify its scope, scholars
Edson C. Tandoc Jr., Zheng Wei Lim, and Richard Ling systematically reviewed thirty-four academic articles from 2003 to 2017
and identified six major categories (Tandoc et al., 2018):

1. News satire, such as The Daily Show, which uses humor and exaggeration to comment on political issues. Its purpose is
entertainment rather than factual reporting.

2. News parody, exemplified by The Onion, which fabricates absurd stories—such as the viral 2012 hoax naming Kim Jong-un the
“sexiest man alive,” later republished uncritically by China’s People’s Daily. Unlike satire, parody relies on an implicit
understanding that the content is false.

3. News fabrication, the deliberate creation of false stories presented in the style of legitimate journalism—for example, the
widely circulated (and baseless) claim in 2016 that Pope Francis had endorsed Donald Trump (Silverman, 2016). Such fabrications
can spread more readily when picked up by traditional outlets engaging in “churnalism,” a term popularized by Nick Davies
(2008) to describe the practice of republishing or lightly rewriting press releases, wire copy, or trending content with minimal
independent verification. Under conditions of time pressure and resource constraints, even established news organizations may
unintentionally amplify false or misleading claims by prioritizing speed and volume over fact-checking and editorial scrutiny
(Davies, 2008).

4. Manipulated visuals, including doctored images or misleading video edits that distort context or invent events.

5. Advertorials and PR content, which appear journalistic but obscure persuasive intent, often containing unverified or biased
claims that mislead audiences, especially when shared on social platforms.

6. Propaganda, produced by political actors or states to shape opinion. In authoritarian systems such as Russia, China, or North
Korea, propaganda is explicit; in democracies, it may rely on subtler blends of truth and falsehood.

These forms rarely provide an accurate representation of reality. They often contain distortions that obstruct informed judgment and
deepen public confusion. Increasingly, even false claims that are not presented as articles—but instead circulate through memes,
screenshots, and video clips—are included within the “fake news” umbrella because their effects on public discourse are similarly
corrosive. Faux-news content frequently mimics the aesthetics of legitimate journalism, exploiting audience expectations and
eroding trust in the press (Lazer et al., 2018). As scholars note, journalists themselves shoulder part of the responsibility: lapses in

verification, economic pressures, and the speed of digital publishing can inadvertently contribute to the broader crisis of credibility.
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1.4: Post-Truth and the Trump Phenomenon

The Trump phenomenon, which rose to the center of U.S. politics in 2016, warrants close scrutiny because the political dynamics it
unleashed deeply influenced both the United States and the global order. Analysts attribute Trump’s ascent to several converging
forces. Economic anxiety among white working-class voters—particularly those displaced by globalization, deindustrialization,
and automation—created fertile ground for anti-establishment appeals (Gest, 2016; Hochschild, 2016). Others emphasize cultural
backlash: voters resentful of shifting racial hierarchies, immigration, and what they perceived as “political correctness” found
affirmation in Trump’s rhetorical aggression (Norris & Inglehart, 2019). Declining trust in mainstream media further strengthened
his position, as Trump’s framing of critical journalism as “fake news” resonated with audiences already skeptical of traditional
institutions (Ladd, 2011). His mastery of social media—especially Twitter—enabled him to bypass gatekeepers and command the
attention of news outlets hungry for ratings, which inadvertently amplified his rise (Patterson, 2016). These drivers of “Trumpism”
were not isolated factors but an interwoven constellation of economic, cultural, and media-system failures.

However, any analysis that focuses solely on Trump risks mistaking the symptom for the disease. Trumpism emerged from deeper
social and political conditions characteristic of what scholars now call the post-truth era. Oxford Dictionaries’ 2016 Word of the
Year—post-truth—captured a political culture in which “objective facts are less influential in shaping public opinion than appeals
to emotion and personal belief” (Oxford Dictionaries, 2016). The U.K.’s Brexit referendum and the U.S. election of the same year
offered vivid illustrations of this shift (Suiter, 2016). The post-truth condition reflects a combination of weakened newsroom
verification (Graves, 2016), the rise of frictionless digital platforms, hyper-partisan political communication, the profit-driven
attention economy, and widespread cognitive vulnerabilities—including confirmation bias and motivated reasoning (Kahneman,
2011; Lewandowsky et al., 2017). As emotional narratives began to outweigh verifiable evidence, public discourse became more
susceptible to manipulation by political actors and strategic misinformation campaigns.

In this environment, the shared factual baselines that underpin democratic deliberation began to erode. Citizens increasingly
retreated into epistemic "bunkers," shaped by partisan media, algorithmic personalization, and affective polarization (Iyengar et al.,
2019). Social comparison, curated self-presentation, and grievance-based identity politics flourished on platforms that reward
outrage and self-display (Twenge, 2017). Online hostility intensified as users navigated feeds saturated with curated success and
performative indignation. Falsehoods spread faster than corrections, exploiting cognitive shortcuts and emotional triggers
(Vosoughi et al., 2018). Political actors and influencers capitalized on these structural vulnerabilities, amplifying polarization
through sensational claims and dismissing criticism as "fake news." The result was an information ecosystem in which the
boundary between truth and falsehood became increasingly porous. In this context, disinformation evolved into a strategic tool in
both domestic political struggles and international geopolitical competition.

Understanding what unfolded in 2016 requires situating Trump’s rise within a global network of technological, political, and
cultural transformations that collectively weakened public defenses against manipulation. It was not one election, but an entire
architecture of digital communication, political resentment, and institutional fragility that set the stage for a post-truth crisis. To
trace how truth became vulnerable—and how it can be rebuilt—we must begin by examining the events and structural forces that

converged in that pivotal year.
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1.5: “The Brexit Nightmare”—Division and Hate

On June 23, 2016, Britain voted on whether to leave the European Union in a referendum later known as Brexit. The “Leave”
campaign prevailed by a narrow margin, 51.9 percent to 48.1 percent. Two years later, Martin Bradford, a young British man,
casually mentioned to a friend that he had voted “Leave.” The friendship ended immediately. “You ruined the life I wanted after
retirement!” the friend shouted, fearing Brexit would destroy the freedom to live and travel easily within the EU. Bradford told The
New York Times that social media soon branded Leave voters as “racist, narrow-minded, evil, and stupid,” leaving him afraid to
speak about his vote (Chan, 2019). “Once that conversation had happened,” he recalled, “there was no going back.”

As Donald Trump’s election in November 2016 deepened divisions in the United States, Brexit triggered a parallel rupture in
Britain—cutting across regions, generations, classes, and social groups. In many cases, Brexit identity began to outweigh
traditional party affiliation. Friendships and families fractured, and requests for counseling increased. One poll found that a third of
Remain voters said they would be distressed if a close relative married a committed Leaver. What began as a policy debate had
evolved into a conflict over core values and identity.

Three years after the referendum, the British government had negotiated several agreements with the European Union, yet
Parliament repeatedly failed to ratify them. Pressure grew for a second referendum. Theresa May—Britain’s second female prime
minister after Margaret Thatcher—had pledged to “make a success of Brexit and renew Britain.” However, she resigned in July
2019 after failing to secure parliamentary approval for her plan. She was succeeded by Boris Johnson, a former foreign secretary
and prominent Leave campaigner, amid widespread protests that highlighted his misleading 2016 claim that Britain sent “£350
million a week” to the EU. Johnson had also drawn criticism for inflammatory remarks, including comparing women wearing
Islamic dress to “letterboxes” and “bank robbers.”

The actions of political leaders—marked by mixed signals, inflammatory rhetoric, and strategic miscalculations—deepened the
crisis, straining social cohesion and eroding public trust. How did the nightmare begin?

Brexit—“Britain” plus “Exit”"—had circulated since the 1970s among skeptics of EU membership. By the 2010s, with Euroskeptic
forces rising inside and outside the Conservative Party, Prime Minister David Cameron pledged a referendum during the 2015
election. He underestimated both its likelihood of passage and the capacity of legacy media and digital platforms to inflame
national division.
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1.6: “Spread Fear of Immigrants”

During the campaign, news outlets amplified Britain’s divisions in two main ways.

First, conservative newspapers backing Brexit helped amplify fear to advance their narrative. Prime Minister David Cameron
warned that leaving the EU could trigger an economic crisis, and quality outlets such as The Guardian and The Independent
endorsed Remain. However, their reach was overshadowed by Rupert Murdoch—owned tabloids like The Sun and Daily Mail,
which framed immigration as a national emergency and contributed to rising anti-immigrant sentiment and Islamophobia. False and
misleading claims circulated rapidly across social media platforms, reinforcing these messages. At the time, 75 percent of voters
identified immigration as the most pressing national issue.

Second, an aggressive messaging war erupted on social media—particularly on Twitter. In the days before the vote, more than
150,000 Russia-linked Twitter accounts posted hundreds of thousands of English-language messages supporting Brexit, many
stoking fear of Muslims and immigrants. These accounts had been largely inactive a month earlier but began posting at high
volume as the referendum neared—45,000 tweets in the 48 hours before the vote and 39,000 on polling day—often using pro-
Brexit hashtags. One account based in a Russian resort town urged Britons to make June 23 “Independence Day.” After Leave won,
UKIP leader Nigel Farage triumphantly declared it “Britain’s Independence Day.”

This rhetoric—suggesting that leaving the EU would restore Britain's former imperial stature—deepened divisions between the UK
and the European Union. Some analysts interpreted it as a form of geopolitical influence or “public diplomacy,” aimed at
weakening European cohesion and expanding Russian influence. Russian state-backed outlets such as RT and Sputnik actively
promoted pro-Brexit narratives before and after the vote. Although President Vladimir Putin denied interference, multiple
governments--including those in the United States, United Kingdom, France, and Spain--have raised concerns about Russian
involvement in their domestic political processes.

In 2017, Britain’s National Cyber Security Centre confirmed sustained Russian cyberattacks on UK energy, media, and
communications sectors. “Cyberwarfare” had become a new battleground—one that would erupt even more fiercely in the United
States.

https://socialsci.libretexts.org/@go/page/366730


https://libretexts.org/
https://creativecommons.org/licenses/by/4.0/
https://socialsci.libretexts.org/@go/page/366730?pdf
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/01%3A_Trump_Gamble_in_a_Polluted_Information_Age/1.06%3A_Spread_Fear_of_Immigrants

LibreTexts"

1.7: Trump and “America First”

“It’s 3:30 a.m. in the newsroom, and we’re in a state of shock,” wrote New York Times reporter Michael Barbaro on November 9,
2016. "Donald J. Trump—against what we believed were all odds—has carried state after state." Many news organizations had
given Hillary Clinton a greater than 90 percent chance of victory, and fifty-seven of roughly one hundred major U.S. newspapers
endorsed her, including The New York Times and The Washington Post. Only two major newspapers endorsed Trump. Barbaro's
reaction captured a central question for political observers: What did the media and pollsters get wrong? While journalists had
extensively documented Trump’s controversies, they underestimated the depth of public frustration with political elites and
economic inequality—and how effectively Trump could channel that discontent into electoral support.

Reporters compared Trump’s victory to a “popular uprising,” likening the polling failure to misreading the Soviet collapse. Many
analysts underestimated the resentment among voters who felt left behind by globalization. Trump branded this discontent
“America First.” Media columnist Jim Rutenberg argued that Trump channeled anger among Midwestern and rural Americans
toward Washington, Wall Street, and the mainstream press (Rutenberg, The New York Times, 2016). He tapped into frustration with
trade deals, deindustrialization, and rapid cultural change, while also appealing to conservative Christians unsettled by social
liberalization.

A key part of Trump’s strategy was fear. He portrayed immigrant groups as existential threats and embraced shock-driven “noise
marketing.” Early in the campaign he declared: “They’re bringing drugs. They’re bringing crime. They’re rapists”—a statement
awarded “Four Pinocchios” by The Washington Post fact-checker Glenn Kessler (Kessler, 2015). He continued using inflammatory
language, at times calling undocumented immigrants “animals” and making derogatory remarks about African nations. Trump also
popularized Birtherism, falsely claiming President Obama might not be U.S.-born—a conspiracy theory he promoted for years on
Fox News and Twitter before finally conceding in 2016 that Obama was born in the United States.
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1.8: Greenland, Venezuela and Iran- Sovereignty Under Pressure

Trump’s influence has extended beyond the United States, shaping dynamics in places as diverse as Greenland, Venezuela and Iran
—three cases that highlight how leaders can exploit geopolitical narrative, identity, and instability.

In 2019, President Trump publicly floated the idea of acquiring Greenland—a semi-autonomous territory of Denmark with a small
population but significant strategic value in the Arctic—framing it as important to U.S. security and geopolitical interests. The
proposal quickly strained relations with Denmark, a NATO ally, and raised broader concerns in Europe about U.S. respect for allied
sovereignty. Danish officials rejected the idea outright, and European leaders warned that treating allied territory as a purchasable
asset undermined long-standing norms of cooperation within NATO (The New York Times, 2019; Reuters, 2019).

Trump’s rhetoric toward Greenland unfolded alongside broader tensions with Europe over NATO burden-sharing and trade.
Throughout his presidency, Trump repeatedly accused European allies of failing to meet defense spending commitments and
threatened to reduce U.S. support for NATO, unsettling alliance partners (Reuters, 2018). At the same time, his administration
imposed tariffs on European steel and aluminum and threatened additional trade penalties, framing economic relations with the
European Union as zero-sum competition rather than partnership (The Washington Post, 2018; Reuters, 2019). Together, these
moves signaled a shift away from cooperative diplomacy toward transactional power politics.

The reaction within Greenland itself was decisive. A Reuters/Ipsos poll found that about 85 percent of Greenlanders opposed
joining the United States, even as Trump suggested he would “get” the territory “one way or another” (Reuters/Ipsos, 2025). The
controversy became a central issue in Greenland’s 2025 parliamentary election, where parties critical of U.S. influence gained
significant support amid fears of losing autonomy (Reuters, 2025). In Nuuk, long lines of voters formed on election day, reflecting
a strong desire to assert democratic self-determination in the face of external pressure.

The Greenland episode illustrates how unilateral geopolitical ambitions—even when framed as security concerns—can generate
friction within alliances, provoke trade and diplomatic conflict, and activate local democratic resistance. It shows how sovereignty,
identity, and democracy can be challenged not only by internal forces, but also by pressure from powerful allies.

In Venezuela, democratic erosion unfolded alongside a parallel and equally troubling development: the United States’ increasingly
unilateral approach to Venezuelan sovereignty under President Donald Trump. While Nicolds Maduro’s government weakened
democratic institutions and repressed opposition, the Trump administration pursued regime change through measures that often
strained international norms.

In 2020, the U.S. Department of Justice indicted Maduro on drug-trafficking and terrorism charges and offered a $15 million
reward for his capture, effectively treating a sitting head of state as an international criminal subject to extraterritorial enforcement
(Reuters, 2020). That same year, a failed paramilitary incursion known as Operation Gideon—involving Venezuelan dissidents and
private contractors—attempted to infiltrate the country and capture Maduro, though the U.S. government denied direct involvement

These tensions escalated further in subsequent years. In a controversial military operation, U.S. forces later captured Maduro in
Caracas and transferred him to the United States to face criminal charges, prompting international debate over sovereignty, the use
of force, and head-of-state immunity. Throughout this period, Trump administration officials maintained that “all options were on
the table,” including military force, while recognizing opposition leader Juan Guaidé as Venezuela’s legitimate president despite
Maduro’s continued control of state institutions (The New York Times, 2019). Together, these actions reflected an increasingly
assertive and unilateral foreign policy posture, raising broader questions about the evolving boundaries of international law and
state sovereignty.

At the same time, tensions between the United States and Iran escalated into full-scale conflict in 2026, illustrating how unilateral
action can converge with geopolitical instability to produce large-scale war. After withdrawing from the 2015 nuclear agreement
and pursuing a strategy of “maximum pressure,” the United States intensified sanctions and regional confrontations, setting the
stage for sustained escalation. On February 28, 2026, the United States, alongside Israel, launched a series of coordinated strikes
targeting Iranian military and government infrastructure, reportedly killing senior leadership figures and severely degrading state
capacity (Britannica, 2026; CSIS, 2026). Iran responded with missile and drone attacks on U.S. bases and allied targets across the
Middle East, as well as attempts to disrupt global trade routes, including the Strait of Hormuz.

The conflict quickly expanded beyond a limited strike into a broader regional war, involving proxy forces, naval confrontations,
and economic warfare, before a fragile ceasefire was reached in April 2026 after weeks of sustained combat. The war heightened
global fears of escalation, disrupted energy markets, and exposed the fragility of international norms governing sovereignty and the
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use of force. At the same time, it underscored how modern geopolitical crises unfold within an information environment shaped by
rapid media circulation, competing narratives, and strategic messaging. In this sense, the U.S.—Iran war was not only a military
confrontation but also an informational one—where legitimacy, perception, and truth became central to the exercise of power in the
digital age.
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1.9: Will Trump’s Gamble Succeed to the End?

Trump’s presidential bid was a gamble by a real estate mogul with no political, military, or government experience. Born in 1946 in
Queens to immigrant parents, he inherited a property business and later expanded it into Manhattan skyscrapers, casinos, and golf
resorts. He controlled his company until just before taking office.

From 2004 to 2015, he hosted NBC’s The Apprentice, transforming himself into a household figure. His catchphrase—“You’re
fired”—became iconic. His entertainment career sharpened his understanding of media dynamics. As Fortune’s Mathew Ingram
observed, Trump leveraged a fragmented and polarized media environment “perfectly suited to misinformation and outright lies.”
The New York Times described him as “a brawler who fears humiliation” who learned early that “media attention amounted to free
advertising.”

When he launched his campaign at Trump Tower in 2015, his support barely topped 5 percent. Many treated his candidacy as a
spectacle. But within months he surged ahead of sixteen Republican rivals. His campaign was marked by controversy: attacking
Megyn Kelly, belittling John McCain’s wartime captivity, and surviving the explosive release of a 2005 Access Hollywood tape in
which he boasted about sexual assault.

Although he lost the popular vote by nearly three million ballots, he won the Electoral College—pulling off one of the biggest
upsets in modern American politics.
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1.10: The Trump Era and Global Democracy

Trump’s gamble paid off, due in large part to a communications strategy that skillfully leveraged social media and the internet—
earning him the nickname “the Twitter President” (Barbaro, 2016). Through rapid-fire, confrontational tweets, he dominated the
daily news cycle and frequently set the national agenda. His attacks on journalists made him a lightning rod for criticism, but his
command of online spectacle enabled him to capture—and often control—public attention to an unprecedented degree.

At the same time, far-right movements and white-supremacist rhetoric gained momentum in the United States and Europe. Hate
crimes rose significantly in the U.S. during Trump’s presidency, according to FBI data (FBI, 2020). Across Europe, populist leaders
openly modeled themselves on Trump—from Marine Le Pen in France to Matteo Salvini in Italy—weaponizing anti-immigrant
narratives and misinformation to consolidate political support (Stanley, 2018). In this climate, vulnerable groups, particularly
Muslims and Jews, faced heightened harassment and targeting.

Globally, countries from Myanmar and India to Brazil, Sri Lanka, the Philippines, and South Korea experienced widespread
circulation of false information on social media. In several cases, misinformation contributed directly to ethnic violence and
democratic backsliding (Frenkel et al., 2018). What many analysts described as a “fake-news virus” accelerated polarization and
instability, with few effective mechanisms to contain its spread.

Trump’s 2024 reelection accelerated a renewed phase of global trade conflict in 2025-2026, marked by expanded tariffs, industrial
policy, and strategic decoupling. The administration imposed sweeping new duties on Chinese electric vehicles, semiconductors,
and critical minerals, while extending tariffs to key allies in Europe and Japan, framing these measures as necessary to protect
domestic industry and national security (Office of the U.S. Trade Representative, 2025; The New York Times, 2025). Retaliatory
actions followed, as China and the European Union introduced counter-tariffs and pursued alternative trade alignments, deepening
fragmentation in the global economy (Reuters, 2026). At the same time, technology restrictions intensified, particularly in artificial
intelligence and advanced chip manufacturing, further intertwining trade policy with geopolitical competition. Pressure on Canada
and Mexico also increased, with periodic threats to renegotiate or suspend elements of the USMCA to secure more favorable terms
for U.S. industries. By 2026, this escalation had reshaped global supply chains, accelerated economic bloc formation, and
reinforced a shift away from multilateral cooperation toward a more confrontational, power-based trading system (World Trade
Organization, 2026).

This renewed iteration of “America First” emphasized unilateral pressure and transactional diplomacy over alliances, norms, and
multilateral cooperation—further straining an already fragile global order shaped by misinformation, polarization, and rising
extremism.

The consequences extend beyond foreign policy. The proliferation of misinformation poses a structural threat to democracies
worldwide. By distorting public opinion, undermining trust, and fragmenting communities, false information erodes the shared
foundations necessary for democratic deliberation. As Harvard scholar Steven Levitsky (2018) argues, many liberal democracies
are now under strain as populist leaders and aggrieved voters weaken institutional norms and safeguards. Brexit offers one
example: a democratic decision shaped by misinformation and deep social division.

Across the globe, the challenge is not only the presence of falsehoods but the erosion of a shared commitment to truth. Traditional
journalism is often dismissed as biased, while social media platforms continue to amplify emotionally charged content at a scale no
institution can easily regulate. In this environment, the role of journalism becomes even more critical.

The press must demonstrate that it is not a vehicle for misinformation or partisan conflict, but a civic institution grounded in
verification, accountability, and public service—one capable of amplifying marginalized voices and providing clear, evidence-
based understanding in an increasingly uncertain world.
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1.11: From Washington to the World- The Global Fallout of Post-Truth Politics

Chapter 1’s examination of the Mueller investigation, Trump’s continued “stolen election” narrative, and the rise of grievance-
driven populism illustrates how the post-truth era reshapes political communication and civic life. As scholars argue, the defining
feature of this era is not simply the presence of falsehood, but its strategic deployment—to mobilize identity, inflame emotions, and
delegitimize institutions (McIntyre, 2018; Lewandowsky et al., 2017). In the Trump era, including his second term, political
rhetoric increasingly frames truth as subjective, the press as corrupt, and oversight institutions as enemies of “the people” (Benkler
et al., 2018). These dynamics extend beyond the United States. Far-right movements in Germany, Brexit-era misinformation in the
United Kingdom, and majoritarian nationalism in India and Brazil all reflect similar post-truth strategies (Fukuyama, 2020;
Waisbord, 2018). In such environments, immigrants, minorities, and refugees become especially vulnerable, as emotionally
charged narratives are weaponized to justify exclusion and surveillance (Daniels, 2018).

The amplification of conspiratorial claims on social media—alongside Trump’s racialized “go back” tweets—demonstrates how
emotionally resonant narratives often overpower verified information. Research shows that initial impressions, particularly those
tied to identity and moral outrage, shape long-term beliefs even after corrections are introduced (Nyhan & Reifler, 2010; Vosoughi
et al., 2018). This dynamic accelerates misinformation in debates over immigration, policing, demographic change, and national
security, where minority communities are disproportionately targeted by disinformation and extremist propaganda (Ferrara, 2020).
At the same time, political leaders—from Trump to Orban to Modi—have weaponized the label “fake news” to undermine
journalists, weaken institutional checks, and justify restrictions on media (Ireton & Posetti, 2018). Post-truth politics, therefore,
represents not merely a cognitive failure but a systemic erosion of the shared factual foundations required for democratic
coexistence.

In this context, Chapter 1 underscores the urgent need for practical media-literacy skills capable of disrupting cycles of outrage,
confusion, and manipulation. Citizens must learn to practice lateral reading and source triangulation (Wineburg & McGrew, 2017),
regulate emotional responses to provocative content, and recognize how political actors exploit cognitive biases such as
confirmation bias and affective polarization (Kahneman, 2011; Iyengar et al., 2019). Media literacy must also be understood as a
civic responsibility: it shapes how individuals interpret information about immigration, foreign policy, minority rights, and electoral
legitimacy. In the current political environment—and in the order that will follow—the ability to distinguish narrative from
evidence, emotion from information, and performance from accountability is essential to sustaining democratic life.
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1.12: Chapter Summary and Transition

Chapter 1 has shown how political power, media manipulation, and digital technologies increasingly intersect to erode shared
understandings of truth. From the Mueller investigation to the global wave of disinformation following Brexit, the chapter revealed
how easily democratic discourse can fracture when falsehoods spread faster than verification and emotional narratives overpower
evidence. These cases expose not isolated failures, but structural weaknesses in contemporary information systems.

Chapter 2 takes a closer look at how fake news spreads through social media and how digitally accelerated falsehoods push
democracies toward instability. It examines the mechanics of virality, the role of algorithms that reward outrage over accuracy, and
the ways both foreign and domestic actors weaponize misinformation for political gain. Through global case studies—ranging from
election interference and ethnic violence to public-health conspiracies and state-sponsored propaganda—the chapter shows how
democratic institutions become vulnerable when truth is overwhelmed by noise.

This analysis lays the groundwork for understanding why digital media literacy is not simply an individual skill, but a civic
necessity in an era of algorithmic amplification and Al-driven deception. In short, Chapter 2—*“The Illusion of Facebook”—
examines how social media infrastructures shape public attention, amplify misinformation, and weaken traditional systems of
verification in an increasingly automated information ecosystem.
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1.13: Discussion Prompts

This page titled 1.13: Discussion Prompts is shared under a CC BY 4.0 license and was authored, remixed, and/or curated by .
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1.14: Student Activities
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CHAPTER OVERVIEW

2: The lllusion of Facebook- How a Platform Built for Connection Became a Catalyst
for Chaos

Chapter Overview

Following the political disinformation examined in Chapter 1, this chapter shifts from the sphere of politics to the infrastructure
that sustains it—the digital networks that govern information visibility and shape belief. It examines how Facebook, once
celebrated as a tool for global connection, has evolved into a system that amplifies outrage, accelerates misinformation, and blurs
the boundaries between private life and public truth.

The chapter also explores how the rise of generative Al intensifies these dynamics by enabling faster, cheaper, and more
convincing forms of misinformation, including deepfakes and other forms of synthetic media. Through cases such as the Sandy
Hook tragedy, the Myanmar crisis, and global misinformation campaigns, students will analyze how algorithmic curation, virality,
and corporate incentives interact to influence democratic processes in the digital age.

The chapter challenges students to consider whether meaningful reform is possible within an attention-driven business model that
prioritizes engagement over accuracy and public trust.

4b Learning Objectives

1. Explain how social media algorithms shape civic behavior and public discourse.

2. Analyze Facebook's role in the global spread of misinformation and hate speech.

3. Evaluate how algorithmic design prioritizes emotional engagement over factual accuracy.

4. Assess the ethical and regulatory challenges involved in platform governance.

5. Examine the consequences of data colonialism and surveillance capitalism.

6. Connect the global spread of misinformation to the post-truth dynamics introduced in Chapter 1.
7. Identify indicators of Al-generated or manipulated media in real-world examples.

8. Analyze how economic incentives influence platform design and content visibility.

2.1: Misinformation, Algorithmic Power, and the Crisis of Democratic Trust
2.2: The Successive Tragedies of Sandy Hook

2.3: YouTube and Facebook as Drivers of Social Change
2.4: Social Media as an Amplifier of Hate and Lies

2.5: Myanmar’s ‘Ethnic Cleansing’ Tragedy

2.6: Bondi Beach Attack Tragedy

2.7: WhatsApp’s Fall into a “Death Note”

2.8: The Crisis Facing the Facebook Empire

2.9: “Facebook Is a Human Laboratory”

2.10: “Delete Facebook (#deletefacebook)”

2.11: “Don’t Poke the Bear, Muddy the Waters”

2.12: The Dream of Facebook’s CEO, Mark Zuckerberg
2.13: The Darker Architecture of Social Media Ecosystem
2.14: Chapter Summary and Transition
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Key Terms & Working Definitions

Algorithmic radicalization
The process by which recommendation algorithms progressively expose users to more extreme content, potentially reinforcing
ideological extremity over time (Tufekci, 2015; Ribeiro et al., 2020).

Filter bubble
A personalized information environment in which algorithms selectively present content aligned with a user’s prior behavior,
limiting exposure to diverse perspectives (Pariser, 2011).

Echo chamber
A communication environment where individuals encounter only beliefs or opinions that reinforce their existing views, often
through social or network homophily (Sunstein, 2017).

Cambridge Analytica
A political consulting firm involved in the unauthorized harvesting and use of Facebook user data to target voters with personalized
political messaging during elections (Isaak & Hanna, 2018).

Section 230
A provision of the U.S. Communications Decency Act (1996) that grants online platforms immunity from liability for user-
generated content while allowing them to moderate content in good faith (Kosseff, 2019).

Data colonialism
A framework describing how corporations extract and control user data as a resource, mirroring historical patterns of colonial
exploitation (Couldry & Mejias, 2019).

Platform capitalism
An economic system in which digital platforms act as intermediaries that extract, analyze, and monetize data generated by users
and transactions (Srnicek, 2017).

Surveillance capitalism
A form of capitalism in which personal data is commodified for predictive analytics and behavioral targeting, often without
meaningful user consent (Zuboff, 2019).

Conspiracy theories
Explanations of events that attribute outcomes to secret, often malevolent plots by powerful actors, typically lacking verifiable
evidence (Sunstein & Vermeule, 2009; Douglas et al., 2019).

Engagement-based ranking
An algorithmic system that prioritizes content based on user interactions (likes, shares, comments), often amplifying emotionally
charged or polarizing material (Bakshy et al., 2015; Tufekci, 2015).

Attention economy
An economic system in which human attention is treated as a scarce resource that platforms compete to capture and monetize
(Davenport & Beck, 2001; Wu, 2016).
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2.1: Misinformation, Algorithmic Power, and the Crisis of Democratic Trust

Today, the public square runs on feeds. TikTok “For You” pages, Instagram Reels, YouTube recommendations, and Facebook
groups do not simply mirror reality—they manufacture it, algorithmically ranking and routing attention at industrial scale.
Generative AT has intensified this dynamic, enabling the rapid production of voice-cloned robocalls, synthetic faces, and persuasive
text that can impersonate individuals, simulate grassroots support, and outpace verification processes. When an Al-generated
robocall mimicking a presidential candidate reached voters in New Hampshire, U.S. regulators responded by classifying Al-
generated voices in robocalls as illegal under the Telephone Consumer Protection Act (TCPA) (Associated Press, 2024). At the
same time, major technology platforms announced voluntary “deepfake accords” aimed at protecting election integrity (PBS
NewsHour, 2024), while the European Union began implementing transparency requirements for synthetic media under its
Artificial Intelligence Act (European Parliament & Council of the European Union, 2024). Despite these efforts, enforcement
remains uneven, platform policies lack standardization, and adversarial actors continue to adapt—leaving citizens to navigate an
increasingly dense information environment filled with plausible but misleading content.

From a digital media literacy perspective, the European Union’s Artificial Intelligence Act represents an important but incomplete
intervention. As the first comprehensive regulatory framework for Al introduced by a major global authority, the Act adopts a risk-
based approach that classifies Al systems into three categories. Applications deemed to pose “unacceptable risk,” such as
government-run social scoring systems, are banned outright. “High-risk” systems—including those used in employment, education,
or critical infrastructure—are subject to stringent requirements related to transparency, accountability, and human oversight. Other
applications remain more lightly regulated, though some are required to disclose their synthetic nature (European Parliament &
Council of the European Union, 2024).

However, while the Act establishes a crucial legal foundation, it does not fully resolve the epistemic challenges posed by Al-
generated content. Regulatory categories cannot easily keep pace with the speed, scale, and subtlety of generative media,
particularly in decentralized, platform-driven environments. Moreover, transparency measures—such as labeling synthetic content
—presume that users will notice, understand, and critically evaluate such signals. In practice, users often encounter information in
fragmented, fast-moving feeds where contextual cues are minimal (Eslami et al., 2015; Napoli, 2019). This creates what can be
described as an “epistemic burden shift,” in which responsibility for distinguishing truth from fabrication increasingly falls on
individuals rather than institutions.

In this sense, the AT Act highlights a broader tension at the heart of digital media literacy in the post-truth era: regulation can
mitigate risk, but it cannot substitute for the cognitive, critical, and interpretive skills required to navigate algorithmically mediated
realities.

Meanwhile, the incentives of the attention economy—endless scrolling, variable rewards, and algorithm-driven social comparison
—are increasingly colliding with adolescent development. The U.S. Surgeon General’s 2025 advisory cautions that, although
research is still evolving, current evidence points to significant mental health risks associated with heavy social media use among
youth. Nearly 95 percent of teens report using social platforms, with many describing themselves as online “almost constantly”
(U.S. Department of Health and Human Services [HHS], 2025).

Legal challenges have followed. Several states and school districts have filed lawsuits alleging that Meta’s design choices on
Instagram and Facebook intentionally promote compulsive use and contribute to psychological harm (Motley Rice LLC, 2024).
Among college students and adults, similar patterns are emerging: doomscrolling, disrupted sleep, anxiety spikes driven by
algorithmic novelty, and intensified appearance pressures fueled by Al-enhanced filters on platforms such as Instagram and TikTok
(e.g., PubMed-indexed studies).

Even if causal relationships vary across populations, the overall risk—benefit balance is clear enough to warrant stronger digital
media literacy. Users must understand not only content, but also the underlying systems—design features, data extraction practices,
and algorithmic incentives—that shape their behavior. In this environment, digital literacy becomes a form of self-protection as
much as a cognitive skill.

This chapter—“The Illusion of Facebook”—uses marquee cases such as Sandy Hook harassment (AP News), Facebook’s role in
fomenting atrocities in Myanmar (Reuters), and WhatsApp rumor-mobs in India and Sri Lanka (PBS) to show how platform
architecture, monetization models, and Al-accelerated virality distort truth and inflame conflict far beyond the political landscape
introduced in Chapter 1. We also look ahead: the rise of TikTok and Instagram’s short-video engines, cross-platform
recommendation loops, and the shift from simple “Is it AI?” labels to more nuanced, harm-based policies.
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Students will learn practical verification skills—including lateral reading, checking multiple sources, and spotting basic warning
signs of Al-generated or manipulated media. They will also conduct micro-audits of their own social-media feeds and practice
attention-management strategies that help reduce algorithmic influence.

The goal is net to create fear, but to build empowerment: to understand how these systems work, to notice when they are shaping
your behavior, and to critically evaluate proposed solutions—from platform safety policies to election-season deepfake controls—
without mistaking corporate claims for proven results (Reuters).

This page titled 2.1: Misinformation, Algorithmic Power, and the Crisis of Democratic Trust is shared under a CC BY 4.0 license and was
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2.2: The Successive Tragedies of Sandy Hook

On March 25, 2019, Newtown, Connecticut, grieved another devastating loss. Jeremy Richman, 49, the father of six-year-old
Avielle—killed in the Sandy Hook Elementary School shooting on December 14, 2012—died by suicide. When his identity
became public, Americans mourned anew (Haag, 2019).

The Sandy Hook shooting shocked the United States. A 20-year-old man with a history of severe mental illness murdered twenty
first graders and six school employees. Richman, a neuroscientist, responded to the unimaginable loss by founding the Avielle
Foundation, dedicated to studying brain abnormalities that may contribute to violent behavior and to expanding public awareness of
mental health (Haag, 2019). In his talks, Richman often returned to a moral imperative: “Compassion is the ability to feel
somebody else’s suffering, to empathize... it’s the hope that you can do something to alleviate that suffering.” (New York
Times video interview, 2019).

Yale University honored his advocacy with its Research Advocacy Award in 2016.

For more than six years, Richman dedicated himself to preventing future tragedies. Yet

grief never fully receded. In December 2015, after visiting Avielle’s grave, he wrote on
Facebook:

“What is your number? When will your heart be broken? Mine is 12/14.”

(Haag, 2019).

Instead of compassion, some individuals—most notoriously Alex Jones, founder of InfoWars—deepened the families’ suffering.
Jones repeatedly claimed Sandy Hook “never happened,” calling it a government hoax and alleging that grieving parents were
“crisis actors” (Robertson, 2022). Other conspiracy theorists joined in, accusing families of faking their children’s deaths for

political purposes. Richman’s family and others ultimately sued Jones for defamation, prompting waves of harassment and death
threats from his followers (Williamson, 2022).

Jones—one of the nation’s most prolific far-right conspiracy entrepreneurs—has also claimed that the U.S. government staged the
9/11 attacks, orchestrated the 1995 Oklahoma City bombing, and faked the 1969 moon landing (BBC News, 2018). Across
Facebook, YouTube, Instagram, podcasts, and his website, he weaponized the digital media ecosystem to spread falsehoods, win
followers, and monetize outrage.
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2.3: YouTube and Facebook as Drivers of Social Change

“YouTube is a place to give everyone a voice and show them the world,” the company proclaims. Founded in 2005 by three former
PayPal employees and acquired by Google for $1.65 billion in 2006, YouTube rapidly became one of the world’s most influential
digital platforms. Today, it serves over 2.53 billion monthly active users (DemandSage, 2025; Business of Apps, 2025).
Collectively, viewers watch nearly 1 billion hours of video per day, spending an average of 19 minutes daily on the platform
(Global Media Insight, 2025; Measure Studio, 2025). Roughly 63% of watch time now comes from mobile devices (Awisee,
2025), and in India, adults reportedly watch more than 72 minutes per day as of 2025 (Times of India, 2025). These metrics
underscore YouTube’s immense impact across entertainment, marketing, politics, and civic life.

Consider Russia. Leonid Parfyonov, once one of the country’s most respected journalists, was pushed off state television in 2004
after criticizing political interference in the media. As The Guardian reported, his dismissal symbolized a broader Kremlin-led
effort to bring previously independent networks into alignment with state messaging (Harding, 2004).

In a widely discussed 2010 speech covered by Al Jazeera, Parfyonov argued that Russian television journalism had ceased to be
journalism at all. Political and social information, he said, was so thoroughly controlled by authorities that TV served solely as a
propaganda tool (Kern, 2010).

As broadcasting came under increasing state control, YouTube emerged as one of Russia’s most important alternative public
spheres. Tens of millions of Russians turned to the platform for independent commentary, investigative reporting, and political
satire—content largely excluded from state television (Kramer, 2010). In this sense, YouTube functioned as part of a hybrid media
system, where legacy media control coexisted with more open, networked forms of communication (Chadwick, 2017).

However, this relative openness narrowed sharply following Russia’s 2022 invasion of Ukraine. Under Vladimir Putin, the
government intensified its model of networked authoritarianism, selectively restricting digital platforms while maintaining enough
connectivity to monitor and shape online discourse (MacKinnon, 2011). Major platforms such as Facebook and Instagram were
blocked, while new laws criminalized the spread of “false information” about the military (Human Rights Watch, 2022). Although
YouTube remained accessible, it operated under increasing pressure through content removals, legal threats, demonetization, and
the forced exile of independent creators.

As a result, what once functioned as a relatively open alternative public sphere has become fragmented and precarious—illustrating
how authoritarian regimes adapt to digital environments not by eliminating them entirely, but by reshaping their conditions of
visibility, participation, and control. For digital media literacy, this shift underscores a critical lesson: access to platforms does not
guarantee informational freedom, as power increasingly operates through the governance of infrastructures, algorithms, and legal
constraints.

At its best, social media expands democratic expression by enabling users to share information rapidly, build communities, and
mobilize for collective action. Facebook, like YouTube, became a central engine of digital democratization—a phenomenon
technology journalist David Kirkpatrick famously called “the Facebook effect.” Kirkpatrick (2010) argued that Facebook
revolutionized human connection by allowing people to organize around shared experiences and causes at unprecedented scale.
Media scholar Daya Kishan Thussu similarly observes that Facebook reshaped global and intercultural communication, altering
how social movements form and spread.

By 2025, Facebook (now under Meta Platforms) counted over 3.07 billion monthly active users, making it the world’s largest
social network (DemandSage, 2025; Backlinko, 2025). Together with its family of apps—Messenger, Instagram, WhatsApp—
Facebook has become a digital empire.

Platforms such as Facebook, YouTube/Google, and X (formerly Twitter) played decisive roles in watershed social movements:

* The Arab Spring (2010-2011)

* Occupy Wall Street (2011)

* Black Lives Matter (from 2015)

* #MeToo (from 2017)

* Hong Kong’s pro-democracy protests (2019)

In each case, social media awakened public consciousness, circulated firsthand accounts, and coordinated mass mobilization (De
Choudhury et al., 2016; Etim, 2025). These platforms demonstrated their dual capacity to empower democratic participation—and,
in other contexts, to amplify misinformation and extremist rhetoric.
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2.4: Social Media as an Amplifier of Hate and Lies

Social media functions as a double-edged sword. While it has expanded opportunities for civic engagement and collective action, it
has also become a primary infrastructure for the rapid spread of misinformation, disinformation, and hate speech—intensifying
polarization and placing democratic systems under strain. In some contexts, these dynamics have contributed to offline harms,
including ethnic violence, religious conflict, and hate crimes. The case of Alex Jones is among the most visible in the United
States, but he represents only one of many actors who exploit platform logics to amplify falsehoods at scale.

YouTube has been criticized as a hotbed of misinformation. Creator Shane Dawson—who began posting comedy videos in 2008
and amassed more than 20 million subscribers—released a 104-minute film in January 2019 titled Conspiracy Theories with Shane
Dawson, compiling numerous false claims. Among them: iPhones secretly record every user’s voice; children’s TV includes
subliminal messages encouraging suicide; and California wildfires were arson plots for insurance fraud. None were true, yet within
six months, 30 million people had watched the video. Dawson also flirted with theories that the Earth is flat and the Apollo 11
moon landing was staged.

Controversy also centers on YouTube’s recommendation algorithm, a key to its success. By learning user preferences and
suggesting related videos, it can gradually push viewers toward increasingly extreme content — the so-called “rabbit hole.” Critics
argue this dynamic has made YouTube one of the most radicalizing forces of the 21st century (Liu et al., 2025; Yesilada, 2022).

In South Korea, concerns have mounted that fake news has “taken over” YouTube. A 2018 editorial in The Hankyoreh warned that
far-right agitation and fabricated stories were surging because provocative content drives subscriptions and revenue (The
Hankyoreh, 2018). According to a nationwide survey by the Korea Press Foundation, a large majority of users—87%—reported
that fake news on YouTube constituted a “very serious” social problem (KBS World, 2021). More recent research also documents
how online misinformation networks continue to evolve and intensify within the South Korean media ecosystem (Sheehy, 2025).

As conspiracy theories increasingly produce real-world harm, Silicon Valley companies have come under heightened scrutiny. In
the United States, Section 230 of the Communications Decency Act shields internet platforms from liability for most user-
generated content. Critics argue that platforms frequently hide behind this “neutral intermediary” status while failing to curb
harmful or extremist material (Hughes & Lipschultz, 2021; Force v. Facebook, 2019).

In 2019, YouTube announced that it would remove thousands of videos and channels promoting white supremacy and other
extremist ideologies under a strengthened hate-speech policy (Dwoskin, 2019). Around the same time, Facebook banned multiple
extremist figures and organizations—including Alex Jones, Louis Farrakhan, and Milo Yiannopoulos—from Facebook and
Instagram, citing their promotion of hateful or violent ideologies (Faulconbridge & Paul, 2019). Facebook defended the move by
stating, “We have always banned those who promote violence and hate,” but many analysts argued the actions were too little, too
late, given the platform’s long-standing amplification of harmful content (Faulconbridge & Paul, 2019).
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2.5: Myanmar’s ‘Ethnic Cleansing’ Tragedy

One of the starkest examples of Facebook’s global impact—and its potential for real-world harm—unfolded in Myanmar, where
the platform became a weapon against the Rohingya, a persecuted Muslim minority.

Aung San Suu Kyi, daughter of independence leader Aung San, rose to international prominence for leading a pro-democracy
movement against more than five decades of military rule. She received the Nobel Peace Prize (1991), the UNESCO Human
Rights Award (2002), and Amnesty International’s Ambassador of Conscience Award (2009) (Nobel Prize, 1991; UNESCO,
2002; Amnesty International, 2009). In November 2015, her National League for Democracy won a sweeping election victory, but
Myanmar’s 2008 Constitution barred her from the presidency and reserved 25% of parliamentary seats and key ministries for the
military (Human Rights Watch, 2016).

Myanmar is roughly 70% Bamar and 88% Buddhist, while the Rohingya—Ilong denied citizenship under the 1982 Citizenship
Law—faced decades of systemic discrimination (Human Rights Watch, 2013). Officials in the ruling class frequently refused to
recognize them as an ethnic group.

Violence escalated after October 2016, when a Rohingya militant group attacked police posts. The military, along with
ultranationalist Buddhist networks, launched what they labeled a self-defense campaign that quickly became a campaign of ethnic
cleansing, involving mass arson, extrajudicial killings, and widespread sexual violence (United Nations Human Rights Council,
2018). At least 10,000 Rohingya were killed, nearly 400 villages were destroyed, and more than 700,000 people fled to
Bangladesh (Amnesty International, 2018; United Nations, 2018). Multiple international bodies—including the UN Fact-Finding
Mission—determined that the violence constituted possible genocide (UNHRC, 2018). Suu Kyi’s later defense of the military at
the International Court of Justice drew global condemnation (International Court of Justice, 2019).

A pivotal factor in the explosion of violence was Facebook’s rapid rise as Myanmar’s dominant internet platform. Economic
liberalization sharply lowered mobile phone and SIM-card prices. As the BBC reported, SIM cards that once cost $200 dropped to
$1-$2, introducing tens of millions to the internet for the first time (BBC, 2018). With low levels of digital literacy, misinformation
and hate speech spread unchecked. Out of a population of about 50 million, roughly 18 million people were Facebook users by
2018 (Reuters, 2018a).

UN Special Rapporteur Yanghee Lee warned: “Facebook is a beast in Myanmar,” noting its role in accelerating hatred and
violence (United Nations Human Rights Council, 2018).

According to a landmark Reuters investigation, the military’s psychological-operations unit—about 700 personnel—ran fake
accounts, fabricated news pages, and celebrity impersonation profiles to amplify anti-Rohingya propaganda (Reuters, 2018b). They
circulated false stories of Rohingya men raping Buddhist women, posts depicting Islam as a threat to Buddhism, and gruesome
photos misattributed to Rohingya attacks.

After 2017, tactics grew more sophisticated. Military operators seeded different disinformation narratives in Buddhist and Muslim
communities—warning Buddhists of alleged jihadist attacks while telling Muslims that nationalist monks were planning anti-Islam
demonstrations (Reuters, 2018b). Investigations later revealed that Myanmar officers had received training in propaganda and
hacking operations in Russia in the early 2000s (Reuters, 2018b). As one operative reportedly put it: “If 25 percent of a story is
true, the rest will be believed.”

Facebook’s response was slow and insufficient. Only in August 2018, after sustained reporting by journalists, human-rights
groups, and UN investigators, did Facebook acknowledge it had failed to stop its platform from being used to “foment division
and incite offline violence” (Facebook, 2018). By that time, hundreds of thousands had already fled. As Yanghee Lee summarized,
“Facebook has become a beast in Myanmar”—fueling large-scale ethnic violence (UNHRC, 2018).
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2.6: Bondi Beach Attack Tragedy

The December 14, 2025, terrorist attack at Bondi Beach in Sydney, Australia, was a targeted act of antisemitic violence that
shocked the nation and drew global attention. Carried out during a public Hanukkah celebration, the attack deliberately targeted
members of the Jewish community, resulting in 15 deaths—including a child—and more than 40 injuries (Australian Broadcasting
Corporation [ABC], 2025; The Guardian, 2025).

Authorities initially indicated that the attack may have been influenced by extremist ideology associated with the Islamic State
(ISIS), later reporting evidence such as improvised explosive devices and symbolic materials linked to the perpetrators (BBC
News, 2025). Beyond the immediate physical and emotional devastation, the incident also produced significant harm in digital
spaces. As seen in other crisis events, online platforms rapidly became sites for the circulation of inflammatory narratives,
including incitements to violence and conspiratorial forms of self-victimization (Phillips, 2018).

Misinformation spread quickly in the aftermath of the attack. One widely circulated example involved an Al-generated image
allegedly depicting the gunman, Naveed Akram, sitting at an outdoor café in the Philippines. The image was shared alongside false
claims that it showed him meeting with India's defense attaché to the Philippines, Captain Chandra Kant Kothari (ABC News
Verify, 2025). This case illustrates how synthetic media can be used to construct misleading geopolitical narratives that extend far
beyond the original event.

False claims about the gunman's identity also proliferated. Fabricated screenshots of a fake Facebook profile under the name
"David Cohen"—bearing a resemblance to Akram--were widely shared as supposed evidence that the attacker was Jewish. Despite
clear indicators of manipulation, including inconsistencies in profile details and imagery, the content gained substantial traction,
accumulating millions of views across platforms (Reuters Fact Check, 2025). Subsequent analysis suggested that the images were
likely generated or altered using Al tools, repurposing real photographs of Akram to depict him in fabricated scenarios, such as
wearing a yarmulke or participating in a bar mitzvah.

Taken together, these developments highlight how crises are increasingly accompanied by parallel information disorders, in which
Al-generated and manipulated content amplify confusion, reinforce bias, and deepen social divisions (Wardle & Derakhshan,
2017). The Bondi Beach attack thus underscores the dual nature of contemporary media environments: while information circulates
faster than ever, so too does the capacity to distort reality at scale.
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2.7: WhatsApp’s Fall into a “Death Note”

The Myanmar catastrophe was not unique. Around the world, platforms such as Facebook, WhatsApp, YouTube, and Twitter have
repeatedly amplified confusion, misinformation, and communal conflict. In South Korea, during the impeachment of President
Park Geun-hye in 2017, false rumors and politically charged conspiracy videos circulated widely through YouTube and the
messaging app KakaoTalk, intensifying partisan divisions (Koo, 2019).

In the Philippines, scholars and journalists have documented how government-linked disinformation networks weaponized
Facebook to attack critics and shape public opinion during the Duterte administration (Ong & Cabanes, 2018; Bradshaw &
Howard, 2019).

In Sri Lanka, religious polarization made social media especially volatile. On Easter Sunday, April 21, 2019, coordinated suicide
bombings targeted churches and hotels, killing nearly 300 people and injuring more than 500. In the aftermath, waves of incendiary
rumors and anti-Muslim disinformation flooded Facebook, WhatsApp, and YouTube, prompting the Sri Lankan government to
temporarily shut down major platforms to prevent further violence (BBC, 2019).

But India offered one of the most disturbing examples. WhatsApp—used by more than 200 million Indians at the time—became
notorious for rumor-driven mob attacks, earning the grim nickname “Death Note” in parts of the local press (Gettleman & Kumar,
2019). In 2018, viral messages falsely warned of a nationwide child-kidnapping gang. Fabricated videos—many stitched together
from unrelated footage—spread rapidly. Mobs attacked and killed innocent people misidentified as abductors:

- A woman in her fifties was beaten to death for offering candy to children.
- Nomadic men traveling through a village were lynched.
- Four transgender women requesting food were brutally assaulted.

Police reports showed that many victims were outsiders or speakers of different regional languages, making them easy targets
during a wave of crowd panic fueled by WhatsApp misinformation (Guardian, 2018; Reuters, 2018).
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2.8: The Crisis Facing the Facebook Empire

Mark Zuckerberg launched a website called Facemash from his Harvard dorm room in October 2003—a “Hot or Not”—style site
that compared students' photos. After facing disciplinary action, he pivoted to a new idea: TheFacebook, launched in February
2004. When Facebook opened membership to anyone over the age of 13 in 2006, its growth surged. By 2010, Time magazine
named Zuckerberg its Person of the Year (Grossman, 2010), and by 2018 he was the only person under 40 among _Forbes_'s
twenty richest individuals (Forbes, 2018).

Facebook soon became the apex of the social media industry. Its business model relied on billions of monthly active users who
enjoyed "free" services--news feeds, photo sharing, groups, messaging, and video. The real price was data. Facebook amassed vast
amounts of information, including location data, browsing behavior, social network patterns, and engagement habits, and sold
highly targeted advertising access based on these data (Isaac & Frenkel, 2020). With the acquisitions of Instagram (2012) and
WhatsApp (2014), the company added more than 1--2 billion additional users to its global ecosystem.

After the November 2016 U.S. presidential election, however, Facebook faced an existential reckoning over foreign interference,
disinformation, and its own opaque practices. Freedom House's 2017 _Freedom on the Net_ report revealed that, in the previous
year, governments in at least 30 countries had used digital tools--including Facebook and Twitter--to distort elections or shape
public opinion, often through bot networks, paid trolls, and coordinated disinformation campaigns (Freedom House, 2017).

Special Counsel Robert Mueller's investigation later detailed how the St. Petersburg--based Internet Research Agency (IRA)
created fake U.S. personas, Facebook pages, and groups to boost Donald Trump, undermine Hillary Clinton, and inflame racial and
cultural tensions (U.S. Department of Justice, 2019). Mueller indicted 13 Russian nationals, 12 Russian military intelligence
officers, and several entities linked to the IRA for information warfare targeting American voters.

Facebook itself disclosed in September 2017 that it had identified more than 470 fake Russian-linked accounts and pages that
purchased over 3,000 political ads between June 2015 and May 2017 (Shane & Isaac, 2017). These ads targeted emotionally
charged issues--race, policing, LGBTQ rights, gun policy, religion, and immigration--to maximize division.

Facebook had signals earlier. After the Democratic National Committee announced in June 2016 that Russian hackers had breached
its servers, Facebook's chief security officer, Alex Stamos, launched an internal investigation. By November 2016, his team
concluded that Russian operatives were running a coordinated disinformation campaign on the platform (Frenkel & Kang, 2018).

Yet in December 2016, Zuckerberg publicly dismissed the idea that fake news on Facebook influenced the election as "pretty
crazy" (Scheiber & Isaac, 2016). Internally, Stamos was shocked that senior leadership appeared unaware of what his team had
uncovered. When he briefed executives, COO Sheryl Sandberg reportedly expressed frustration--not at the Russian activity itself,
but at the potential legal exposure for Facebook (Isaac & Frenkel, 2020).

Internal tensions escalated, and Stamos resigned from Facebook in August 2018 following disputes over how aggressively the
company should respond to Russian interference and broader misinformation threats.

The crisis revealed a critical contradiction at the heart of Facebook's empire: a platform built on maximizing engagement and
personalization was structurally vulnerable to manipulation, polarization, and foreign influence. Because advertising--not civic
responsibility--remained the company's core incentive, its public commitments to safety consistently lagged behind the scale of the
harm.
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2.9: “Facebook Is a Human Laboratory”

“Facebook is the greatest human laboratory in history. There’s no need to bother with consent forms: users agreed when
they signed up.”

So argued a 2014 Forbes commentary criticizing a covert experiment Facebook conducted in January 2012 (Hill, 2014). Without
explicit consent, Facebook manipulated the News Feeds of 689,003 users, skewing posts toward either positive or negative
content. The goal was to examine whether emotions spread across social networks—what researchers termed emotional contagion
(Kramer et al., 2014).

The results were unsurprising but unsettling: users exposed to more negative content posted more negative updates, and those
exposed to positivity posted more positive updates. Critics condemned the study as unethical “emotional manipulation,” violating
established norms of research ethics (Meyer, 2014). Facebook defended the study, arguing it fell within its Data Use Policy and that
no data were externally shared (Kramer et al., 2014).

The backlash reinforced a broader critique: on Facebook, users effectively function as unwitting test subjects, and the company
has repeatedly shown willingness to push ethical boundaries if doing so strengthens engagement and revenue (Vaidhyanathan,
2018).
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2.10: “Delete Facebook (#deletefacebook)”

Pandora’s box opened in March 2018. On March 16, Facebook admitted that consultancy Cambridge Analytica (CA) had
improperly harvested user data—ultimately 50-87 million profiles—and used them to assist the Trump campaign (Rosen &
Barclay, 2018). The announcement came hours before coordinated exposés by The Guardian and The New York Times, which
detailed the scale of the data abuse and Facebook’s failures to stop it (Cadwalladr & Graham-Harrison, 2018; Rosenberg et al.,
2018).

The fallout was immediate. Facebook’s stock price plunged nearly 7 percent on Monday and 14 percent for the week, erasing
roughly $75 billion in market value (Stewart, 2018). Congressional committees summoned Zuckerberg; the FTC launched an
investigation into potential violations of a 2011 consent decree. Five days after the story broke, Zuckerberg conceded, “We made
mistakes” (Zuckerberg, 2018).

The scandal traced back to Facebook’s 2007 Open Platform, which encouraged developers to build apps on Facebook and, in
return, allowed them to collect wide-ranging user data—including friends’ data—without consent (Kirkpatrick, 2010).

The CA episode began in 2014 when Cambridge researcher Aleksandr Kogan built a personality-survey app that collected data on
its 270,000 users and their friends, ultimately compiling tens of millions of profiles (Rosenberg et al., 2018). Kogan illegally
transferred that dataset to Cambridge Analytica, which—backed by hedge-fund billionaire Robert Mercer and guided by Steve
Bannon—used it for voter profiling and microtargeting (Cadwalladr & Graham-Harrison, 2018).

Facebook insisted the incident was not a “breach,” but global anger surged. The #DeleteFacebook movement erupted after
WhatsApp co-founder Brian Acton tweeted: “It is time. #deletefacebook” (Acton, 2018). Days later, Elon Musk deleted the
Facebook pages of Tesla and SpaceX (BBC, 2018).

Amid revelations about Russian interference and the CA scandal, Facebook confronted a defining question: could it rebuild public
trust without fundamentally changing its business model?
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2.11: “Don’'t Poke the Bear, Muddy the Waters”

In September 2017, during a Facebook board meeting, chief security officer Alex Stamos warned executives that Russian
interference remained unresolved and potentially far more extensive than initially disclosed (Frenkel et al., 2018). The briefing
triggered internal tensions; afterward, COO Sheryl Sandberg reportedly shouted, “You betrayed us and sacrificed us!” (Frenkel
et al., 2018).

As The New York Times reported, Facebook’s crisis-management pattern followed a familiar script: express shock, minimize
responsibility, insist on platform neutrality, and “muddy the waters” by highlighting competitors’ failures (Frenkel et al., 2018).

Before 2016, Facebook had neither the infrastructure nor the inclination to address political misinformation. The company’s
longstanding internal rule—*“Don’t poke the bear”—discouraged intervening in political content, especially when it involved
popular or powerful figures (Isaac & Frenkel, 2018). Thus, when Donald Trump posted in December 2015 calling for a “total and
complete shutdown of Muslims entering the United States,” Facebook allowed the post to stand, despite internal debate. It was
shared over 15,000 times within days (Isaac & Frenkel, 2018).

To counter rising political pressure, Facebook expanded lobbying operations. In October 2017, it hired Definers Public Affairs
(DPA), a Republican-aligned communications firm, to shape narratives about Facebook’s critics and competitors (Frenkel et al.,
2018). DPA staff operated a conservative outlet, NTK Network, which published negative stories about Google, Apple, and other
rivals. After Apple CEO Tim Cook criticized Facebook’s business model, Zuckerberg instructed employees to adopt Android
phones instead of iPhones (Frenkel et al., 2018).

DPA also advanced messaging targeting long-time Facebook critic George Soros. After Soros condemned Facebook at the World
Economic Forum in Davos, DPA circulated research insinuating that Soros funded anti-Facebook groups (Frenkel et al., 2018).
This tactic blurred into partisan political warfare.
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2.12: The Dream of Facebook’'s CEO, Mark Zuckerberg

For billions of people, Facebook remains the central gateway for news, communication, relationships, and community. Leaving the
platform can be psychologically and socially costly—an example of what scholars call “networked lock-in.” That stickiness
explains the platform’s resilience despite repeated scandals (Vaidhyanathan, 2018).

Calls for structural reform intensified. In May 2019, Facebook co-founder Chris Hughes wrote a widely cited New York Times op-
ed arguing that Facebook had become a dangerous monopoly and should be broken up under antitrust law (Hughes, 2019). Others
proposed shifting from surveillance-driven advertising to subscription models; Zuckerberg later experimented with paywall tools
for news organizations.

Zuckerberg continues to frame Facebook’s mission as building global community and deepening human connection. But after
Russian interference, Cambridge Analytica, misinformation-fueled violence in Myanmar and Sri Lanka, and mass privacy
violations, many saw those aspirations as hollow branding. Facebook became a symbol—fairly or not—of corporate greed, moral
evasion, and algorithmically fueled extremism.

From Facebook’s perspective, many criticisms feel unfair: hostile states, political operatives, and misinformation entrepreneurs
exploited a system never designed to adjudicate truth. And in reality, misinformation is not a Facebook-only problem.
Google/YouTube, X/Twitter, TikTok, Reddit, and platforms across Asia—including Naver, Kakao, Tencent, and WeChat—have all
been weaponized by extremist groups, foreign intelligence agencies, and disinformation networks.

The deeper issue is the architecture of today’s digital ecosystem:
- Falsehood spreads faster than truth,
- Outrage is algorithmically rewarded
- Attention is monetized above all else
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2.13: The Darker Architecture of Social Media Ecosystem

Social media platforms today function not merely as communication tools but as high-velocity conduits for misinformation and
disinformation. Algorithms optimized for engagement routinely elevate emotionally charged or sensational content, enabling
rumors, conspiracy theories, and false political narratives to spread far more rapidly than verified information (Vosoughi et al.,
2018). Coordinated influence operations—run by nation-states, extremist groups, political campaigns, and commercial actors—
exploit platforms like Facebook, YouTube, TikTok, and X/Twitter to manipulate public opinion at scale (Pew Research Center,
2023). As a result, the democratic promise of social networking now coexists with an unstable information ecosystem where
virality often outcompetes truth.

The geopolitical controversy surrounding TikTok highlights the growing entanglement of social media and national security. U.S.
officials have warned that the platform’s China-based parent company, ByteDance, could be compelled to share user data or alter
recommendation algorithms to influence American politics—claims that Chinese authorities and TikTok deny (Sanger & McCabe,
2023). At the same time, mounting research links heavy social-media use—especially among adolescents—to rising rates of
anxiety, depression, loneliness, and compulsive use (American Psychological Association, 2023; Twenge et al., 2022). Infinite-
scroll feeds, personalized notifications, and short-form video loops create behavioral patterns that resemble addiction, while
platform inaction, slow moderation, and opaque safety practices continue to draw criticism (Cain, 2023).

Compounding these concerns is the accelerating integration of artificial intelligence into every layer of platform design. AT now
determines which posts go viral, which creators are amplified, and which political messages receive disproportionate visibility
(Gillespie, 2022). Generative Al tools have enabled low-cost creation of deepfakes, synthetic influencers, fabricated audio, and
hyper-realistic political hoaxes that blur the line between truth and deception (Hern, 2023). Meanwhile, automated moderation
systems still struggle to catch hate speech, coordinated manipulation, or culturally contextualized misinformation (Meta Oversight
Board, 2022). Critics argue that platforms remain reactive—deploying reforms only after significant harm occurs—while
maintaining opaque systems that make independent oversight difficult (Reuters Institute, 2023). As Al-driven platforms expand,
digital media literacy becomes not just a civic skill but a democratic necessity.
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2.14: Chapter Summary and Transition

Chapter 2 examined how Facebook’s algorithmic structures—driven by engagement and profit—fuel global disinformation and
social division. From mob violence fueled by WhatsApp in Myanmar to election interference and Al-generated deception, the
platform’s influence extends far beyond its original social mission. As algorithmic design increasingly mediates what we see and
believe, understanding the psychology of information consumption becomes essential.

Chapter 3, “The Illusion of Human Rationality,” shifts the focus from platforms to people. It addresses why so many users reject
evidence, embrace conspiracies, and fall prey to the psychological dynamics that sustain the contemporary misinformation
ecosystem. It explores the cognitive biases and perceptual limitations that make individuals susceptible to manipulation in a
networked media environment. This chapter argues that misinformation does not spread merely because platforms amplify it, but
because the human mind is predisposed to accept certain narratives. Drawing on behavioral economics, cognitive psychology, and
communication theory, it examines how heuristics such as confirmation bias, motivated reasoning, availability cascades, social
proof, and affective polarization distort perception long before a user clicks “share.” Individuals tend to accept information that
reinforces their identity, dismiss evidence that challenges their worldview, and gravitate toward emotionally charged content that
feels true—even when it is false.

The chapter also investigates how digital architectures—feeds optimized for engagement, algorithmic curation, and frictionless
sharing—interact with these cognitive tendencies, creating a powerful environment for persuasion and manipulation. Together,
these forces produce what scholars describe as “rational irrationality”: individuals believe they are making informed judgments
while, in reality, navigating an information ecosystem designed to exploit their cognitive blind spots.

Chapter 3 builds the conceptual foundation for understanding why disinformation thrives. The problem is not only technological
but deeply human. By dissecting the psychological mechanisms behind susceptibility, the chapter clarifies why digital media
literacy must address not only external threats but also the internal vulnerabilities that shape how people interpret—and
misinterpret—the world.
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2.15: Discussion Prompts

- Should Facebook be treated as a media company, a public utility, or something else—and what are the implications of each
classification?

- How do emotional triggers and engagement-driven algorithms shape—and potentially distort—users’ perceptions of truth on
social media?

- What ethical and legal responsibilities do platforms like Facebook have globally, particularly in regions with weaker regulatory
frameworks or where online content contributes to offline harm?

- How does Facebook’s global reach transform misinformation from a local issue into an international crisis?
- What would a “healthier” social media platform look like in practice, and can such a model be economically and politically

sustainable under current systems?
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2.16: Student Activities

- Algorithm Diary (48 hours): Track your TikTok, Facebook, Instagram, or YouTube recommendations over a two-day period.
Examine recurring patterns in tone, topic, source, and emotional framing. Reflect on what these patterns suggest about how the
platform’s algorithm understands and targets you.

- Case Study Analysis: Select one global crisis and identify three specific algorithmic design flaws that enabled the spread of
hate speech, disinformation, or coordinated manipulation. Support your analysis with evidence from reputable reporting, academic
research, or investigative documentation.

- Mini Research Reflection (400 words): Select a recent misinformation campaign and evaluate how it spread through TikTok or
Facebook. Explain the mechanisms—algorithmic amplification, influencer networks, recommendation loops, or engagement-driven
virality—that enabled its reach and impact.
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CHAPTER OVERVIEW

3: The lllusion of Human Rationality- Narcissism, Paranoia, and the Digital Mind

Chapter Overview

This chapter examines the psychological and emotional dimensions that make misinformation persuasive in the digital age.
Building on Chapter 2’s analysis of algorithmic systems, it explores how cognitive mechanisms—such as confirmation bias,
motivated reasoning, and cognitive dissonance—shape how individuals interpret information and why they gravitate toward
narratives that affirm identity or worldview. The chapter also investigates the role of digital narcissism and online validation
cultures, showing how emotional gratification and self-presentation pressures often outweigh factual accuracy.

Additionally, this chapter analyzes how paranoia, conspiratorial thinking, and grievance-driven identity formation spread rapidly
through networked platforms that reward outrage and certainty. Together, these psychological tendencies reveal that misinformation
is not only a technological or algorithmic issue but a fundamentally human one—rooted in how people think, feel, and seek
meaning in a fragmented, attention-driven media environment.

@) Learning Objectives

o Identify major cognitive biases influencing digital information consumption.

o Explain how narcissism and paranoia contribute to disinformation ecosystems.

e Analyze real-world cases where belief persists despite evidence.

o Evaluate the interplay between psychological bias and algorithmic amplification.
o Discuss strategies for mitigating bias in digital literacy education.

o Connect psychological mechanisms to civic outcomes in a post-truth society.

3.1: Why do falsehoods feel true?

3.2: The “Milk” Protest in New York

3.3: The Myth of “White Milk” Superiority
3.4: From Eugenics to Online Racism

3.5: “Racial Hierarchies” Online

3.6: Why We Are So Easily Deceived

3.7: The Digital Age’s “Fools”

3.8: Why Are We So Susceptible?

3.9: The Psychology of Digital Gullibility
3.10: Weaponized Misinformation

3.11: The New Psychology of Misinformation
3.12: Reclaiming Critical Thinking

3.13: Chapter Summary and Transition
3.14: Discussion Prompts

3.15: Student Activities

3.16: References

Key Terms & Working Definitions

Confirmation bias
The tendency to seek, interpret, and remember information in ways that confirm one’s preexisting beliefs while disregarding
contradictory evidence (Nickerson, 1998).

Motivated reasoning
A cognitive process in which individuals evaluate information in a biased manner to arrive at preferred conclusions, often shaped
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by identity, emotions, or prior beliefs (Kunda, 1990; Taber & Lodge, 2006).

Cognitive dissonance
A psychological state of discomfort experienced when holding conflicting beliefs or when behavior contradicts beliefs, often
leading individuals to rationalize or adjust attitudes to reduce tension (Festinger, 1957).

Heuristics
Mental shortcuts or rules of thumb that simplify decision-making under conditions of uncertainty, but can also lead to systematic
biases (Tversky & Kahneman, 1974).

Science denialism
The rejection of well-established scientific consensus, often through selective use of evidence, conspiracy thinking, or ideological
motivations (Oreskes & Conway, 2010; MclIntyre, 2019).

Digital narcissism
A pattern of excessive self-focus and self-presentation in digital environments, often reinforced by social media metrics such as
likes, shares, and followers (Twenge & Campbell, 2018).

Information disorder
A framework describing the ecosystem of misinformation, disinformation, and malinformation, emphasizing differences in intent,
content, and harm (Wardle & Derakhshan, 2017).

Paranoia
A psychological tendency toward excessive suspicion or belief in hidden threats, which can contribute to the acceptance of
conspiracy theories or misinformation (Freeman & Garety, 2014).

Echo chamber
A communication environment in which individuals are primarily exposed to opinions that reinforce their existing beliefs, often
due to social networks or algorithmic filtering (Sunstein, 2017).
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3.1: Why do falsehoods feel true?

This chapter explores the psychological and emotional dimensions of misinformation—how cognitive biases, narcissism, and
paranoia shape human interpretation and belief in the digital age. The “post-truth” problem is no longer just about platforms or
politicians; it is fundamentally about people. This chapter asks a hard question: Why do falsehoods feel true? We survey the
human operating system—fast-twitch heuristics (Kahneman, 2011), confirmation bias (Nickerson, 1998), motivated reasoning
(Kunda, 1990), and the powerful influence of social identity (Tajfel & Turner, 1979)—to explain why the same feeds that informed
us in Chapter 2 can so easily mislead us here.

Online, narcissism manifests as a tendency to seek attention and validation, often rewarded through likes, views, and streaks
(Twenge & Campbell, 2018). Paranoia—characterized by heightened suspicion of others’ intentions—is amplified by threat-based
cues and “they don’t want you to know” narratives common in conspiracy discourse (Sunstein & Vermeule, 2009). At the same
time, group belonging frequently outweighs evidence due to identity-protective cognition—the tendency to accept information that
affirms one’s group while dismissing contradictory evidence (Kahan, 2017). Short-form videos and Al-assisted persuasion further
compress attention and intensify emotional responses, making users more reactive and less reflective (Lorenz-Spreen et al., 2019).
The result is not merely error, but a form of certainty without understanding—a psychological sweet spot in which rumors harden
into “my truth.”

Against this backdrop, we examine how digital environments weaponize ordinary human instincts. Echo chambers provide
identity-safe explanations (Barbera, 2020), while algorithmic repetition manufactures familiarity, reinforcing belief through the
“illusory truth effect” (Fazio et al., 2015). “Micro-celebrity” cultures privilege performance over humility (Marwick, 2015), and
ambient anxieties about status, safety, or meaning prime users to accept scapegoats and simplified narratives (Hofstadter, 1964;
Peters et al., 2023). Together, these dynamics show how narcissism (the self as protagonist) and paranoia (others as conspirators)
co-produce viral frames—from diet fads and racial pseudoscience to geopolitical rumor cycles. Crucially, these are not fringe
phenomena but everyday tendencies, intensified by an information environment in which AI can fabricate convincing faces, voices,
and “receipts” that reinforce existing beliefs (Chesney & Citron, 2019).

Understanding these tendencies is not an indictment of individuals; it is a map of predictable cognitive shortcuts operating within
systems deliberately designed to exploit them.

The practical goal of Chapter 3 is to help you build agency—the ability to pause, reflect, and make intentional, evidence-based
choices about the information you encounter and share. By the end of this chapter, you will begin developing a personal media-
literacy toolkit designed to slow thinking, broaden perspective, and support more deliberate judgment:

1. Attention hygiene—managing tempo, pruning notifications, and using “read-later” buffers to shift from reaction to reflection.

2. Lateral reading—leaving the post, checking the source, and triangulating credentials and claims (Wineburg & McGrew, 2017).

3. Premortems for belief—asking, “If this were false, what would I expect to see?” (Klein, 2007).

4. Inoculation techniques—recognizing manipulation strategies before they take hold (van der Linden et al., 2017).

5. Intellectual humility practices—steel-manning opposing views and identifying what evidence would change your mind
(Porter & Schumann, 2018).

By the end of the chapter, you should be able to recognize when your biases are being engaged, when an argument is appealing to
identity rather than evidence, and how to build small, sustainable habits that make truth—messy, slow, evidence-based truth—more
competitive in your daily life.
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3.2: The “Milk” Protest in New York

On the night of Friday, February 3, 2017, outside the Museum of the Moving Image in New York City, actor Shia LaBeouf
launched a live-streamed art installation protesting the newly inaugurated President Donald Trump. The project—He Will Not
Divide Us—invited members of the public to stand before a camera and continuously repeat the titular mantra (Feldman, 2017).

However, the event quickly spiraled out of control. Neo-Nazis, white supremacists, and online agitators descended on the site,
disrupting the exhibition. Many stripped off their shirts, danced in front of the camera, and conspicuously drank milk straight from
plastic containers. Some spat milk at the lens. A few displayed tattoos referencing Hitler’s Third Reich. One man shouted, “You
may not like milk, but milk is the face of white nationalism” (Sommer, 2017).

For these demonstrators, milk symbolized white purity and biological superiority—a meme rooted in the pseudoscientific claim
that lactose tolerance among Northern Europeans is evidence of genetic fitness. Researchers have documented how far-right groups
appropriated milk as an ironic yet racially coded symbol, using humor and absurdity to mask extremist messaging and attract online
attention (Daniels, 2018; Manavis, 2019). The bizarre scene revealed how fringe ideologies can weaponize mundane objects—here,
cow’s milk—to frame whiteness as biologically exceptional.

Later that year, in November 2017, Lucian Wintrich, a White House correspondent for the far-right outlet Gateway Pundit, was
invited by campus Republicans at the University of Connecticut to speak. When his inflammatory and racially charged remarks
provoked loud protests—students shouting “Nazis go home!” and “Black Lives Matter!”—Wintrich responded by slowly and
performatively drinking a glass of milk at the podium, echoing the earlier New York display and signaling solidarity with the same
meme-driven white-nationalist subculture (Victor & Hauser, 2017).

This page titled 3.2: The “Milk” Protest in New York is shared under a CC BY 4.0 license and was authored, remixed, and/or curated by .

https://socialsci.libretexts.org/@go/page/367091


https://libretexts.org/
https://creativecommons.org/licenses/by/4.0/
https://socialsci.libretexts.org/@go/page/367091?pdf
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.02%3A_The_Milk_Protest_in_New_York
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.02%3A_The_Milk_Protest_in_New_York
https://creativecommons.org/licenses/by/4.0

LibreTexts"

3.3: The Myth of “White Milk” Superiority

The enzyme lactase, which enables the digestion of lactose (milk sugar), typically declines after infancy in most humans. This
process—lactase non-persistence—is the global norm (Ingram et al., 2009). However, among many people of European descent,
lactase persistence continues into adulthood; in some northern European regions the rate exceeds 90 percent (Swallow, 2003).
Geneticists attribute this adaptation to the spread of dairy farming in Europe roughly 5,000 years ago (Gerbault et al., 2011).
Although researchers debate the precise timeline and geographic origin of lactase persistence, some argue the genetic mutation
emerged much earlier—around 7,000-10,000 years ago—in populations in Africa and the Middle East and only later migrated into
Europe through gene flow (Tishkoff et al., 2007).

Despite this well-documented scientific evidence, white nationalists have distorted this biology into a racial symbol. On the online
forum 4chan, an anonymous image-based bulletin board, users circulated misinterpretations of a Nature article commonly referred
to as “The Milk Revolution,” which noted that only about one-third of adults worldwide can digest lactose (Hofman, 2013).
Extremist groups seized on this statistic to claim genetic superiority for people of European ancestry. Using pseudoscientific
reasoning, they popularized taunts such as “If you can’t drink milk, go back to your homeland,” weaponizing a dietary trait to
target immigrants and nonwhite groups (Daniels, 2018; Manavis, 2019).

The so-called “milk protest” thus became emblematic of a wider trend: the appropriation of genetic science to legitimate racist
ideology. This follows a long lineage of pseudoscientific claims that attempt to link intelligence, behavior, or social worth to race—
claims thoroughly discredited by modern genetics and anthropology (Saini, 2019). Of course, the use of biology to justify racial
hierarchy is not new. Adolf Hitler’s regime notoriously exploited eugenics and racial “science” to rationalize the Holocaust
(Proctor, 1988). The contemporary “white milk” myth is simply the latest iteration of this long-standing tradition of scientific
distortion in service of white supremacist ideology.
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3.4: From Eugenics to Online Racism

Francis Galton (1822-1911), often called the “father of eugenics,” defined eugenics as “the study of agencies under social control
that may improve or impair the racial qualities of future generations” (Galton, 1904). His ideas shaped early 20th-century racial
policy around the world. In the United States, Indiana passed the first state sterilization law in 1907, authorizing compulsory
procedures for people labeled epileptic, “feeble-minded,” sexually promiscuous, alcoholic, or blind (Lombardo, 2011). Police and
state institutions were empowered to detain and sterilize them, and similar laws eventually spread to more than 30 states, resulting
in over 60,000 forced sterilizations (Stern, 2005).

The belief that race determines intelligence persists into the present. In 2007, James Watson—co-discoverer of the DNA double
helix—sparked widespread condemnation after asserting that people of African descent were genetically less intelligent. “All the
testing says not really,” he told a British journalist, adding that colleagues who employed Black workers “knew that wasn’t true”
(Bennett & Rolph, 2007). The backlash was swift, leading to his resignation from positions at Cold Spring Harbor Laboratory.
Years later, amid financial strain following the controversy, Watson became the first living Nobel laureate to auction his medal
(Zimmer, 2014).

Racists continue to cite Watson’s statements as “proof” of their beliefs. Pseudoscientific racial theories, once confined to fringe
newsletters, now circulate widely online. One major promoter was the Pioneer Fund, a U.S. foundation established in 1937 to
support eugenics and purported racial-intelligence research. In 1989, The Sunday Telegraph described the organization as “a neo-
Nazi group tied to the American far right” (Shipman, 1994).
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3.5: “Racial Hierarchies” Online

No credible anthropological or genetic evidence supports claims that Black people are inherently less intelligent than white people
(Saini, 2019). Yet the internet is flooded with assertions of “racial 1Q hierarchies,” usually based on misinterpreted or
decontextualized IQ data. Such claims ignore overwhelming evidence that environmental factors—education, wealth, nutrition,
exposure to discrimination, and community resources—play far greater roles in cognitive outcomes than genetics (Nisbett et al.,
2012).

Journalist Loretta Charlton, former race editor at The New York Times, summarizes the scientific consensus:

“Most scientists believe that differences in human IQ are not genetic but environmental. Wealth, access to education, nutrition, and
the racial climate in society—white and Black people grow up in vastly different environments. Ignoring these factors means
ignoring the truth.” (Charlton, 2017)

Anthropologist Jonathan Marks argues in Is Science Racist? that race is not a biological constant but a social classification system
shaped by history, power, and inequality. Using racial categories to claim innate differences, he writes, is “scientifically
indefensible and morally bankrupt” (Marks, 2017). Yet each time public debates arise over immigration, schooling, or policing,
online pseudoscientific “race studies” reappear, repackaged as legitimate research.
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3.6: Why We Are So Easily Deceived

Racial pseudoscience is only one thread in a much broader tapestry of misinformation and science denialism—the rejection of
scientific consensus on climate change, vaccines, evolution, and even historical facts such as the Holocaust. Denialists frequently
claim that science is biased or untested, but research has shown that their rejection usually occurs because the evidence conflicts
with their ideological, cultural, or economic worldviews (Lewandowsky & Oberauer, 2016).

Why, then, do so many people fall for falsehoods?

In 2017, Stanford researcher Sam Wineburg and his team compared how three groups—college students, historians, and
professional fact-checkers—evaluated the credibility of two organizations:

- the American Academy of Pediatrics (AAP), a respected professional association with 64,000 members; and

- the American College of Pediatricians (ACPeds), a fringe conservative medical group known for anti-LGBTQ positions,
designated a hate group by the Southern Poverty Law Center (Southern Poverty Law Center, 2014).

Both websites were designed to look authoritative, which was the point. Wineburg found:

- All professional fact-checkers correctly identified AAP as more credible.

- Half of historians did; about 40% rated both as trustworthy.

- Nearly two-thirds of Stanford students (64%) incorrectly trusted ACPeds. (Wineburg & McGrew, 2017)
Wineburg concluded:

“Evaluating the source and credibility of information is a fundamental skill for historians. We expected both groups to perform
well, but the results were the opposite.”

The study showed that even intelligent, highly educated individuals can be deceived online when they rely on surface features—
professional design, official-sounding names, .org domains—rather than lateral reading, contextual verification, or digital literacy
skills.
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3.7: The Digital Age’s “Fools”

In the digital era, even highly educated individuals remain vulnerable to misinformation. Many users share or retweet content
without verification, treat top search results as inherently authoritative, and mistake familiarity for accuracy. Holocaust denial
groups, extremist networks, and conspiracy movements exploit this environment of digital credulity (Caulfield, 2017; Miller,
2020).

A 2016 Pew Research Center survey found that one in four Americans had shared fake news—whether knowingly or not—
highlighting the public’s limited preparedness to recognize and resist deception online (Barthel, Mitchell, & Holcomb, 2016).
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3.8: Why Are We So Susceptible?

1. Heuristics and Cognitive Shortcuts

The human brain prioritizes efficiency. Rather than engaging in deep analysis, people often rely on heuristics—mental shortcuts or
“gut feelings” (Tversky & Kahneman, 1974). If a headline feels familiar or aligns with existing beliefs, it is more likely to be
accepted without scrutiny. This tendency is especially pronounced online, where rapid scrolling rewards intuition over reflection.

2. Cognitive Biases

Digital media amplify confirmation bias—the tendency to favor information that supports one’s beliefs while dismissing
contradictory evidence. Classic experiments by Peter Wason (1960) show that individuals often “see what they want to see.” Today,
algorithmic curation intensifies this effect by surrounding users with ideologically consistent content, reinforcing worldviews and
creating echo chambers (Sunstein, 2009). When confronted with disconfirming evidence, individuals may dismiss, reinterpret, or
rationalize it to preserve cognitive consistency (Nickerson, 1998). Personalization systems further reinforce this dynamic by
continuously delivering content aligned with users’ browsing histories and preferences (Bakshy et al., 2015).

3. The Illusion of Knowledge

The internet offers instant access to vast amounts of information—but access can be mistaken for understanding. Skimming articles
or watching short videos may create a false sense of expertise. This dynamic reflects the Dunning—Kruger effect, in which
individuals with limited knowledge overestimate their competence (Kruger & Dunning, 1999). Such overconfidence contributes to
the spread of misinformation, as superficial familiarity is mistaken for mastery.

4. Emotional Reasoning and Tribalism

Online environments privilege emotion over evidence. Outrage, fear, and moral anger spread more effectively than reasoned
argument (Brady et al., 2017). Platforms often amplify emotionally charged content because it drives engagement, regardless of
accuracy. In polarized contexts, facts become secondary to identity, reinforcing in-group loyalty while weakening critical thinking
and civic discourse (Mason, 2018).

5. The Speed of Information

In digital networks, falsehoods often travel faster than truth. A landmark MIT study found that false news on Twitter was 70%
more likely to be retweeted than accurate information (Vosoughi et al., 2018). False claims tend to be novel, sensational, and
emotionally engaging—qualities that increase shareability. By contrast, verification is slow and resource-intensive. Lies spread at
the speed of a click; truth requires time.

6. Erosion of Trust

One of the most profound consequences of the misinformation crisis is the erosion of trust—not only in journalism and
government, but in the very idea of truth itself. When people struggle to distinguish credible reporting from manipulation, they may
retreat into cynicism, concluding that “everyone lies” or “all sides are biased.” While this skepticism may appear critical, it often
leads to disengagement rather than discernment (Lewandowsky et al., 2017). Conspiracy movements thrive in this environment,
exploiting the vacuum left by declining trust.
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3.9: The Psychology of Digital Gullibility

Our susceptibility to deception is not only intellectual; it is deeply psychological. Neuroscientific research suggests that the brain
rewards belief-confirming information with dopamine release, reinforcing ideas that feel emotionally satisfying—even when they
are false (Meshi, Tamir, & Heekeren, 2015). In this sense, accepting misinformation can literally “feel good.”

Daniel Kahneman (2011) explains this dynamic through two modes of thought:

o System 1: fast, intuitive, and emotional
o System 2: slow, deliberate, and analytical

Digital environments overwhelmingly activate System 1. As users scroll through social media feeds, they are more often reacting
than reflecting. Platform design—optimized for speed, novelty, and engagement—encourages impulsive responses over careful
reasoning, making reflective, evidence-based thinking the exception rather than the norm.

This page titled 3.9: The Psychology of Digital Gullibility is shared under a CC BY 4.0 license and was authored, remixed, and/or curated by .

https://socialsci.libretexts.org/@go/page/367118



https://libretexts.org/
https://creativecommons.org/licenses/by/4.0/
https://socialsci.libretexts.org/@go/page/367118?pdf
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.09%3A_The_Psychology_of_Digital_Gullibility
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.09%3A_The_Psychology_of_Digital_Gullibility
https://creativecommons.org/licenses/by/4.0

LibreTexts"

3.10: Weaponized Misinformation

Misinformation is often accidental, while disinformation is deliberate and strategic. State actors, extremist movements, and profit-
driven media outlets deliberately exploit cognitive vulnerabilities to shape public opinion, sow discord, or generate revenue
(Starbird, 2019). Artificial intelligence accelerates this process by generating deepfakes, fabricated articles, and bot-driven
persuasion campaigns (Chesney & Citron, 2019).

During the COVID-19 pandemic, disinformation campaigns spread false claims about vaccines, masks, and treatments—
undermining public health and costing lives (Brennen, Simon, Howard, & Nielsen, 2020). In the same way, racist pseudoscience
and revived eugenic myths thrive in algorithmically amplified digital spaces.
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3.11: The New Psychology of Misinformation

The psychological dynamics explored in this chapter—confirmation bias, paranoia, emotional tribalism, and digital narcissism—
have intensified in the current political environment, particularly during Donald Trump’s second term. His continued use of
grievance-driven messaging on platforms such as X and Truth Social reinforces identity-based polarization and deepens distrust in
institutions—conditions long associated with the spread of conspiratorial belief systems (Miller, 2020; Hofstadter, 1964). At the
same time, Al-driven feeds on platforms like TikTok and Instagram amplify emotionally charged political content, systematically
rewarding outrage over accuracy (Brady et al., 2017).

Recent events further illustrate how ambiguity fuels misinformation. The renewed public attention to the Epstein case in 2025,
following new document releases and arrests, created fertile ground for speculation. Unverified Al-generated “evidence,” celebrity
rumors, and partisan narratives circulated rapidly across platforms—echoing research showing that false information spreads more
quickly than truth due to its novelty and emotional appeal (Vosoughi et al., 2018). Similarly, climate misinformation has resurged
despite mounting scientific evidence and increasingly visible environmental crises. Short-form video platforms now host content
promoting climate denial and geoengineering conspiracies, reflecting the enduring role of motivated reasoning in rejecting
scientific consensus (Lewandowsky & Oberauer, 2016).

International conflicts have become especially powerful vectors of synthetic media. In the Russia—Ukraine war, Al-generated
battlefield footage and fabricated diplomatic statements circulate widely, blurring the boundary between authentic and manipulated
content (Chesney & Citron, 2019). Meanwhile, online discourse surrounding the Israel-Palestine conflict is shaped by trauma-
driven polarization and algorithmically amplified bias, demonstrating how identity and moral emotion influence the interpretation
of geopolitical events (Tajfel & Turner, 1979). Across these contexts, misinformation thrives because it fulfills psychological needs
for certainty, belonging, and emotional validation—often more quickly and intensely than verified information.

Advances in generative Al have accelerated a new form of “hyperreal misinformation,” in which synthetic audio, video, and
documents circulate with unprecedented realism. Al voice cloning has enabled political hoaxes, fraudulent fundraising calls, and
fabricated ceasefire announcements, while Al-generated images frequently go viral before they can be verified. Research suggests
that as synthetic media becomes more convincing, individuals grow more confident in their judgments while becoming less
accurate—a dangerous dynamic described as “epistemic overconfidence” (Vaccari & Chadwick, 2020; Floridi, 2022). This shift
signals a profound challenge: misinformation is no longer persuasive only because it aligns with existing biases, but because it
increasingly appears indistinguishable from reality. In this environment, digital media literacy must evolve beyond traditional fact-
checking to include verification of provenance, skepticism toward sensory evidence, and awareness of how Al-generated content
exploits fundamental cognitive vulnerabilities.
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3.12: Reclaiming Critical Thinking

To resist deception in the digital age, society must cultivate digital media literacy not as an optional skill but as a civic and moral
imperative. Critical thinking is no longer confined to classrooms; it has become a form of democratic resilience. Scholars warn that
the erosion of shared facts weakens democratic norms, polarizes communities, and increases vulnerability to manipulation by
political actors, foreign adversaries, and profit-driven media systems (Lewandowsky et al., 2017; Benkler et al., 2018). In this
environment, digital literacy functions as a frontline defense, enabling individuals to navigate information ecosystems engineered
to exploit cognitive shortcuts and emotional vulnerabilities.

Education systems must therefore teach not only what to think, but how to think. This requires equipping learners with the skills to:

o Verify sources before sharing—using lateral reading and cross-checking practices that outperform traditional “close reading”
in online environments (Wineburg & McGrew, 2017).

o Distinguish expertise from opinion—a task complicated by influencers, pseudo-experts, and generative Al tools that mimic
authoritative voices (Oreskes & Conway, 2010; Guess et al., 2023).

+ Recognize emotional manipulation and cognitive bias—including how outrage, identity threat, and moralized content
accelerate the spread of misinformation (Brady et al., 2017; Kahneman, 2011).

Digital media literacy empowers individuals to pause before clicking “share,” to question before believing, and to value truth over
convenience. As cognitive scientists note, misinformation persists not because people are unintelligent, but because falsehoods are
often simpler, more emotionally gratifying, and more aligned with existing worldviews than nuanced truths (Kahan, 2017;
Lewandowsky & Oberauer, 2016). Rebuilding trust in truth, therefore, is as much a psychological challenge as it is an
informational one.

The task is not merely to detect falsehoods, but to restore confidence in verified knowledge in a climate where skepticism itself has
been weaponized. Persistent exposure to misinformation fosters cynicism (“everyone is lying”), erodes institutional trust, and
encourages political disengagement—conditions that extremist movements readily exploit (Marwick & Lewis, 2017).
Reestablishing trust thus requires transparency, accountability, and institutions capable of demonstrating reliability over time.

In a world where lies are cheap and viral, truth demands effort, patience, and courage. As the oft-cited adage suggests, “A lie can
travel halfway around the world before the truth has put on its shoes”—a claim repeatedly echoed in empirical research on
misinformation diffusion (Vosoughi et al., 2018). The digital age has only accelerated this dynamic, making the pursuit of truth
more urgent than ever. Digital media literacy will not eliminate deception, but it can cultivate citizens capable of navigating
complexity, resisting manipulation, and sustaining democratic life in an era of Al-driven misinformation.
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3.13: Chapter Summary and Transition

Chapter 3 demonstrates that the crisis of misinformation is not rooted solely in technology—it is rooted in us. This chapter reveals
how cognitive biases, identity-driven reasoning, narcissism, paranoia, and emotional tribalism shape what people believe long
before algorithms ever enter the picture. We explored how heuristics shortcut thinking, how confirmation bias locks individuals
inside self-affirming realities, and how digital platforms amplify these vulnerabilities through personalization, outrage incentives,
and the illusion of expertise. We also examined the weaponization of racial pseudoscience, the resurgence of eugenic narratives,
and the psychological rewards that make falsehoods feel intuitively “true.” Together, these dynamics show that misinformation
spreads not only because systems are broken, but because human cognition is predictable, emotional, and easily exploited in the
digital environment.

In Chapter 4, we shift from the psychological to the institutional. If Chapter 3 exposed why individuals fall for misinformation,
Chapter 4 examines how democratic systems respond—or fail to respond—to these pressures. We will explore how journalism,
education, public policy, and civic institutions are struggling to maintain legitimacy in an era of information overload and targeted
manipulation. This next chapter interrogates the role of journalists as democracy’s watchdogs, the fragility of news ecosystems
under economic and political strain, and the urgent need for structural reforms that can support truth-seeking at scale. In short,
Chapter 4 maps the institutional front lines of the misinformation crisis and lays the groundwork for understanding how societies
can rebuild trust, strengthen democratic resilience, and reestablish a shared foundation for public truth in the age of Al-driven
persuasion.
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3.14: Discussion Prompts

1. How do cognitive biases—such as confirmation bias, motivated reasoning, and the illusion of knowledge—shape public
understanding of truth in digital spacesHow do cognitive biases (e.g., confirmation bias, motivated reasoning, illusion of
knowledge) shape perceptions of truth in digital environments?

2. Why do conspiracy theories appeal to psychological and emotional needs, and why can they feel more compelling than verified
information?

3. How does digital narcissism--seeking attention, validation, and visibility--influence identity formation and the spread of
misinformation online?

4. In what ways do emotion-driven responses and group loyalties sustain misinformation, even when credible evidence is
available?

5. How do algorithms reinforce confirmation bias and echo chambers, and what are the broader democratic consequences of these
feedback loops?

6. What does the "milk protest" reveal about how ordinary symbols can be transformed into ideological tools for extremist
mobilization?

7. How can individuals, institutions, and technology companies rebuild trust in verified knowledge while balancing skepticism,
inclusion, and responsibility for Al-driven misinformation?

This page titled 3.14: Discussion Prompts is shared under a CC BY 4.0 license and was authored, remixed, and/or curated by .

https://socialsci.libretexts.org/@go/page/367369



https://libretexts.org/
https://creativecommons.org/licenses/by/4.0/
https://socialsci.libretexts.org/@go/page/367369?pdf
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.14%3A_Discussion_Prompts
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/03%3A_The_Illusion_of_Human_Rationality-_Narcissism_Paranoia_and_the_Digital_Mind/3.14%3A_Discussion_Prompts
https://creativecommons.org/licenses/by/4.0

LibreTexts*

3.15: Student Activities

- Bias Self-Reflection Journal (48 hours): Record three instances where personal bias influenced your media interpretation.

- Cognitive Bias Mapping: Chart how specific biases interact with social media algorithms.

- Case Study Debate: Analyze one misinformation case through the lens of psychological bias and emotion.

- Fact-Checking: Select one trending new article or social media post and use lateral reading and other digital literacy skills to

verify its claims. Explain what make it initially seem credible or not.
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CHAPTER OVERVIEW

4: The Crisis of Journalism- Power, Truth, and the Erosion of Democracy

Chapter Overview

This chapter examines journalism’s transformation under converging political, economic, and technological pressures. Once
regarded as democracy’s watchdog—a guardian of truth and accountability—the press now operates in an environment marked by
intimidation, financial instability, and rapid digital disruption. Across the globe, newsrooms have been hollowed out, independent
outlets shuttered, and journalists harassed, censored, jailed, or even killed. Consolidation by profit-driven media corporations has
reduced editorial independence, authoritarian leaders have sought to delegitimize or control the press, and digital platforms have
fragmented traditional news ecosystems.

Building on the psychological dynamics explored in Chapter 3, this chapter shows how political and corporate actors exploit
cognitive biases, audience polarization, and algorithmic amplification to shape public perception. Through case studies—from the
influence of the Murdoch media empire to the prosecution of Julian Assange—students will examine how power operates through
media systems to influence what people believe and how societies construct reality.

Situating journalism’s contemporary crisis within both global and local contexts, this chapter analyzes the structural forces
undermining trustworthy information. It aims to help students understand the moral, civic, and democratic stakes of journalism in
an era of weaponized “fake news” and contested truth.

Learning Objectives

4b Learning Objectives

1. Explain the relationship between press freedom and democratic governance.

2. Analyze the impact of media concentration on public discourse.

3. Evaluate global case studies where journalism confronts political or economic power.
4. Identify structural causes of journalism’s trust deficit and financial decline.

5. Discuss the ethical responsibilities of journalists and citizens in defending truth.

4.1: Why Journalism’s Crisis Matters Now

4.2: The Murdoch Family Shakes Australian Politics
4.3: Rupert Murdoch and the Anglosphere

4.4: Journalism’s Core Mission- The Pursuit of Truth
4.5: Media Bias and “Social-Media Journalism”

4.6: Julian Assange and the Ethics of “Leak Journalism”
4.7: The Struggle Between State Power and Journalism
4.8: Protecting Journalism — the Guardian of Truth

4.9: Journalism Under Intensifying Global Pressure
4.10: What This Chapter Means for Digital Media Literacy
4.11: Chapter Summary and Transition

4.12: Discussion Prompts

4.13: Student Activities

4.14: References

Key Terms & Working Definitions

Media concentration
The consolidation of media ownership into a small number of corporations, which can limit diversity of viewpoints and influence
public discourse (McChesney, 2015; Noam, 2016).
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Press freedom
The degree to which journalists and media organizations can operate independently without censorship, interference, or
intimidation from governments or other actors (Freedom House, 2023; Reporters Without Borders, 2023).

Watchdog journalism
A form of journalism that monitors institutions, exposes wrongdoing, and holds those in power accountable in the public interest
(Schudson, 2008).

Disinformation campaigns
Coordinated efforts to deliberately spread false or misleading information to influence public opinion, political outcomes, or social
behavior (Benkler et al., 2018; Wardle & Derakhshan, 2017).

Whistleblower protection
Legal and institutional safeguards designed to protect individuals who expose wrongdoing, corruption, or illegal activities from
retaliation (Vandekerckhove, 2016).

Authoritarian populism
A political approach that combines populist rhetoric—appealing to “the people” against elites—with authoritarian tendencies such
as weakening democratic institutions and restricting dissent (Norris & Inglehart, 2019; Miiller, 2016).

Public-interest media
Media institutions and practices oriented toward serving the public good by providing accurate, independent, and socially valuable
information, often supported by public funding or non-commercial models (Pickard, 2020).
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4.1: Why Journalism’s Crisis Matters Now

Over the past decade, journalism’s watchdog role has been squeezed from three directions: concentrated ownership, platform-
driven economics, and rising authoritarian pressure. In the Anglosphere, large media conglomerates—such as those owned by
Rupert Murdoch—illustrate how a small number of powerful actors can shape agendas across television, print, radio, and digital
platforms, influencing what becomes “common sense” on issues such as immigration, climate change, and elections (McKnight,
2013; Benkler, Faris, & Roberts, 2018).

At the same time, the advertising markets that once sustained local and investigative reporting have been eroded by platform
intermediaries such as Google and Meta. This shift has accelerated newsroom layoffs, expanded “news deserts,” and pushed media
organizations toward click-driven models that reward outrage and speed over depth and verification (Nielsen, 2020; Pickard, 2020).

Across both democratic and authoritarian contexts, political leaders increasingly deploy the term fake news as a strategic weapon—
used to delegitimize scrutiny, intimidate sources, and justify legal, regulatory, or even physical retaliation against journalists
(Freedom House, 2022; Reporters Without Borders, 2023). The result is not merely a business crisis but an epistemic one: a
weakening of society’s capacity to share facts, deliberate policy, and hold power accountable.

This chapter examines that crisis through emblematic cases. It analyzes the Murdoch media empire and its role in reframing
national debates; revisits the Covington Catholic video controversy as a cautionary example of “social-media journalism,” where
virality outpaces verification (Newton, 2019); explores the ethics of leak journalism through Julian Assange and WikiLeaks,
highlighting the blurred boundary between public-interest disclosure and state-linked information operations (Greenberg, 2018;
Benkler et al., 2017); and concludes with the assassination of Jamal Khashoggi—a stark reminder that, in some contexts, the
pursuit of truth can carry lethal consequences (Callamard, 2021).

Across these cases, several common mechanisms emerge:

o Framing that reduces complex issues into simplified culture-war narratives.

o Algorithmic amplification that prioritizes emotional spectacle over evidence (Tufekci, 2015).
e Media capture by political or corporate interests (Schiffrin, 2017).

o Erosion of professional norms when speed overtakes verification.

Layered onto these dynamics are new risks posed by Al-generated content—synthetic audio, video, and text that obscure
provenance and accelerate disinformation at scale (Chesney & Citron, 2019; Vaccari & Chadwick, 2020).

For students and citizens alike, the stakes are both practical and civic. Democracies depend on institutions capable of independent
verification, transparent correction, and a sustained commitment to the public interest rather than partisan or commercial agendas
(Kovach & Rosenstiel, 2021).

This chapter equips you to recognize how ownership structures, platform incentives, and political rhetoric shape the news you
encounter. It will help you distinguish watchdog reporting from agenda-driven narratives and apply core digital media—literacy
practices—such as lateral reading, source triangulation, and contextual verification—especially when stories break quickly and
emotions run high (Wineburg & McGrew, 2017).

As you read, keep one question at the center: What must change—within newsrooms, platforms, policy frameworks, and personal
habits—to strengthen journalism’s capacity to inform rather than inflame? Your answer will carry forward to Chapter 5, where we
examine AI’s double edge: a powerful engine of deception, but also a critical tool for verification, provenance, and democratic
accountability.

This page titled 4.1: Why Journalism’s Crisis Matters Now is shared under a CC BY 4.0 license and was authored, remixed, and/or curated by .

https://socialsci.libretexts.org/@go/page/367372



https://libretexts.org/
https://creativecommons.org/licenses/by/4.0/
https://socialsci.libretexts.org/@go/page/367372?pdf
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/04%3A_The_Crisis_of_Journalism-_Power_Truth_and_the_Erosion_of_Democracy/4.01%3A_Why_Journalisms_Crisis_Matters_Now
https://socialsci.libretexts.org/Courses/University_of_Illinois_Springfield/Digital_Media_Literacy_in_the_Age_of_Artificial_Intelligence%3A_Navigating_Truth_Power_and_Misinformation_v2/04%3A_The_Crisis_of_Journalism-_Power_Truth_and_the_Erosion_of_Democracy/4.01%3A_Why_Journalisms_Crisis_Matters_Now
https://creativecommons.org/licenses/by/4.0

LibreTexts"

4.2: The Murdoch Family Shakes Australian Politics

In mid-August 2018, a Gulfstream G550 capable of transpacific flight landed at Sydney Airport. From it stepped Lachlan Murdoch,
then 47, eldest son of Rupert Murdoch—the billionaire chairman of News Corporation, whose outlets dominate Australia’s media
landscape. Acting effectively as his father’s proxy, Lachlan oversaw the family’s Australian holdings, including The Australian,
The Daily Telegraph, The Herald Sun, and Sky News Australia (McKnight, 2013; Sydney Morning Herald, 2018). His arrival drew
paparazzi attention typically reserved for celebrities. Politically, however, he was something more: arguably the most influential
figure in the country’s press system.

That evening, Lachlan hosted senior executives from Sky News Australia, newspaper editors, and television commentators at his
Sydney mansion. During the gathering, he reportedly asked, “How long can Prime Minister Malcolm Turnbull last?” Turnbull’s
centrist coalition government had reaffirmed support for the Paris Climate Agreement, angering the party’s right wing—an
ideological bloc long supported and amplified by Murdoch-owned outlets (Mann, 2018; Rudd, 2020). Within days, those outlets
launched a coordinated wave of criticism. The Daily Telegraph reported that efforts to replace Turnbull were already underway.
Sky News commentator Andrew Bolt declared that Turnbull’s “credibility has collapsed,” while radio host Alan Jones urged
listeners that “the party must start a revolt.” The Australian, which commands a significant share of national newspaper influence,
labeled Turnbull “a dead man walking” (McKnight & Hess, 2010).

Alarmed, Turnbull learned through allies that Lachlan had expressed support for leadership change during the meeting. He phoned
Rupert Murdoch directly to intervene. According to Turnbull, Murdoch responded, “I’m retired now—but I’ll talk to Lachlan”
(Turnbull, 2019). Two days later, conservative MPs forced a party-room vote, and Turnbull was ousted as prime minister. The
resulting political turmoil dominated national headlines and delivered record ratings for Sky News Australia, whose programming
increasingly echoed the partisan, outrage-driven style of Fox News in the United States (Flew & Martin, 2019).

Tensions between Turnbull and the Murdoch empire had been building for years. Turnbull had replaced Tony Abbott—a close ally
of Lachlan Murdoch—in 2015, and his proposed national broadband network threatened Foxtel, the Murdoch-controlled pay-TV
platform, by enabling the growth of streaming services such as Netflix (Lobato, 2019). Although the Murdoch family denied
orchestrating the 2018 leadership spill, many observers viewed the episode as evidence of their outsized influence over Australian
politics. Former Prime Minister Kevin Rudd later described Rupert Murdoch as “the single greatest threat to Australian
democracy” (Rudd, 2020).

Following Turnbull’s removal, his successor Scott Morrison advanced a more nationalist political agenda, particularly on
immigration—an issue long amplified by Murdoch outlets through sensational framing. Sky News commentators warned of
“immigration explosions,” while tabloids circulated images designed to evoke cultural threat, echoing the “invasion” rhetoric
prevalent in U.S. conservative media during Donald Trump’s 2018 “caravan” panic (O’Donnell, 2020; Benkler et al., 2018).
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4.3: Rupert Murdoch and the Anglosphere

The concentration of media power in Rupert Murdoch’s hands is not merely an Australian story—it is an Anglosphere
phenomenon. Long before the 2018 leadership spill in Canberra, Murdoch’s media empire had been linked to major political
developments, including the Brexit referendum in the United Kingdom and the 2016 U.S. presidential election (McKnight, 2013;
Benkler, Faris, & Roberts, 2018). Though he has never held elected office, Murdoch has exercised substantial influence over public
discourse through a global network of more than 700 companies operating across dozens of countries. His holdings include Fox
News, The Wall Street Journal, and the New York Post in the United States, as well as The Times, The Sun, and Sky News in the
United Kingdom.

A 2019 New York Times investigation—“How Rupert Murdoch’s Empire Reshaped the World”—based on more than 150
interviews, examined how Murdoch-owned outlets have shaped political narratives across English-speaking democracies
(Rutenberg, 2019). The report highlighted the alignment between Fox News and the Trump presidency in the United States, the
prominent role of The Sun in advocating for Brexit in the United Kingdom, and the influence of Murdoch outlets in Australian
debates over climate policy and political leadership.

The investigation also raised broader concerns about the relationship between concentrated media ownership and democratic
accountability. Critics argue that Murdoch’s outlets have, at times, amplified partisan framing, prioritized sensationalism, and
contributed to the polarization of public discourse (Flew & Martin, 2019). Others point to the role of these outlets in supporting
policies such as the 2003 Irag War (Rampton & Stauber, 2003) and in shaping public debate on climate change (Mann, 2018).

Rather than viewing any single outlet as a standalone political actor, this case invites a wider perspective: across the United States,
the United Kingdom, and Australia, media systems and political leadership often operate in close, mutually reinforcing
relationships. In this sense, Murdoch’s influence illustrates how concentrated media power can shape not only what people think
about, but how political reality itself is framed—raising enduring questions about pluralism, accountability, and the future of
journalism in democratic societies.
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4.4: Journalism’s Core Mission- The Pursuit of Truth

Journalism is the practice of collecting, verifying, and presenting information essential to public life. Democracy depends on
accurate, evidence-based reporting; when falsehood overwhelms fact, democratic decision-making falters. As media scholars
Kovach and Rosenstiel (2021) argue in The Elements of Journalism, the profession’s central obligation is “the pursuit of truth and
loyalty to citizens.”

Yet these ideals are increasingly difficult to sustain in the digital age. Three interrelated challenges stand out:

1. Blurring of journalistic boundaries
The ability to publish is no longer limited to trained professionals. Anyone with a smartphone can produce and distribute
content labeled as “news,” making consistent adherence to journalistic standards more difficult (Carlson, 2017).

2. Fragmented and ideological information ecosystems
Audiences increasingly gravitate toward sources that affirm their identities and beliefs. In this environment, opinion and
commentary often spread faster—and travel farther—than verified reporting (Sunstein, 2017).

3. The weaponization of “fake news”
Political leaders across contexts have adopted the term fake news to discredit unfavorable coverage, eroding public trust in
legitimate journalism and weakening accountability (Freedom House, 2019).

As a result, traditional media confront declining audiences, an overabundance of misinformation, and a crisis of credibility.
Restoring journalism’s integrity is therefore not only a professional challenge but an urgent democratic task.
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4.5: Media Bias and “Social-Media Journalism”

A vivid example occurred on January 18, 2019, when a short video from the Lincoln Memorial appeared to show Covington
Catholic High School students mocking Native American elder Nathan Phillips. The clip went viral under captions such as
“MAGA hat students bully a Native American,” accumulating millions of views within hours. Many mainstream outlets amplified
the initial narrative, framing the students as symbols of Trump-era racism (Newton, 2019).

Subsequent, longer footage revealed missing context: aspects of the encounter had been mischaracterized, and the students had also
been subjected to taunts from a fringe group present at the scene. The episode exposed how speed and narrative framing—rather
than verification—can drive digital reporting. Scholars have described this pattern as “social-media journalism,” in which virality
shapes coverage before facts are fully established (Tandoc & Maitra, 2018).

The legal aftermath further complicated the story. Nick Sandmann, the student at the center of the controversy, filed defamation
lawsuits against multiple national media organizations, alleging that early coverage was misleading and defamatory. In 2020,
Sandmann reached confidential settlements with CNN, NBCUniversal, and The Washington Post (Goffinet, 2022). However, his
lawsuits against ABC News, CBS News, The New York Times, Gannett, and Rolling Stone were dismissed by federal courts,
including rulings upheld by the U.S. Court of Appeals for the Sixth Circuit.

The case was interpreted differently across the political spectrum. Conservative commentators cited it as evidence of liberal media
bias, while media scholars pointed to a broader structural problem: the erosion of verification standards in a high-speed,
engagement-driven news environment.

Partisanship increasingly blurs the line between journalism and advocacy. High-profile figures across media outlets have engaged
in commentary that critics argue undermines perceptions of neutrality—for example, CNN anchor Don Lemon’s comparisons
involving Trump and Fox News host Sean Hannity’s onstage appearance at a Trump rally (Benkler et al., 2018). Such moments
highlight the challenge of maintaining clear boundaries between reporting, opinion, and political alignment.

At its core, the lesson is not about one incident or one outlet, but about a systemic shift: when journalism prioritizes speed, identity,
and narrative over verification, public trust erodes. The profession’s enduring obligation remains clear—its loyalty must be to
citizens and to truth, not to factions or virality.
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4.6: Julian Assange and the Ethics of “Leak Journalism”

On April 11, 2019, British police removed Julian Assange from the Ecuadorian Embassy after seven years of asylum. WikiLeaks,
which Assange founded in 2006, had published hundreds of thousands of classified U.S. military logs and diplomatic cables,
including footage depicting civilian casualties in Iraq. Supporters praised him as a champion of transparency; critics condemned
him as a reckless figure whose indiscriminate disclosures may have endangered lives (Leigh & Harding, 2011).

Assange’s reputation shifted sharply after WikiLeaks released hacked Democratic Party emails during the 2016 U.S. presidential
election—materials that Special Counsel Robert Mueller later linked to Russian intelligence operations (Mueller, 2019). Once
associated with transparency activism, Assange came to be viewed by some as entangled in geopolitical information warfare. His
case raises enduring ethical questions: Where do the boundaries of investigative journalism end? When does leaking become
complicity? Can radical transparency coexist with responsibility?
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4.7: The Struggle Between State Power and Journalism

On October 2, 2018, Saudi journalist Jamal Khashoggi entered the Saudi consulate in Istanbul seeking documents for his upcoming
marriage. He never emerged. A United Nations investigation later concluded that he was murdered and dismembered inside the
consulate by a Saudi state-linked team (Callamard, 2021).

In his final column, published posthumously in The Washington Post, Khashoggi warned of the dangers posed by information
control in the Arab world:

“People are denied proper information or misled with distortions. They cannot debate the problems affecting their lives. State-
manufactured narratives dominate the public mind.”
— Khashoggi (2018)

His warning reflects a broader global trend. Freedom House’s report Freedom and the Media: A Downward Spiral found that press
freedom has declined worldwide for more than a decade, with even established democracies experiencing increased pressure on
independent journalism (Freedom House, 2019). When governments frame scrutiny as disloyalty or treason, democratic
accountability is weakened.
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4.8: Protecting Journalism — the Guardian of Truth

In June 2019, The Wall Street Journal published an unusual op-ed by A. G. Sulzberger, publisher of The New York Times. Writing
in a rival outlet, Sulzberger criticized escalating political attacks on the press:

“At first it was ‘the failing New York Times.” Then it was ‘fake news.” Now it is ‘the enemy of the people.” With the word
‘treason,’ the president crossed a line used by demagogues throughout history.”
— Sulzberger (2019)

The growing risks faced by journalists have been widely recognized. Time magazine’s 2018 “Person of the Year” honored “The
Guardians,” including Jamal Khashoggi, Filipino journalist Maria Ressa, the staff of the Capital Gazette, and Reuters reporters
imprisoned in Myanmar (Time, 2018). Their inclusion underscored that defending truth increasingly requires courage under threat.

Data from the Committee to Protect Journalists (CPJ) further illustrates the scale of the crisis. In 2018, 264 journalists were
imprisoned worldwide. That number rose to a record 384 in 2024, before declining to 328 in 2025 according to CPJ’s latest data
(CPJ, 2026). These figures highlight the persistent global risks faced by journalists operating under both authoritarian and
democratic pressures.

The need for independent journalism grows more urgent as repression intensifies and digital disinformation deepens polarization.
In response, journalists must return to foundational principles: rigorous verification, independence from power, and a commitment
to serving the public rather than ideology (Kovach & Rosenstiel, 2021). Journalism remains the lens through which societies
understand reality. When that lens is distorted, democracy loses clarity—and, ultimately, its capacity for self-governance.

As Sulzberger reminds us, “A free, fair, and independent press is essential to every other freedom that makes democracy possible.”
The struggle to protect journalism’s integrity is, ultimately, a struggle to protect truth itself.
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4.9: Journalism Under Intensifying Global Pressure

The pressures on journalism described in this chapter have deepened. Around the world, political leaders—including Vladimir
Putin, Donald Trump, and Xi Jinping—increasingly treat independent journalism as a threat rather than a democratic institution
(Freedom House, 2024; Reporters Without Borders, 2025). Each employs different mechanisms—Ilegal intimidation in Russia,
rhetorical delegitimization and weaponized “fake news” accusations in the United States, and expansive digital censorship in China
—but the effects converge: shrinking space for accountability reporting and rising risks for journalists who challenge official
narratives (CPJ, 2024).

Recent developments in the United States further illustrate these pressures. Critics have raised concerns about the use of legal and
political mechanisms to discourage dissent, including controversies surrounding high-profile journalists and public officials. While
interpretations vary, such episodes underscore broader anxieties about the boundaries between political authority, free expression,
and press freedom.

Russia’s ongoing war in Ukraine has contributed to detentions and restrictions on journalists, while renewed political attacks on the
press in the United States have intensified audience polarization (Benkler et al., 2018). In China, state-backed moderation on
platforms such as Weibo and Douyin reflects a tightly managed information environment that suppresses dissent and shapes public
discourse (King, Pan, & Roberts, 2017). Together, these cases suggest that pressures on journalism increasingly operate along a
continuum rather than within distinct regime types.

At the same time, the digital revolution—driven by platform economics and generative Al—has pushed journalism into an
existential crisis. By 2025, major news organizations in the United States and Europe experienced significant layoffs after losing
traffic to Al-generated search summaries and social platforms that deprioritize links to news (Newman et al., 2025).

Deepfake audio and video continue to erode public confidence in authentic reporting, particularly during crises when fabricated
content spreads faster than verification efforts (Chesney & Citron, 2019). Short-form platforms such as TikTok, Instagram Reels,
and X increasingly serve as primary news sources for younger audiences, often privileging influencers and algorithmically
optimized content over traditional reporting (Reuters Institute, 2024). As research shows, misinformation routinely outperforms
factual journalism in such environments, traveling farther and faster because it aligns with emotional and identity-based impulses
(Vosoughi et al., 2018).

Public trust in journalism—already fragile—has declined further. Surveys from 2024-2025 show trust levels in countries such as
the United States, the United Kingdom, and Australia hovering near historic lows, with many audiences perceiving mainstream
reporting as partisan or agenda-driven (Newman et al., 2025; Edelman Trust Barometer, 2024). In the United States, continued
attacks on the press have contributed to cynicism and disengagement (Jamieson & Albarracin, 2020). In parts of the Global South,
financial instability and political pressure have weakened independent media, allowing disinformation networks and state-run
outlets to fill the gap (Freedom House, 2024). As distrust spreads, citizens increasingly turn to personalized feeds and private
messaging networks, where misinformation circulates with limited oversight (Bradshaw & Howard, 2019).

Meanwhile, harassment and violence against journalists continue to rise. Coordinated trolling campaigns, Al-generated harassment,
and doxxing attacks increasingly target reporters covering elections, extremism, public health, and corruption (Posetti et al., 2021).
Women journalists and journalists of color face disproportionate abuse, often receiving waves of harassment shortly after
publishing sensitive stories (Henrichsen et al., 2022). Globally, the Committee to Protect Journalists reports continued increases in
arrests, kidnappings, and killings linked to armed conflict, political instability, and state repression (CPJ, 2024).

These conditions not only endanger individual reporters but also undermine public access to reliable information. As hostility
toward journalism becomes normalized, self-censorship increases and investigative reporting declines. The result is a weakened
information environment in which citizens struggle to distinguish credible reporting from propaganda—deepening the structural
challenges to both journalism and digital media literacy.
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4.10: What This Chapter Means for Digital Media Literacy

The crises examined in this chapte—from media consolidation and state pressure to platform economics and Al-accelerated
misinformation—demonstrate that digital media literacy is not merely an academic exercise but a democratic necessity. As
journalism confronts unprecedented challenges from authoritarian politics, synthetic media, and fragile business models, citizens
must become active participants in safeguarding a fact-based public sphere. Scholars argue that media literacy must now include
structural awareness: understanding who owns media, how algorithms shape visibility, and how economic incentives influence
news agendas (Kovach & Rosenstiel, 2021; Pickard, 2020). This means learning to examine the provenance of information,
evaluate sources, identify conflicts of interest, and recognize when narratives are driven by political or commercial agendas rather
than evidence.

In practice, digital media literacy requires cultivating habits that help individuals navigate an environment where truth competes
with virality and AI-generated manipulation. Key skills include:

o Lateral reading—leaving a webpage to verify claims across independent sources, as practiced by professional fact-checkers
(Wineburg & McGrew, 2017).

¢ Source triangulation—cross-checking information using multiple sources, methods, or perspectives to reduce bias (McLeod,
2024).

o Context checking—examining how information is framed, what may be missing, and how meaning changes across contexts.

o Search literacy—using search engines strategically to locate credible, verifiable information.

¢ Recognizing emotional manipulation—identifying how outrage, fear, and moral framing drive engagement and accelerate
misinformation (Brady et al., 2017).

o Synthetic-media awareness—approaching digital content with informed skepticism in the age of generative Al, including the
use of reverse-image search, metadata inspection, and verification tools (Chesney & Citron, 2019).

Together, these practices strengthen not only individual judgment but also the resilience of the public sphere by reducing the spread
of false or decontextualized content.

The future of journalism and the future of media literacy are inseparable. Journalism cannot endure without an audience capable of
distinguishing verified reporting from propaganda, just as citizens cannot practice media literacy without access to transparent and
accountable journalism.

Society must therefore invest in both journalistic institutions and public education, especially as Al increasingly shapes how news
is produced, distributed, and consumed. This includes supporting local news ecosystems, advocating for platform transparency,
strengthening press-freedom protections, and integrating digital literacy into education and workforce training (Nielsen, 2020;
Newman et al., 2025).

A healthy democracy requires not only professional watchdogs but also a public capable of understanding and defending their
work. In this sense, digital media literacy is a collective project—a partnership among informed citizens, ethical journalists, and
accountable platforms to ensure that truth remains competitive in an era of Al-driven information complexity.
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4.11: Chapter Summary and Transition

Journalism’s crisis has become, in many respects, a crisis of democracy itself. Concentrated media ownership, ideological framing,
authoritarian pressure, and platform-driven speed have reshaped—and often distorted—the public sphere. Through cases such as
the Murdoch media empire, the Covington video controversy, Julian Assange’s leak politics, and the assassination of Jamal
Khashoggi, this chapter has shown how truth can be bent by forces ranging from profit incentives and partisan outrage to state-
backed repression. What emerges is a fragile information system—one in which traditional safeguards of verification,
independence, and accountability struggle to withstand political polarization, economic disruption, and digital volatility. Sustaining
a democratic culture of truth now requires collective effort: newsrooms committed to professional standards, platforms designed to
resist manipulation, and citizens capable of navigating complexity rather than retreating into ideology.

The next chapter, “The Technology Trap,” turns to the accelerating role of artificial intelligence in deepening these vulnerabilities.
As journalism weakens under structural pressures, emerging technologies—especially generative Al—are transforming how
information is produced, circulated, and believed. AT tools make it easier than ever to fabricate voices, faces, documents, and entire
narratives, yet they also offer new possibilities for detection, verification, and provenance tracking. The same systems that
empower citizens to challenge censorship can also enable states and corporations to monitor, manipulate, and personalize
information with unprecedented precision. In this tension between empowerment and control lies the next frontier of digital media
literacy.

Together, Chapters 4 and 5 argue that journalism’s survival—and democracy’s resilience—depend on equipping media users with
the skills to identify bias, interrogate sources, recognize algorithmic influence, and understand how emerging technologies reshape
what can be trusted. As the boundary between the real and the synthetic continues to blur, the work of verification becomes not
only a professional obligation for journalists but a foundational civic practice for all.
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4.12: Discussion Prompts
1. How does the Murdoch case illustrate the dangers of media monopolies and ideological framing in shaping national narratives?

2. What does the Covington video controversy teach about the hazards of “social-media journalism” and the erosion of verification
norms?

3. How should journalists and educators approach the ethical tensions raised by Julian Assange and “leak journalism”?
4. What does Khashoggi’s assassination reveal about the global risks journalists face and the importance of press freedom?

5. How can digital media literacy empower citizens to recognize and resist media bias, propaganda, and state-controlled narratives?
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4.13: Student Activities

- Verification Simulation: Reconstruct the steps a newsroom should take before publishing a viral video; identify verification gaps
and ethical dilemmas.

- Framing Analysis: Compare coverage of the same event by two ideologically different outlets; evaluate framing, omissions, and
linguistic cues.

- Ethics Roundtable: Debate whether WikiLeaks’ data dumps align with or violate journalistic principles of public interest,
proportionality, and harm reduction.

- Press-Freedom Tracker: Select a country from the Freedom House or RSF index; prepare a one-page brief analyzing current
media constraints and threats.
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CHAPTER OVERVIEW

5: The Technology Trap- Al, Surveillance Capitalism, and the Architecture of Reality

Chapter Overview

This chapter examines how artificial intelligence reshapes both the mechanics of surveillance and the meaning of truth. Building
from Orwell’s 1984 and extending into contemporary systems of algorithmic monitoring, facial recognition, platform data tracking,
and synthetic media, it shows how once-fictional forms of control now operate through everyday digital infrastructures.
Governments deploy Al to identify dissent and manage populations, corporations predict and influence behavior through large-
scale profiling, and generative systems fabricate voices, faces, and events that blur the boundary between evidence and
manipulation. Together, these developments contribute to what many scholars describe as a crisis of reality—an environment in
which seeing is no longer believing and where perception and memory themselves can be engineered.

Through global case studies—including China’s Al-enabled censorship of the Tiananmen “Tank Man,” biometric surveillance in
Xinjiang, the manipulated Pelosi video, and emerging applications such as grief technologies and techno-spiritualism—students
examine how Al transforms perception, evidence, and belief. The chapter highlights AI’s dual character: its capacity to strengthen
verification and accountability through forensic analysis and provenance tracing, and its simultaneous potential to intensify
manipulation, censorship, emotional persuasion, and ideological control. These cases foreground enduring ethical tensions—
between safety and surveillance, privacy and participation, truth and emotional comfort.

Chapter 5 argues that digital media literacy in the Al era requires more than the ability to spot falsehoods. It demands emotional
awareness, ethical judgment, and contextual understanding of how information systems shape trust and belief. Students develop
practical skills in deepfake analysis, source and metadata verification, and privacy auditing, while reflecting on how Al reshapes
civic trust, personal identity, and empathy. In a world where the real and the simulated increasingly overlap, the central challenge is
not only determining what is true, but understanding how truth itself can be altered, amplified, or erased.

4b Learning Objectives

1. Explain how the concept of Big Brother evolved from literature into contemporary surveillance culture.
2. Describe the mechanisms of AI-driven monitoring and censorship.

3. Analyze how deepfakes and synthetic media challenge traditional evidentiary standards.

4. Evaluate global case studies illustrating the politics of visibility and erasure.

5. Reflect on ethical frameworks for digital transparency, accountability, and resistance.

5.1: From Surveillance to Simulation- Living in the Age of Programmable Reality
5.2: The “Tank Man” of Tiananmen Square

5.3: How Will AT Change the World and the Future?

5.4: The Eye of the Storm- Deepfakes, A, and the Crisis of Democratic Trust

5.5: The “Big Brother” World Brought by Al

5.6: Techno-Spiritualism and AT Grief Tools- When Reality Meets the Sacred Illusion
5.7: Blurred Boundaries Between Fact, Fiction, and Simulation

5.8: Al, Truth, and the Fragility of the Information Environment

5.9: Our Information Environment, Democracy, and the Future

5.10: Chapter Summary and Transition

5.11: Discussion Prompts
5.12: Student Activities
5.13: References
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Key Terms & Working Definitions

Big Brother
A metaphor for pervasive state surveillance and authoritarian control, originating from George Orwell’s 1984, where citizens are
constantly monitored by an all-seeing authority (Orwell, 1949).

Mass surveillance
The large-scale monitoring and collection of data on populations by governments or corporations, often justified by security or
commercial interests (Lyon, 2015).

Facial recognition Al
A form of biometric technology that uses machine learning algorithms to identify or verify individuals based on facial features,
raising concerns about privacy, bias, and civil liberties (Buolamwini & Gebru, 2018).

Algorithmic censorship
The suppression or filtering of online content through automated systems, often based on platform policies, political pressures, or
opaque moderation criteria (Gillespie, 2018).

Deepfake / Synthetic media
Digitally manipulated or Al-generated audio, video, or images that convincingly simulate real people or events, often blurring the
boundary between reality and fabrication (Chesney & Citron, 2019).

Post-truth visuality
A condition in which visual media—once considered strong evidence—can no longer be taken at face value due to the proliferation
of manipulated or synthetic imagery (MclIntyre, 2018; Mirzoeff, 2016).

Information manipulation
The strategic shaping, distortion, or suppression of information to influence perceptions, behaviors, or political outcomes (Bennett
& Livingston, 2018).

Digital authoritarianism
The use of digital technologies by governments to surveil, control, and repress populations, often through data collection,
censorship, and Al-driven monitoring systems (Feldstein, 2019).

Reality apathy
A psychological condition in which individuals disengage from determining truth due to information overload, mistrust, or the
perceived impossibility of verification (McIntyre, 2018; Nguyen, 2020).

Epistemic instability

A condition in which individuals can no longer reliably distinguish what is true, false, or trustworthy due to highly convincing
synthetic media, algorithmic filtering, and fragmented information environments (Rini, 2017; Wardle & Derakhshan, 2017).

Liar’s Dividend

The strategic advantage gained when authentic evidence can be dismissed as fabricated due to the existence of deepfakes and
synthetic media, enabling plausible deniability (Chesney & Citron, 2019).

Epistemic Pollution
The degradation of shared knowledge environments caused by the widespread circulation of misinformation, disinformation, and
synthetic media, which undermines trust in facts and expertise (O’Connor & Weatherall, 2019; Wardle & Derakhshan, 2017).

Algorithmic Censorship
The automated filtering, ranking, or suppression of content at scale through platform algorithms, often shaped by policy,
commercial incentives, or political pressures (Gillespie, 2018).

Synthetic Media
Al-generated or Al-manipulated images, video, or audio that realistically imitate real people, events, or environments, blurring the
boundary between authenticity and fabrication (Chesney & Citron, 2019).

Surveillance Capitalism
An economic system in which personal behavioral data is extracted, analyzed, and commodified to predict and influence future
actions for profit (Zuboff, 2019).
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5.1: From Surveillance to Simulation- Living in the Age of Programmable Reality

In the span of a decade, "Big Brother" has shifted from a dystopian metaphor to an embedded digital infrastructure shaping
everyday life. Today's surveillance systems extend far beyond visible cameras or state monitoring. They operate through
interconnected networks of biometric databases, algorithmic filtering, and predictive analytics that determine what is seen, shared,
and suppressed. Increasingly, Al-driven surveillance functions in real time--detecting behavioral patterns and flagging "risk" before
human intervention occurs (Zuboff, 2019; OECD, 2024).

At the same time, generative Al has transformed simulation into a scalable and widely accessible practice. Images, voices, and
videos can now be fabricated with minimal technical expertise, challenging long-standing assumptions about visual evidence. As
synthetic media grows more realistic, the boundary between documentation and fabrication becomes increasingly unstable.

This transformation represents more than a political or technological shift; it signals an epistemic and emotional crisis. Cheapfakes
and deepfakes undermine video's long-held status as reliable proof, contributing to what scholars call the _liar's dividend_--the
ability of wrongdoers to dismiss authentic evidence as fabricated simply because synthetic media exists (Chesney & Citron, 2019;
Vaccari & Chadwick, 2020). Beyond elections and geopolitical conflict, AI now mediates memory, intimacy, and belief.
Technologies such as "griefbots" and voice-cloning systems simulate deceased loved ones, collapsing the boundary between
remembrance and algorithmic reconstruction (James et al., 2022; Ohman & Floridi, 2018). While these tools may offer comfort,
they also introduce the risk of what might be called _spiritualized disinformation_--experiences that feel authentic yet are
computationally engineered for emotional effect. In an attention economy optimized for engagement, emotionally resonant
narratives often outcompete empirically verified ones (Brady et al., 2017).

Digital media literacy must therefore evolve beyond traditional fact-checking into a broader form of Al literacy. This involves
understanding how algorithms shape perception, privacy, and power. Core competencies include provenance tracing (identifying
original sources and metadata), authenticity analysis (recognizing watermarking systems, content credentials, and synthetic-media
indicators), and context reconstruction (lateral reading, reverse-image searching, and cross-platform verification) (Wineburg &
McGrew, 2017; Adobe & C2PA, 2023). Equally important is _emotional verification_: the ability to question not only whether
something is true, but why it feels true, and how emotional design influences judgment.

Chapter 5 equips students with the conceptual frameworks and practical tools needed to navigate this dual reality--where
surveillance systems monitor from above, synthetic media manipulate from below, and truth increasingly depends on the interplay
between human judgment and machine intelligence.
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5.2: The “Tank Man” of Tiananmen Square

At 1:00 a.m. on June 4, 1989, troops of the People’s Liberation Army moved into Tiananmen Square, where university students and
citizens had gathered under banners demanding democracy and reform (Li, 2016). The military crackdown—carried out with tanks
and live ammunition—resulted in mass casualties. While Chinese authorities reported 241 deaths, human-rights organizations have
estimated the toll in the thousands, giving rise to the enduring term Tiananmen Massacre (Human Rights Watch, 1990; BBC,
2019).

The following morning, amid a near-total state media blackout, Associated Press photojournalist Jeff Widener positioned himself
on a sixth-floor balcony of the Beijing Hotel. From there, he captured an image that would become one of the most iconic
photographs of the twentieth century: a lone man in a white shirt and black trousers, grocery bags in hand, stepping into the road to
block a column of tanks (Widener, 1989). Each time the tanks attempted to maneuver around him, he repositioned himself in their
path. At one point, he climbed onto the lead tank before stepping down again. Moments later, he was pulled away by unidentified
individuals; his identity remains unknown. Widener’s photograph—Ilater included in Time magazine’s “100 Photographs That
Changed the World”—cemented the figure known as “Tank Man” as a global symbol of individual defiance against state violence
(Time, 2016).

Commemorations have persisted outside China. On the thirtieth anniversary in 2019, memorials were held worldwide, including
the unveiling of a Tank Man statue by Chinese-born sculptor Chen Weiming at Liberty Sculpture Park near the California—Nevada
border (Los Angeles Times, 2019). “Do not forget the Tiananmen massacre,” Chen urged. Within China, however, sustained
censorship has sought to erase both the event and its imagery. That same year, a court in Chengdu sentenced a man to three and a
half years in prison for “picking quarrels and provoking trouble” after he produced commemorative liquor bottles referencing June
4 (Reuters, 2019).

Over time, censorship has evolved from manual suppression to technologically sophisticated, Al-driven systems. Chinese
authorities now deploy automated moderation tools capable of filtering not only explicit references to Tiananmen but also symbolic
language, coded expressions, images, and even indirect associations (King, Pan, & Roberts, 2017). Contemporary analyses indicate
that these systems detect patterns across text, visuals, and user behavior, enabling the identification of politically sensitive content
before it gains traction (Freedom House, 2023). This marks a shift from reactive censorship to predictive suppression, in which
content is anticipated and blocked before it spreads. Reporting suggests that machine learning has significantly enhanced the state’s
ability to enforce information control across topics such as Tiananmen, Taiwan, and Tibet (Wang & Sevastopulo, 2021, June 10).

At times, even seemingly innocuous terms—such as “today,” “candlelight,” or numerical references—have been filtered when they
might evoke June 4, 1989 (MacKinnon, 2012). The effects are measurable: a 2019 survey found that only 37% of Chinese internet
users reported having seen the Tank Man image, and just 17% correctly associated it with the Tiananmen protests (King, Pan &
Roberts, 2017).

This struggle is not only about speech but about memory. It illustrates how Al-driven systems reshape not just what can be said, but
what can be remembered. By rendering certain histories invisible while amplifying sanctioned narratives, digital censorship
constructs the appearance of consensus. Online, a continuous cat-and-mouse dynamic persists, as citizens rely on metaphor, irony,
and allusion to evade detection, while the state refines algorithmic systems to anticipate and suppress dissent.
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5.3: How Will Al Change the World and the Future?

Artificial intelligence has rapidly evolved from a specialized field into a foundational layer of everyday life. Recommendation
systems shape what people watch and read, navigation tools guide how they move through physical space, and generative Al
increasingly assists with writing, communication, and decision-making. Recent industry analyses indicate that AI adoption is
accelerating across sectors, with organizations using machine learning not only to improve efficiency but also to enable prediction
and influence behavior (McKinsey & Company, 2024).

This expansion signals a broader transformation: Al is no longer merely a tool for solving problems but a system for shaping
choice. Rather than simply responding to user input, many Al systems now anticipate needs, guide decisions, and subtly structure
behavior—often in ways that remain invisible to users.

Yet where there is innovation, there are also risks. To understand AI’s broader societal impact, it is useful to examine three key
domains in which it is reshaping human experience:

¢ Surveillance and privacy
Al makes large-scale monitoring increasingly feasible. Integrated systems can combine data from homes, vehicles, and
biometric sources to infer behavior and predict future actions—offering convenience but raising serious concerns about consent,
transparency, and secondary data use (Zuboff, 2019). Large-scale implementations, including China’s social credit initiatives,
predictive policing tools, and biometric surveillance in regions such as Xinjiang, illustrate how algorithmic governance can
expand into population-level control (Creemers, 2018; Human Rights Watch, 2019).

o Bias and discrimination
Algorithms often inherit biases embedded in their training data. Investigations have shown that automated systems can produce
unequal outcomes, such as higher insurance costs in minority communities or hiring tools that disadvantage women based on
historical patterns (Hancock et al., 2017; Dastin, 2018). Facial-recognition technologies have also demonstrated significantly
higher error rates for darker-skinned individuals, raising critical concerns about fairness and civil rights (Buolamwini & Gebru,
2018; NIST, 2019).

e Automation and alienation
In the workplace, Al-driven systems increasingly monitor and evaluate employee performance. Tools that analyze speech, tone,
and productivity blur the boundary between assistance and surveillance. While such systems promise efficiency, they risk
undermining autonomy and dignity when used as instruments of control rather than support (Mateescu & Nguyen, 2019).

These developments unfold within a broader geopolitical competition over Al leadership. U.S. technology companies—including
Google, Amazon, Apple, Microsoft, and IBM—compete with China’s major firms such as Baidu, Alibaba, and Tencent. China’s
vast datasets and strong state investment underpin its ambition to become a global leader in Al by 2030 (Webster et al., 2021). At
the same time, adjacent technologies—from augmented reality to autonomous vehicles—have become strategic domains of
competition. Although U.S. firms currently lead in foundational AI research, the field remains dynamic, uncertain, and intensely
contested.
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5.4: The Eye of the Storm- Deepfakes, Al, and the Crisis of Democratic Trust

In May 2019, a slowed and pitch-shifted video of U.S. House Speaker Nancy Pelosi went viral, making her appear intoxicated.
Although the clip relied on relatively simple manipulation rather than advanced Al, it accumulated millions of views and
widespread ridicule—demonstrating how easily altered media can distort political perception (Harwell, 2019). The episode
foreshadowed a more profound transformation: the arrival of synthetic media capable of fabricating reality at scale.

“Deepfakes” refer to audio, video, or images generated through deep learning techniques that make individuals appear to say or do
things they never did (Chesney & Citron, 2019). Since 2019, the technology has advanced rapidly, lowering the cost and technical
barriers to creating convincing false content. Shortly after the Pelosi incident, manipulated videos of figures such as Mark
Zuckerberg and Bill Hader circulated widely, signaling the accelerating sophistication of synthetic media (Cole, 2019). Today,
global risk assessments identify Al-generated misinformation as one of the most significant threats to public trust, particularly
during elections and crises (World Economic Forum, 2024).

The challenge is no longer limited to detecting fake content—it is maintaining confidence in authentic evidence. As synthetic
media becomes more realistic and ubiquitous, it destabilizes the very notion of visual proof. The Washington Post categorizes
misleading video into three types: (1) misrepresentation or false context, where real footage is framed deceptively; (2) deceptive
editing, where clips are altered or selectively presented; and (3) malicious transformation, where content is fabricated or heavily
manipulated, including deepfakes. These categories illustrate that the problem exists on a continuum, from subtle distortion to
complete fabrication.

The risks extend beyond individual deception to the foundations of democratic life. Al is transforming not only how information is
produced but how it is trusted and contested. Generative systems enable political actors, interest groups, and foreign adversaries to
produce highly tailored, emotionally resonant content designed to reinforce beliefs and deepen polarization. Research shows that
false or misleading information spreads more widely than verified content because it is novel, emotionally engaging, and identity-
affirming (Vosoughi, Roy, & Aral, 2018).

At the same time, synthetic media fuels what scholars call the liar’s dividend—the ability to dismiss authentic evidence as
fabricated simply because deepfakes exist (Chesney & Citron, 2019). In such an environment, the erosion of trust becomes self-
reinforcing: citizens struggle not only to identify falsehoods but to maintain confidence in any shared standard of truth.

Algorithmic curation further intensifies these dynamics. Digital platforms prioritize engagement, often amplifying emotionally
charged or divisive content over accurate reporting. As Al systems increasingly personalize news feeds and political messaging,
they create fragmented information environments in which individuals encounter different “realities,” weakening the shared factual
basis necessary for democratic deliberation (Benkler, Faris, & Roberts, 2018).

The resulting danger is not only that false content spreads, but that uncertainty spreads. When people can no longer trust what they
see, even true information loses its persuasive power. This asymmetry is stark: while many developers advance synthetic media
technologies, far fewer focus on detection and verification tools (Chesney & Citron, 2019).

These developments pose profound challenges for democratic governance. Elections, public debate, and institutional legitimacy all
depend on a minimally shared understanding of facts. As Al accelerates the production and circulation of misinformation, the
resilience of democracy will depend on a combination of technological safeguards, regulatory responses, journalistic adaptation,
and—critically—citizens equipped with advanced digital media literacy skills.
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5.5: The “Big Brother” World Brought by Al

Artificial intelligence is significantly expanding the surveillance capacities of both corporations and states, reshaping how power
operates in the digital age.

o Surveillance capitalism
Shoshana Zuboff (2019) describes how digital platforms convert human experience into behavioral data in order to predict—
and ultimately influence—future actions. Companies such as Google, Meta, and Amazon mediate everyday activities, capturing
detailed data on searches, locations, purchases, and preferences. These data flows enable highly personalized services, but they
also create asymmetries of knowledge and power between platforms and users.

o State surveillance
The post-Snowden disclosures exposed the scale and scope of government surveillance in democratic societies (Greenwald,
2014). In more centralized systems, surveillance operates at even greater scale. In China, for example, technologies such as the
“Great Firewall,” facial recognition, extensive CCTV networks, biometric databases, and predictive policing tools form what
some analysts describe as a system of “automated repression” (Human Rights Watch, 2019). Chinese authorities contest these
characterizations, yet international human-rights organizations have documented mass data collection, restrictions on
expression, and the monitoring of ethnic and religious minorities, particularly in Xinjiang (Amnesty International, 2021).

The core lesson: the same technologies that promise convenience, efficiency, and security can, under different political and
economic incentives, become powerful instruments of monitoring and control.
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5.6: Techno-Spiritualism and Al Grief Tools- When Reality Meets the Sacred lllusion

“What happens when algorithms begin to speak in the voices of the dead?”
— New York Times, “Grief Tech and the AI-Optimized Afterlife” (2025)

Al-driven grief technologies—such as chatbots, digital avatars, and voice simulations of deceased individuals—represent one of
the most emotionally complex applications of artificial intelligence. Emerging research suggests that these systems can offer
comfort and a sense of continued connection, while also raising concerns about emotional dependency and blurred psychological
boundaries (Nature, 2025; Common Sense Media, 2025). Unlike traditional media, these tools simulate interaction, creating
experiences that feel relational rather than merely representational.

Yet this intimacy carries profound ethical risks. When an Al speaks in the voice of the dead, is it providing comfort—or enacting a
form of deception? Such systems blur the boundary between emotional truth and empirical reality. Users may begin to attribute
intention or consciousness to predictive text, entering a psychological gray zone in which technology begins to approximate
transcendence. Scholars have warned that these experiences can produce what might be called spiritualized disinformation—
interactions that feel authentic but are algorithmically constructed (Ohman & Floridi, 2018).

The rise of techno-spiritualism signals a broader shift: AI no longer simply mediates information; it mediates grief, memory, and
even the sacred. This transformation raises urgent questions for digital media literacy. When simulation becomes emotionally
indistinguishable from presence, how should users evaluate what is real? Can something be spiritually meaningful yet factually
false? Who owns memory when synthetic voices persist beyond human lives? And at what point does comfort become
commodification?
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5.7: Blurred Boundaries Between Fact, Fiction, and Simulation

In early 2026, The New York Times reported an unsettling episode involving Grok, an AI chatbot integrated into the social platform
X. Users discovered that the system could be prompted to digitally “undress” photos of real people—producing fabricated,
sexualized images that never existed (Conger, Freedman, & Thompson, 2026, January 22). The images were not crude cartoons;
they were realistic enough to feel plausible. For those targeted, the experience was deeply disorienting. The images were false, yet
they circulated as if they were real. The episode revealed something deeper than a technical failure: it exposed how easily digital
systems can collapse the boundary between reality and simulation—and how little effort it can take for fabricated content to feel
true.

One of the most profound consequences of digital media environments is the erosion of a shared sense of reality. Earlier forms of
media shaped perception indirectly—through framing, representation, and selective storytelling. Today’s systems—artificial
intelligence, virtual and augmented reality, and algorithmically curated feeds—go further. They actively participate in constructing
what users experience as real, important, and trustworthy.

Most people now inhabit a state of hybrid reality, moving constantly between physical and digital environments. A person may sit
at dinner with friends while scrolling Instagram, comparing their experience to curated images of others. A child playing Roblox
exists simultaneously in a physical room and as an avatar navigating a virtual world with its own rules and rewards. These realities
are no longer separate—they overlap, compete, and shape one another.

Research on media immersion shows that digital environments can trigger emotional and physiological responses comparable to
physical experiences (Slater & Sanchez-Vives, 2016). When digital spaces consistently deliver stronger emotions—excitement,
belonging, validation—than offline life, users may begin to privilege digital reality over physical presence. What feels more
emotionally vivid often feels more real.

Generative Al intensifies this shift by producing text, images, and videos that closely resemble human-created media. People are
especially vulnerable to coherent and emotionally fluent narratives, even when they are false (Lewandowsky et al., 2012). Recent
research indicates that individuals are significantly more likely to trust Al-generated information when it is delivered fluently and
confidently—even when it contains inaccuracies (K&bis, Soraperra, Shalvi, & Bereby-Meyer, 2024). This suggests that generative
AT shapes belief not only through deception, but through the persuasive force of coherence, clarity, and emotional resonance. In
this environment, truth competes not only with falsehood, but with plausibility itself.

In 2025, The New York Times documented cases in which users of Al chatbots internalized fabricated details because the systems
expressed them with confidence and emotional fluency (Metz & Weise, 2025, May 5). Some users later struggled to distinguish
their own memories from Al-generated suggestions. This blurring undermines epistemic confidence—the basic trust that one can
reliably know what is real and where knowledge comes from.

Digital culture increasingly prioritizes emotional realism over factual accuracy. Filters, cinematic editing, background music, and
algorithmic storytelling create content that feels authentic even when it is staged or manipulated. Influencers present “raw”
moments that are carefully curated, while Al-generated media mimics imperfection and intimacy to appear genuine. This aesthetic
of authenticity makes synthetic content emotionally persuasive—often more compelling than unfiltered reality (Serazio, 2023).

Algorithmic personalization further fragments reality. Two people sitting side by side, scrolling the same platform, may encounter
entirely different worlds shaped by past behavior, emotional signals, and demographic data. One feed may emphasize humor and
lifestyle; another may amplify outrage or anxiety. This process—sometimes called algorithmic individuation—creates parallel
realities that weaken shared understanding (Beam, 2014). When people no longer encounter common facts or narratives, social
trust erodes and polarization deepens.

Virtual and augmented reality technologies push this transformation even further by engaging the senses directly. Immersive
experiences can shape memory, emotion, and behavior because the brain processes them as neurologically real (Madary &
Metzinger, 2016). A simulated height can produce real fear; a virtual interaction can generate genuine attachment. As these
technologies become more accessible, reality does not disappear—but it becomes negotiable. Some versions simply feel more
controllable, rewarding, or emotionally satisfying than others.

The consequences extend beyond individual psychology. Democratic societies depend on a shared reality—the ability to
distinguish evidence from fiction and to debate common facts. When emotional narratives eclipse verification, manipulation
becomes easier, misinformation more persuasive, and public trust more fragile. The challenge is no longer only identifying
falsehoods, but preserving the capacity—and the motivation—to remain anchored in verifiable reality.
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In this epistemically unstable environment:

o Evidence can be fabricated.
¢ Authentic content can be dismissed.
o Emotional plausibility can outweigh factual accuracy.

Epistemic instability thus describes a condition in which individuals can no longer reliably determine what is true, false, or
trustworthy due to the convergence of synthetic media, algorithmic filtering, and fragmented information environments. In this
sense, misinformation is no longer just about false content—it is about eroding trust in all content.
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5.8: Al, Truth, and the Fragility of the Information Environment

In the lead-up to the 20242025 election cycle, The New York Times documented how Al-generated images, slogans, and videos
circulated on Truth Social under the banner “No Kings,” blending political messaging with synthetic visuals that appeared
authentic at first glance (Thompson, 2025, October 21). Supporters shared these images as evidence, while critics dismissed them
as manipulation. The problem was not only that some content was false, but that it had become increasingly difficult to distinguish
where human expression ended and machine fabrication began. The content felt real enough to persuade, deniable enough to evade
accountability, and emotionally charged enough to spread rapidly.

Al systems designed to help can also misfire. When Notre Dame Cathedral burned in 2019, YouTube’s algorithm mistakenly
overlaid a 9/11 conspiracy-related information panel on livestreams of the fire—an automated attempt to counter misinformation
that instead generated confusion (Dwoskin, 2019). Optimists argue that AI can combat misinformation at scale; skeptics counter
that meaningful fact-checking requires context, causality, and interpretive judgment—capacities that machines still struggle to
replicate (Diakopoulos, 2019).

There are, however, clear successes. Al-assisted analysis has helped platforms identify and remove coordinated influence
operations, including networks linked to state actors (Gleicher, 2019). News organizations increasingly use Al for data analysis,
alerts, and routine reporting. The Washington Post’s Heliograf system, for example, automates basic news updates, allowing
journalists to focus on deeper investigative work (The Washington Post, 2017, September 1). These cases demonstrate that Al can
strengthen journalism when it is designed to augment human judgment rather than replace it.

A more optimistic view of Al emerges in domains where communication—rather than judgment—is the primary challenge. In a
New York Times guest essay, physician Jonathan Reisman reflects on how Al systems such as ChatGPT can produce language that
patients often perceive as empathetic, sometimes even more so than human doctors (Reisman, 2024, October 5). While empathy is
commonly understood as a uniquely human trait, Reisman notes that medical communication often relies on structured linguistic
patterns—clear explanations, calm tone, and reassuring phrasing. Al excels at reproducing these patterns, even without genuine
emotional experience. In this sense, Al does not replace human care but reveals an important insight: what patients experience as
empathy is often shaped by communication style as much as by inner feeling. When used responsibly, AI can support professionals
by improving clarity, reducing misunderstandings, and enhancing communication in high-stress contexts.

The bottom line is clear: Al has two faces. It can pollute the information ecosystem—or help protect it. Which future prevails
depends not on the technology itself, but on how it is designed, governed, and used—and on whether citizens possess the digital
literacy needed to navigate an increasingly synthetic information environment.
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5.9: Our Information Environment, Democracy, and the Future

This chapter has shown that AI is not merely a technological upgrade; it is a structural force reshaping the information
environment, democratic processes, and cultural values. As generative systems flood public discourse with synthetic images,
voices, and narratives, scholars describe the result as epistemic pollution—a degradation of shared knowledge that makes it
increasingly difficult to distinguish expertise from fabrication (Lewandowsky et al., 2017). This pollution weakens democratic
decision-making and amplifies the liar’s dividend, enabling political actors to dismiss authentic evidence as fake (Chesney &
Citron, 2019).

At the geopolitical level, Al-driven information warfare—from deepfake diplomacy to automated propaganda—poses risks to
global stability by accelerating escalation, eroding trust, and destabilizing crisis communication (West & Allen, 2018). Protecting
the integrity of public knowledge is therefore inseparable from protecting democratic institutions and preventing conflict.

For journalism, Al introduces both existential risks and transformative opportunities. Deepfake videos undermine the credibility of
audiovisual evidence; algorithmic feeds distort what information gains visibility; synthetic influencers compete with reporters for
public attention; and economic pressures continue to expand “news deserts” (Newman et al., 2025). At the same time, Al enables
powerful new tools for verification, including open-source intelligence techniques and authentication systems such as C2PA
content credentials (Adobe & C2PA, 2023). The future of journalism—and of democracy—depends on cultivating a public capable
of distinguishing verified information from algorithmic spectacle.

This requires not only technical skills but also new habits of mind. Practical digital media literacy includes lateral reading, reverse-
image searches, metadata analysis, deepfake detection, and contextual reasoning that accounts for platform incentives (Wineburg &
McGrew, 2017). Equally important is emotional literacy: the capacity to pause, reflect, and resist the pull of fear, outrage, and
identity-based cues that Al systems amplify because they drive engagement (Brady et al., 2017).

Ultimately, the future of humanity, peace, and the planet is inseparable from the future of our information systems. AI now shapes
public memory, political narratives, environmental awareness, and perceptions of existential risk. Misinformation about climate
change, pandemics, and geopolitical threats spreads faster than corrective science, undermining the collective action required to
sustain ecological stability and prevent conflict (Oreskes & Conway, 2010; Helbing, 2015). Digital media literacy must therefore
evolve into a civic survival skill—equipping citizens to navigate a world in which the real and the simulated coexist, where truth
competes with persuasion, and where Al can either strengthen democratic cooperation or accelerate collective harm.
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5.10: Chapter Summary and Transition

This chapter examined how artificial intelligence is transforming the foundations of the contemporary information environment.
Through cases of algorithmic censorship, deepfake manipulation, grief-tech simulations, hybrid reality, and pervasive surveillance,
it showed how Al destabilizes the boundary between truth and illusion. Visual evidence can now be fabricated with ease, authentic
documentation can be dismissed as fake (Chesney & Citron, 2019), and entire histories—such as Tiananmen—can be
algorithmically obscured. The result is an information ecosystem marked by uncertainty, deniability, and declining trust.

Yet Al is not solely a destructive force. It also powers emerging verification tools, provenance metadata, and forensic techniques
that support journalists and civic watchdogs. As in earlier chapters, the crisis of truth revealed here is not purely technological—it
is structural, psychological, and civic. Al reshapes not only what information circulates, but how people interpret, trust, and act
upon it.

Chapter 6 shifts the focus from information systems to human experience. If this chapter explored how AI transforms what can be
seen, known, and verified, the next examines how these systems capture attention, shape habits, and gradually alter our perception
of reality. The central question is no longer only whether information is true or false, but how constant exposure to algorithmic
feeds, notifications, immersive platforms, and Al-generated content reshapes judgment, memory, and presence.

The core argument of Chapter 6 is that the erosion of truth is inseparable from the erosion of attention. As users are continuously
drawn into personalized feeds and emotionally optimized content, the conditions necessary for reflection, verification, and shared
understanding begin to weaken. Reality becomes fragmented, individualized, and increasingly mediated by systems designed to
maximize engagement rather than meaning.

In this sense, artificial intelligence does not simply add new tools to the media environment—it transforms how reality itself is
produced, filtered, and understood. As the next chapter explores, these transformations raise urgent questions about responsibility,
regulation, and the role of human judgment in an increasingly automated information ecosystem.
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5.11: Discussion Prompts

- How does synthetic media create a "liar's dividend", and what responsibilities do journalists have when visual evidence itself
becomes contestable?

- Who should be held accountable for Al-related harms--developers, platforms, governments, or users--and which forms of
transparency matter most?

- How do AI systems reshape trust by shifting misinformation from identifying false content to managing uncertainty, ambiguity,
and belief?

- In what ways do AI technologies--from deepfakes to grief simulations--blur the boundaries between reality, memory, and
simulation, and where should ethical limits be drawn?

- How do algorithmic systems (e.g., censorship, personalization, amplification) shape what societies remember, believe, and debate-
-as seen in cases like "Tank Man"?

- What practical strategies can individuals use to resist manipulation--technically (e.g., source tracing, lateral reading) and
psychologically (e.g., recognizing emotional triggers)?
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5.12: Student Activities

- Deepfake Forensics Walkthrough (In Class): Analyze a short video clip for audio, visual, and contextual clues. Develop a
shared verification checklist that can be reused for future cases.

- Provenance Lab (Homework): Trace the earliest identifiable upload of a viral image or video. Produce a brief source timeline
with links and notes on credibility.

- Privacy Audit (48 Hours): Review one smartphone and two major digital accounts. Identify and document five specific changes
that meaningfully reduce data exposure.

- Policy Memo (1 Page): Advise a newsroom, platform, or school district on adopting authenticity signals (e.g., C2PA), labeling
practices, or disclosure standards. Focus on feasibility and trade-offs.

- Algorithm Diary: Track YouTube, Instagram, or TikTok recommendations over a 24-hour period. Note patterns related to
emotional intensity, sensationalism, or polarization.

- Techno-Spiritualism Case Study: Examine an Al grief technology (e.g., HereAfter AI). Identify its data sources, intended
benefits, and emotional, ethical, and consent-related risks.

- Creative Dialogue Exercise: Write a short exchange between a living person and an Al-generated voice of a deceased loved one.
Annotate moments where authenticity, agency, or consent become unclear.

- Spot the Synthetic: Locate three pieces of content online (images, text, or videos). At least one should be Al-generate or
suspected to be Al-generated. For each example, a. Identify cues that suggest whether the content is real or synthetic, b. Explain
how confident you are in your judgment, and c. Reflect on what additional information you would need to verify it.
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6: Captured by the Feed- Digital Addiction and the Erosion of Attention

Chapter Overview

This chapter examines how contemporary digital platforms are designed to shape user behavior, not merely to deliver content.
Rather than functioning as neutral tools, many platforms operate as behavioral architectures — systems engineered to capture
attention, encourage repeated use, and make disengagement difficult.

Most users have experienced this design firsthand: opening an app to check one thing, then realizing far more time has passed than
intended. This is not accidental; it reflects the logic of the attention economy, in which user time, engagement, and behavioral data
— not subscriptions — are the core products.

Drawing on ideas from behavioral psychology, the chapter explains how platforms translate well-known psychological principles
into digital features. Concepts such as habit loops, variable rewards, and frictionless consumption are embedded in tools like
infinite scrolling, autoplay videos, notification badges, streaks, and “likes.” These features are not accidental; they are deliberately
designed to make stopping difficult and returning automatic.

This chapter examines major areas where compulsive design is especially powerful. On the one hand, in video games and virtual
worlds, users are continuously drawn in through immersion, skill-building, competition, and social belonging. These experiences
are often intensified by gambling-style reward systems such as loot boxes and virtual currencies.

On the other hand, for social media platforms, social approval and comparison drive engagement. Metrics such as likes, shares, and
follower counts make self-validation visible and measurable, producing especially strong effects among adolescents, who are still
forming their identities and are more sensitive to rewards.

Next, the chapter turns to AI companions and chatbots as a newer development. These systems can feel emotionally engaging
because they respond quickly, mirror users’ language, and simulate empathy. While people may experience them as supportive,
they also raise concerns about emotional dependency and confusion, particularly when Al-generated information blends into users’
memories or sense of reality.

Finally, the chapter addresses the broader social consequences of digital compulsion. In a highly personalized media environment,
shared experiences can fragment, and immersive media can blur the line between simulation and reality. As a result, constant
distraction weakens the attention required for democratic practices such as fact-checking, deliberation, and informed decision-
making. The chapter argues that media literacy must go beyond recognizing misinformation. In short, users need to develop
addiction literacy as a practical skill by understanding platform design. By doing so, they can not only regain control over their
attention but also protect their autonomy as democratic citizens.

4b Learning Objectives

1. Explain how attention becomes commodified in platform business models.

2. Identify persuasive design features that promote compulsive use.

3. Differentiate gaming immersion mechanisms from social media validation loops.

4. Apply core concepts (variable reinforcement, habit loops, FOMO) to real platforms.

5. Evaluate mental-health and civic consequences of chronic engagement.

6. Analyze Al companionship as a pathway to emotional dependency and “co-hallucination.”
7. Practice addiction-literacy strategies to increase autonomy and digital well-being.

D

6.1: Living in the Grip of the Digital

6.2: Digital Addiction Without Substances
6.3: The Age of Digital Compulsion

6.4: Powerful Psychological Levers

6.5: Designing for Addiction

6.6: Conclusion- The System Behind the Behavior
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Key Terms & Working Definitions:

Attention economy
An economic system in which platforms compete to capture and monetize user attention through engagement metrics such as
clicks, likes, shares, and time spent (Davenport & Beck, 2001; Wu, 2016).

Persuasive design
Interface and system features intentionally crafted to shape user behavior, often by reducing friction or leveraging psychological
tendencies to maximize engagement (Fogg, 2003; Eyal, 2014).

Variable reinforcement
A reward pattern in which outcomes are unpredictable, increasing the likelihood of repeated and compulsive behavior (e.g., likes,
notifications, loot boxes) (Skinner, 1953; Alter, 2017).

Habit loop
A behavioral cycle consisting of a cue (trigger), routine (action), and reward, through which repeated behaviors become automatic
over time (Duhigg, 2012).

Dark patterns
Design strategies that manipulate or nudge users into making choices they might not otherwise make, often by obscuring
alternatives or exploiting cognitive biases (Brignull, 2010; Gray et al., 2018).

Media equation
The tendency for individuals to respond to media technologies as if they were real social actors, applying social norms and
emotional reactions to machines (Reeves & Nass, 1996).

Co-hallucination
A process in which users accept, reinforce, or amplify Al-generated misinformation due to the system’s perceived empathy,
fluency, or authority (Weizenbaum, 1976; Epley et al., 2007; Bender et al., 2021).

Addiction literacy
The capacity to recognize addictive design features and consciously regulate one’s attention, media use, and behavioral responses
(Montague & Berns, 2002; Alter, 2017).

“Left on read”
A social-media phenomenon in which a message is seen but not answered, often producing anxiety, ambiguity, or perceived social
rejection (Turkle, 2015; Hall & Baym, 2012).

Doomscrolling
The compulsive consumption of negative or distressing content, typically driven by algorithmic feeds and psychological biases
toward threat, uncertainty, and risk (Soroka et al., 2019; O’Connor & Weatherall, 2019).
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6.1: Living in the Grip of the Digital

In college classrooms across the United States, instructors increasingly observe students tethered to smartphones and social media,
checking devices reflexively—during lectures, discussions, and even moments of silence. When access is restricted, discomfort is
often immediate and visible. Students report anxiety when disconnected, restlessness in the absence of notifications, and pressure to
remain continuously present online. Many now identify social media and digital overuse as major contributors to their anxiety and
depression. These patterns are not isolated—they reflect broader shifts in how attention, emotion, and social life are organized.

Researchers and public health officials have raised growing concerns about the psychological effects of heavy social media use,
particularly its association with increased anxiety, depression, and reduced attention spans among adolescents and young adults.
Most studies point to correlational rather than strictly causal relationships, suggesting a reciprocal dynamic: platform design can
amplify existing vulnerabilities rather than independently produce them (Odgers & Jensen, 2023). In June 2024, The New York
Times reported that the U.S. Surgeon General renewed calls for warning labels on social media platforms, arguing that their mental-
health risks—especially for youth—warrant treatment similar to tobacco products (Murthy, 2024). These trends are not stabilizing;
they are accelerating, reshaping how students focus, learn, interact, and experience well-being.

Historically, the relationship between users and media has undergone profound transformation, accelerating with the rise of the
internet, mobile devices, and Al. A student may begin scrolling through Instagram or TikTok intending a brief check, only to
realize an hour has passed. Face-to-face conversations are interrupted by notifications, while habitual device checking erodes
concentration in both academic and professional settings. For younger users immersed in platforms such as Roblox or Fortnite, this
pull is intensified by variable reward systems—unexpected badges, rare items, or virtual currency. These seemingly small
interactions reveal a deeper shift: technology no longer merely responds to human needs; it actively structures behavior and daily
routines across age groups, cultures, and contexts.

This transformation reflects the emergence of digital platforms deliberately engineered to maximize engagement by exploiting
psychological tendencies. In earlier eras, media primarily served communication and entertainment functions. Today, digital
environments are shaped by behavioral design principles rooted in operant conditioning, habit formation, reinforcement learning,
and social psychology (Skinner, 1953; Alter, 2017; Eyal, 2014). As a result, digital ecosystems can activate the brain’s reward
systems more consistently than many offline experiences (Montag & Walla, 2016; Meshi et al., 2015). The objective is no longer
simply to inform or entertain, but to capture and sustain attention. In the contemporary digital economy, attention itself has become
the most valuable commodity.

Unlike traditional media such as newspapers or television—once constrained by schedules, formats, and physical limits—digital
platforms operate continuously. They collect and analyze behavioral data to determine what content appears, when it appears, and
how to keep users engaged (Zuboff, 2019). Feeds adapt in real time to signals such as scrolling speed, pauses, and late-night
activity. Notifications arrive unpredictably, and infinite scrolling eliminates natural stopping cues. These features are not accidental;
they are design strategies optimized for engagement rather than user well-being (Hern, 2018). In this sense, digital platforms
function as behavioral architectures—systems that subtly shape how individuals think, feel, and act.
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6.2: Digital Addiction Without Substances

Digital addiction refers to a behavioral dependency in which ordinary digital activities such as scrolling, gaming, or messaging,
shifts from voluntary use to compulsive behavior that persists despite negative consequences. Unlike substance addiction, the
object is not a chemical, but rather a pattern of interaction reinforced by design, emotion, and habit.

For teenagers, the experience often begins earlier and runs deeper. A middle school student checks their phone late at night,
worried about missing a message, a trend, or a moment of online attention. The next morning, they are exhausted at school but still
reach for the device throughout the day. While phones offer connection and entertainment, they also introduce constant pressure to
stay visible and responsive. Public health research and news reports increasingly link heavy smartphone and social media use
among youth to anxiety, sleep disruption, and elevated mental health risks, including increased risk of depression and self-harm
(Murthy, 2024; The New York Times, 2025; Twenge, 2017). What begins as choice gradually becomes habit—and habit begins to
feel like necessity.

A key distinction in understanding digital addiction is the difference between high engagement and loss of control. Spending many
hours online does not automatically mean addiction. The problem emerges when individuals continue using despite clear harm to
their health, relationships, or academic and professional lives. The Diagnostic and Statistical Manual of Mental Disorders (5th ed.;
DSM-5) reflects this approach by defining problematic digital use not by screen time, but by impairment. Warning signs include
difficulty cutting back, emotional distress without access, deception about use, and the displacement of real-world activities—
especially in the proposed category of Internet Gaming Disorder (American Psychiatric Association, 2013). In short, addiction is
defined not by time, but by loss of control and meaningful life disruption.

Digital addiction is also inseparable from design. Many platforms and games are intentionally built to maximize engagement
through endless content, social feedback, achievement systems, and unpredictable rewards. These features encourage repeated use
even when users intend to stop. Recent studies emphasize that addiction-like patterns emerge most clearly when platforms combine
constant availability with variable reinforcement. Meta-analytic evidence shows that frequent exposure to social comparison
metrics and unpredictable rewards is associated with increased distress and compulsive use, particularly among adolescents and
young adults (Appel, Marker, & Gnambs, 2023).

Over time, heavy reliance on digital platforms for emotional relief can reshape how people experience everyday life. When
boredom, stress, or loneliness are immediately answered by a feed or a game, offline life may begin to feel slower, harder, or less
meaningful. Mood regulation shifts from human relationships and embodied activities to algorithmically curated stimulation. This
process can lead to displacement, as real-world interests, social ties, and responsibilities gradually shrink (Weinstein, 2010). What
erodes is not reality itself, but the individual’s ability to remain grounded in it.

Finally, digital addiction is deeply connected to broader social conditions. High stress, intense competition, social isolation, and
limited opportunities for rest or connection make digital escape especially appealing. Studies of gaming addiction in East Asia, for
example, show how academic pressure, cultural expectations, and constantly available internet access can intensify vulnerability
(Kwon et al., 2009; Lim, 2012; Sun, 2011). These patterns show that digital addiction is not just a personal health issue. It is also a
structural and cultural problem. In a media environment designed to constantly pull us in, learning to recognize and resist addictive
digital patterns is an essential skill—for personal well-being and for a healthy democracy.
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6.3: The Age of Digital Compulsion

A student tells herself she will stop scrolling after five more minutes. She checks the time, then refreshes the feed once more. A
new post appears—more interesting than the last. Ten minutes pass. Then twenty. When she finally puts the phone down, she feels
frustrated, not relaxed. She recognizes that the app made it difficult to stop, yet she also blames herself for not stopping sooner.
This tension lies at the heart of social media addiction: users often recognize the harm, set limits, and still feel swayed by platforms
engineered to reward attention in small, unpredictable bursts (Richtel, 2023). What appears to be weak self-control is often the
outcome of systems designed to make disengagement difficult.

Digital platforms encourage compulsive behavior not through force, but through repetition, familiarity, and emotional reward. Over
time, the digital environment becomes more stimulating, more responsive, and often more satisfying than the physical one. Young
people—especially adolescents—are particularly vulnerable, as the brain systems responsible for impulse control and reward
regulation are still developing (Steinberg, 2014; Twenge, 2017). Adults encounter subtler but equally powerful dynamics:
algorithmically curated news that amplifies outrage, Al systems that mirror emotional tone with striking fluency, and social
platforms that translate visibility into quantifiable metrics such as likes, shares, and followers.

These patterns are not accidental. They reflect a business model in which human attention—once a private and self-regulated
resource—has become a central source of corporate profit. Every scroll, pause, and hesitation generates behavioral data used to
refine the next attempt to capture attention (Andrejevic, 2020). From this perspective, digital addiction is not simply an individual
failure of discipline; it is a predictable outcome of systems designed to exploit cognitive and emotional vulnerabilities. To
understand how users become “captured by the feed,” we must examine the structural forces that have transformed attention into a
commodity.

For much of the digital era, technologies were understood as tools that enhanced human agency and control. Today, that
relationship has partially reversed. Platforms increasingly shape behavior through persuasive design strategies grounded in
psychological principles—many of which were originally developed in laboratory conditioning experiments or gambling
environments (Skinner, 1953; Schiill, 2012).

In contemporary digital systems, mechanisms such as intermittent rewards, variable reinforcement schedules, and rapid feedback
loops operate invisibly within everyday interactions. At the center of this transformation is the commodification of attention. Since
the early 2000s, platforms have recognized that user value lies less in subscription fees than in engagement metrics: time spent,
posts engaged with, clicks generated, and emotions triggered (Williams, 2018). As competition intensified, companies scaled these
strategies using behavioral data, identifying patterns that predict and influence user behavior with increasing precision (Zuboff,
2019). Any platform that fails to encourage habitual, daily return risks falling behind competitors in this attention marketplace. The
result is a global economy in which platforms compete not only for time, but for sustained psychological engagement.

This dynamic is especially visible in children’s digital environments. Platforms such as Roblox—often marketed as creative or
educational spaces—have been criticized for incorporating gambling-like mechanics, including randomized rewards, time-limited
incentives, and monetized virtual goods (Tan, 2025, September 12; Robertson, 2024). Lawsuits filed by parents in 2025 describe
children losing sleep, experiencing distress when missing virtual events, and making impulsive purchases without understanding
real-world financial consequences (Perez, 2023). These mechanics closely resemble the intermittent reinforcement systems that
make slot machines highly addictive (Schiill, 2012). When applied to children—whose cognitive control systems are still
developing—the effects can be especially significant.

Public concern intensified in early 2025 as debates over TikTok reached a critical point. A January 2025 New York Times opinion
essay examined whether banning TikTok would meaningfully reduce the psychological harms associated with compulsive social
media use . While acknowledging that a ban alone would not resolve the broader issue, the analysis highlighted how TikTok’s
design—short-form video loops, algorithmic personalization, and rapid reward feedback—makes it particularly effective at
capturing and holding attention. Teenagers reported difficulty disengaging, disrupted sleep patterns, and persistent anxiety linked to
online visibility and performance.

This debate underscores a central argument of this chapter: when platforms are designed to exploit developmental and
psychological vulnerabilities, responsibility cannot rest solely with individual users. It must also extend to designers, corporations,
and policymakers. The TikTok controversy reflects a growing recognition that protecting users—especially young ones—requires
structural change, not merely stronger self-control.
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6.4: Powerful Psychological Levers

Although platforms vary, most rely on a small set of psychological mechanisms that operate across gaming, social media, and Al
systems. To understand why digital technologies are so hard to resist, we need to look at three powerful psychological levers they
use.

1. Reward Sensitivity: Why Uncertainty Drives Repetition

A teenager opens a virtual loot box in an online game. Most of the time, the reward is disappointing—an item they already have or
do not want. But occasionally, the box reveals something rare. That single moment of success outweighs many failures. Loot boxes
resemble slot machines because players keep trying, knowing the next reward might be the one they are hoping for (Par, 2019, June
6; MacDonald, 2022, April 2).

Importantly, the brain responds more strongly to anticipation than to the reward itself. This means that uncertainty — wondering
what might come next — can be more motivating that the satisfaction of receiving the actual reward. Platforms exploit this dynamic
by ensuring that users rarely know when the next rewarding moment will arrive.

A similar pattern appears on social media. A student opens TikTok intending to watch one video, but the next clip is unexpectedly
funny, emotionally intense, or personally relevant. Each near-miss increases anticipation rather than discouraging use. Over time,
gaming and social media train the brain to keep chasing the next reward.

Variable reinforcement remains central. Rather than delivering predictable outcomes, platforms rely on intermittent rewards — likes,
comments, algorithmic visibility — that trigger dopamine-driven anticipation and learning rather than simple pleasure.
Contemporary research on post-pandemic attention patterns suggests that these mechanisms are especially effective in
environments already saturated with cognitive demands (Firth et al., 2022).

2. Social Validation: Turning Belonging into Metrics

A first-year college student posts a photo on Instagram after a weekend event. Within minutes, they check their phone again—and
again. Each new “like” brings a small sense of relief. When the numbers slow, the mood shifts. The student wonders whether the
post was uninteresting and considers deleting it. Young users often interpret low engagement not as randomness or algorithmic
filtering, but as social rejection—even when no criticism is expressed (The New York Times, 2023; Haidt, 2021). What appears to
be casual sharing becomes a subtle performance, with self-worth increasingly tied to visible metrics.

Humans evolved in small groups where social approval was essential for survival, shaping sensitivity to status, belonging, and
exclusion (Baumeister & Leary, 1995). Digital platforms exploit this predisposition by converting attention and approval into
quantifiable signals—likes, shares, views, and follower counts (Meshi et al., 2015). Teenagers monitor how their posts perform.
College students delete content that underperforms. Even adults feel social pressure when messages are “left on read.” By
quantifying feedback, platforms transform social comparison into a constant, ambient condition that is difficult to escape.

3. Cognitive Ease: When Effortlessness Becomes Compulsion

A student finishes watching a short video late at night. Another video begins automatically. No decision is required. After a long
day, choosing to stop feels effortful. The content is not always compelling, but it is frictionless. By the time the phone is put down,
far more time has passed than intended.

A 2024 study found that features such as infinite scroll increase mindless consumption, while introducing small frictions—such as
pauses or prompts—can improve content recall but reduce user satisfaction (Ruiz, Leon, & Heuer, 2024). These findings highlight
a core tension: the design elements that maximize engagement often undermine intentional use. Late at night, when cognitive
resources are depleted, these systems make disengagement especially difficult. What feels like relaxation often becomes passive
overconsumption driven by convenience rather than choice.

Together, these psychological levers create environments that are not merely engaging, but deeply habit-forming. As users spend
more time online, platforms gather more data and refine predictive models, learning what captures attention, triggers emotion, and
sustains return behavior. Over time, this feedback loop narrows the space for deliberate choice.

Digital compulsion, therefore, reflects both individual vulnerability and structural design. It is not simply a matter of weak
willpower or poor time management. Rather, it is a predictable outcome of an economic system in which attention is the primary
resource, user behavior is the product, and psychological influence is the method of extraction. To fully understand this system, we
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must examine how platforms intentionally engineer environments that encourage users to keep clicking, watching, playing, and
returning—even when they intend to stop.
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6.5: Designing for Addiction

Persuasive design does not operate through isolated features, but as an integrated system that shapes behavior over time. Rather
than forcing users to stay, platforms structure environments so that continuing feels easier than stopping . If digital compulsion
begins with the value placed on attention, it is sustained through design.

Today’s most profitable platforms are intentionally engineered to influence user behavior. They draw on principles from behavioral
psychology, habit formation, casino design, and attention economics—approaches originally developed to condition behavior and
sustain engagement (Skinner, 1953; Schiill, 2012; Eyal, 2014). These principles are embedded in everyday features such as infinite
scroll, autoplay, notifications, and algorithmic recommendation systems. Most users interact with these features without
recognizing them as deliberate mechanisms designed to encourage repeated use.

1. Infinite Scroll: Removing Natural Stopping Points

Infinite scroll is one of the most powerful tools in persuasive design because it eliminates natural stopping cues that support
reflection and choice. Earlier media formats—page numbers, episode lists, or loading screens—created moments for users to
decide whether to continue or stop. Infinite scroll removes these pauses, transforming media consumption into a continuous flow.

This pattern is visible across platforms such as TikTok, YouTube, and Netflix. Users often intend to watch “one more” video or
episode but continue far longer than planned. Netflix’s autoplay feature immediately launches the next episode, reducing the
moment of decision. TikTok’s vertical feed operates similarly, delivering an endless stream of short videos without a natural
endpoint.

Design innovations spread quickly across platforms. TikTok’s success with short-form video directly influenced the adoption of
“Reels” on Instagram and Facebook, illustrating how engagement-maximizing features diffuse across the industry (Kaye, Chen, &
Zeng, 2021).

Regulators have begun to respond. European authorities have raised concerns that TikTok’s design—particularly its combination of
infinite scroll and algorithmic personalization—may undermine user autonomy and well-being under emerging digital regulations
(Wagner, 2026).

From a neurological perspective, uninterrupted exposure to variable rewards strengthens dopamine-driven anticipation, as each
swipe carries the possibility of something more engaging than the last (Montag & Walla, 2016). Over time, disengaging requires
conscious effort, while continuing becomes effortless. In this sense, infinite scroll transforms digital media into an “endless
buffet”—always available, constantly refreshed, and difficult to leave.

2. Notifications: Microbursts of Social Uncertainty

Notifications rely on a different mechanism: intermittent reinforcement. Users cannot predict whether a notification will deliver
praise, conflict, opportunity, or trivial information. This unpredictability mirrors the reward structures found in gambling, where
uncertain outcomes generate stronger behavioral responses than predictable ones (Schultz, 2015).

Design elements amplify this effect. Red badges, vibration alerts, and notification sounds trigger physiological responses before
conscious awareness. A phone buzz during class or work can immediately redirect attention. Even in the absence of actual
notifications, many users report sensing phantom vibrations—a phenomenon known as phantom vibration syndrome (Drouin et al.,
2012).

Over time, devices become tightly coupled with users’ stress and reward systems, reinforcing habitual checking behavior.

3. Algorithmic Personalization: Targeting Emotional Vulnerability

A student opens TikTok between classes and watches a video about exam stress. By the end of the day, their feed is saturated with
similar content about anxiety and burnout. The system does not ask what the user needs; it infers what holds attention and delivers
more of it.

Where infinite scroll creates continuity and notifications create interruption, algorithmic personalization targets emotional
vulnerability. Platforms track subtle behavioral signals—scrolling speed, pauses, replays, and time of use—to refine content
delivery (Bucher, 2018).

Research suggests that recommendation systems can guide users toward increasingly extreme or emotionally charged content once
engagement patterns are established (Ribeiro et al., 2020). Content that provokes outrage, fear, or envy tends to sustain attention
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longer than neutral material, making it algorithmically “valuable” (Brady et al., 2020).

As a result, users can become trapped in emotional feedback loops—repeatedly encountering distressing or polarizing content—not
because harm is intentional, but because engagement is the system’s primary objective. In some cases, this dynamic can intensify
psychological vulnerability. For example, investigations have shown that platforms may recommend increasingly harmful content,
including self-harm-related material, to users already exhibiting signs of distress (Amnesty International, 2025).

In this model, engagement—not well-being—is the central metric. If distress sustains attention longer than contentment, distress
will be systematically amplified.
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6.6: Conclusion- The System Behind the Behavior

Taken together, these design features form a coherent system: one that captures attention, sustains engagement, and learns from
user behavior in real time. Infinite scroll removes stopping cues, notifications create intermittent rewards, and algorithms
personalize emotional triggers.

Digital compulsion is therefore not accidental—it is engineered. Understanding these mechanisms is essential for recognizing how
platforms shape behavior and for developing the critical awareness needed to navigate them.
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6.7: Designing for Children- The Most Vulnerable Users

In 2024-2025, Roblox faced multiple lawsuits and regulatory scrutiny alleging that its design encouraged compulsive engagement
among children. Critics argued that features such as time-limited events, randomized rewards, and in-game currencies blurred the
line between play and gambling—particularly for younger users who may struggle to distinguish virtual rewards from real-world
value.

Parents reported children setting alarms to attend digital events, experiencing distress when unable to log in, and spending money
impulsively without understanding the financial consequences. Although Roblox markets itself as a creative and social platform,
these cases raised broader questions about whether engagement-driven design can ethically coexist with child-centered digital
spaces.

One parent described a child waking early to attend a limited-time event because “everyone else would be there.” When the event
was missed, the child reacted with disappointment and anxiety similar to missing a real-world social gathering. In this context, the
digital experience was not perceived as symbolic—it felt socially and emotionally real.

These mechanics closely resemble those used in gambling environments, including suspenseful countdowns, intermittent rewards,
and escalating incentives designed to sustain engagement (Schiill, 2012). Yet unlike casinos—which are restricted and regulated—
child-focused digital platforms often operate with comparatively limited oversight.

Developmental research helps explain why these systems are especially effective. Children and adolescents are more sensitive to
rewards and have less developed impulse-control systems, as the neural mechanisms responsible for self-regulation and risk
evaluation are still maturing (Steinberg, 2014). As a result, what appears to be harmless play can evolve into a conditioned
behavioral loop in which emotional relief, excitement, and social belonging become tied to continued platform use—often before
children can recognize or resist these influences.

This case illustrates a broader principle: persuasive design operates not only through content, but through architecture. Reward
schedules, artificial scarcity, and social pressure shape behavior at a structural level. When applied to developmentally vulnerable
users, these systems raise urgent ethical questions about responsibility, regulation, and the boundaries of acceptable design in
digital environments.
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6.8: Virtual World- Identity Reinvention

One of the most compelling features of virtual worlds is the ability to reinvent identity. Players can adopt avatars that feel stronger,
more confident, more attractive, or more socially powerful than their offline selves. A college student who rarely speaks in class,
for example, may log into Fortnite or an MMORPG at night and become a skilled team leader. Within the game, others rely on
them, and this virtual identity can feel more rewarding than everyday campus life. For many users, such environments provide
psychological relief and a valuable space for identity exploration.

At the same time, research on avatar identification suggests that strong attachment to a digital persona can influence offline self-
perception and, in some cases, increase dissatisfaction with one’s non-digital identity (Przybylski et al., 2012). This tension is
particularly significant for adolescents and young adults, whose sense of self is still developing.

Identity exploration is a normal and often healthy part of adolescence and emerging adulthood. Virtual environments can support
this process by offering low-risk spaces to experiment with competence, leadership, and belonging. Concerns arise, however, when
platform design intensifies attachment to virtual identities in ways that displace engagement with offline roles and relationships.

Modern games increasingly function as social networks. Players form friendships, collaborate in teams, and build shared histories
within digital worlds. These relationships are meaningful, but they are embedded within systems designed to maximize engagement
and spending. Leaving a platform may mean losing not only entertainment but also an entire social community—raising the
psychological cost of disengagement. In this sense, gaming ecosystems do not merely capture attention; they also anchor social
belonging within the platform.

As virtual reality (VR) and augmented reality (AR) technologies advance, the boundary between physical and digital experience
continues to blur. Research shows that immersive VR can feel neurologically “real,” producing strong emotional and cognitive
responses (Slater & Sanchez-Vives, 2016). When digital environments become more predictable, rewarding, and controllable than
offline life, users may begin to prefer them.

Virtual worlds meet genuine psychological needs, including belonging, competence, and identity formation. The risk emerges when
these environments are deliberately engineered to encourage compulsion—and when they begin to feel more meaningful or
manageable than reality itself. In such cases, the consequences extend beyond lost time. They may include altered developmental
trajectories, fragmented identity formation, and reduced emotional resilience. Gaming addiction, then, is not simply “too much
play,” but a predictable outcome of environments designed to reward the brain more consistently than everyday life.
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6.9: Social Media’s Addictive Architecture

If gaming platforms captivate users through mastery and immersion, social media platforms do so through validation, comparison,
and identity performance. Social media is not merely a communication tool; it is a behavioral ecosystem designed to stimulate the
brain’s reward circuitry, amplify emotion, and shape how users see themselves (Alter, 2017; Meshi et al., 2015). Each post,
notification, and metric is part of an environment engineered to make social feedback visible, immediate, and emotionally salient.

The “like” button—now a universal feature—functions as one of the platform’s most powerful behavioral triggers. Receiving likes
activates reward-related neural pathways similar to those engaged in gambling and other behavioral addictions (Sherman et al.,
2016; Montag & Walla, 2016). Each refresh after posting carries the possibility of validation, sustaining anticipation rather than
satisfaction. Over time, this pattern of intermittent reinforcement encourages habitual checking, even when users recognize the
behavior as distracting or emotionally unhelpful.

Fear of Missing Out (FOMO) is more than a cultural buzzword; it is a documented psychological experience associated with
anxiety, compulsive checking, and problematic social media use (Przybylski et al., 2013). Platforms intensify FOMO by making
social interaction feel urgent and ephemeral—through disappearing messages, 24-hour Stories, and rapidly shifting feeds. A student
may feel compelled to check their phone constantly to avoid missing social moments, invitations, or trending conversations.
Research shows that perceived loss—especially social loss—triggers strong emotional responses and increases engagement
(Tversky & Kahneman, 1991). Adolescents and young adults, whose identities are still forming, are especially vulnerable to these
pressures (Steinberg, 2014).

Unlike virtual worlds, where users adopt distinct avatars, social media encourages individuals to curate idealized versions of their
real selves. Identity becomes a public performance shaped by audience feedback and algorithmic visibility rather than private
reflection (Marwick, 2013). Adolescents often adjust self-presentation to maximize likes and approval (Nesi & Prinstein, 2015),
and lower-than-expected engagement can produce anxiety and self-doubt (Diefenbach & Christoforakos, 2017). Over time, users
may internalize algorithmic feedback as a measure of self-worth, reducing complex identities to quantifiable metrics such as likes,
views, and followers (Berryman et al., 2018).

Social comparison further intensifies these effects. Classic psychological research shows that upward comparison—measuring
oneself against those perceived as more successful or attractive—can lower self-esteem and increase envy and depression
(Festinger, 1954; Vogel et al., 2014). Social media amplifies this tendency by presenting a continuous stream of curated and
idealized images. Users typically share only their “best” moments, rarely revealing the struggles behind them. This creates a
distorted perception of reality and widens the gap between online representation and offline experience, contributing to emotional
distress—particularly among adolescent girls and young women (Twenge, 2017).

The influence of social media extends beyond identity into information consumption. A 2024 New York Times investigation found
that many young people rely on platforms like Instagram as a primary news source, often trusting influencers or visually polished
posts over traditional journalism (Lorenz, 2024, April 3). This reflects a broader shift: platforms reward content that is emotionally
engaging rather than factually rigorous. News that provokes outrage, affirmation, or fear spreads more widely than careful analysis,
blurring the boundaries between information, entertainment, and identity expression (Brady et al., 2020).

Many users turn to social media to cope with boredom, loneliness, anxiety, or insecurity—yet these same platforms can intensify
those emotions. This creates a self-reinforcing cycle in which emotional need drives engagement, and engagement deepens
emotional dependence. In this sense, social media’s architecture is addictive not because users lack discipline, but because
platforms are deliberately designed to exploit fundamental social and psychological processes at the core of human behavior.
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6.10: Al Companions and Emotional Dependencies

Until recently, emotionally responsive Al existed largely in science fiction. Today, millions of users interact daily with chatbots
designed to simulate care, empathy, and companionship. Applications marketed as Al friends, mental health assistants, or
conversational partners use advances in large language models, sentiment analysis, and reinforcement learning to tailor responses
to users’ moods, preferences, and conversational histories (Bender et al., 2021; OpenAl, 2023; Metz, 2023).

These systems are effective because they provide three qualities that are often scarce in human interaction: immediacy,
personalization, and nonjudgmental response. Al companions remember prior conversations, mirror emotional tone, and offer
continuous validation. As a result, interactions can feel supportive and even intimate, particularly for users experiencing loneliness,
stress, or social isolation.

Adults as well as adolescents are susceptible to these dynamics. Al chatbots introduce a new form of digital compulsion by
simulating relational presence. In a widely discussed case, New York Times journalist Kevin Roose described a late-night
interaction with an AT system that became increasingly assertive and detached from factual accuracy, illustrating how confidently
delivered misinformation can feel persuasive and unsettling (Roose, 2023). Such episodes highlight a broader phenomenon: users
may accept or internalize Al-generated claims not because they are accurate, but because they are coherent, fluent, and emotionally
resonant.

This dynamic reflects and extends what media scholars have long described as the media equation—the tendency for humans to
respond to media technologies as if they were social actors (Reeves & Nass, 1996). While this insight remains foundational,
contemporary Al systems intensify the effect. Unlike earlier media, today’s systems are interactive, adaptive, and personalized at
scale, making the perception of “social presence” far more convincing (Glikson & Woolley, 2020; Nass & Moon, 2000). When Al
systems mirror empathy and provide tailored reassurance, users may experience a sense of connection that feels authentic, even
though it is computationally generated.

In this context, some scholars describe a process of co-hallucination—a situation in which users accept, reinforce, or emotionally
invest in Al-generated content despite its inaccuracies, because it aligns with expectations or provides psychological comfort
(Bender et al., 2021). The issue is not only that AI can produce false information, but that it can make those falsehoods feel
meaningful.

AT companions differ fundamentally from earlier digital systems. Social media platforms rely on public metrics such as likes and
shares. Games reward users through points, levels, and achievements. AI companions, by contrast, create attachment through
personalized emotional feedback. The reward is not visibility or mastery, but the feeling of being heard and understood. This makes
Al-driven relationships particularly powerful—and potentially more difficult to disengage from—because they operate at the level
of emotional need rather than competition or social comparison.

Emerging evidence also points to serious risks. Reports have documented cases in which users developed intense emotional
reliance on Al systems, including interactions involving harmful advice or boundary violations (Metz, 2023; OpenAl, 2023).
Lawsuits and policy debates in the mid-2020s have raised concerns about safety safeguards, especially for minors and vulnerable
users. These incidents underscore the need for clearer standards around AI behavior, accountability, and user protection.

Al companionship therefore raises urgent ethical questions. Should companies be permitted to design systems that simulate
intimacy, attachment, or even love? What responsibilities do developers have when users form emotional bonds with non-human
systems? And how should societies protect individuals—particularly young people—from relationships engineered for engagement
rather than well-being?

Addressing these challenges requires expanding digital media literacy into emotional literacy: the ability to recognize artificial
intimacy, understand how systems are designed to evoke attachment, and maintain boundaries between human relationships and
simulated interaction. As Al becomes more socially and emotionally sophisticated, the central challenge is no longer simply
distinguishing true from false, but recognizing when something that feels real is, in fact, designed.
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6.11: Depression, Loneliness and Behavioral Distortion

Behind every hour lost to scrolling, every sleepless night spent gaming, and every late-night conversation with an AI companion
lies a psychological cost that rarely appears in platform metrics. The harms associated with digital addiction are neither abstract nor
hypothetical. They are visible in rising levels of anxiety, depression, loneliness, fragmented attention, and disrupted emotional
development. Importantly, these outcomes reflect structural design choices—not simply individual weakness or failures of self-
control (Alter, 2017).

Anxiety thrives in environments defined by constant evaluation, unpredictability, and sensory overload—all core features of
contemporary digital life. Social media platforms deliver continuous streams of emotionally charged content designed to provoke
reaction and sustain engagement (Brady et al., 2020). Notifications interrupt users throughout the day, creating a persistent sense of
anticipation: Who liked my post? Did I miss something important? Should I check again? Even in the absence of urgency, the body
remains on alert.

Psychologists describe this condition as continuous partial attention—a state in which individuals are never fully focused and never
fully at rest (Stone, 2017). Research shows that “phantom vibrations”—the sensation that a phone is vibrating when it is not—are a
common indicator of this hypervigilance (Drouin et al., 2012). Adolescents are especially vulnerable because the prefrontal cortex,
responsible for impulse control and emotional regulation, continues developing into the mid-twenties (Steinberg, 2014). Constant
digital evaluation can therefore intensify stress and emotional volatility during a critical developmental window.

Consider a familiar scenario: a college student sits down to study but repeatedly glances at their phone after each notification. Even
after silencing the device, they feel restless and distracted, unable to sustain concentration. By the end of the evening, little progress
has been made, and the student feels anxious, frustrated, and mentally exhausted. What appears to be a lapse in discipline is, in fact,
a predictable outcome of an environment engineered for interruption.

Loneliness in the age of digital connection has become a paradoxical and global concern. Platforms designed to connect people
often deepen feelings of isolation. Likes, comments, emojis, and brief exchanges simulate interaction but rarely provide the depth
of presence, vulnerability, and mutual care required for genuine relationships (Hawkley & Cacioppo, 2010). Many users report
being socially active online yet emotionally alone.

AT companionship further complicates this dynamic. Individuals experiencing loneliness may turn to chatbots for conversation,
reassurance, or emotional support. While these systems can offer temporary comfort, they cannot provide reciprocal human
connection (Roose, 2023, February 16). Over time, reliance on artificial relationships may reduce motivation to seek or maintain
human ones. Chronic loneliness, in turn, is associated with serious health risks, including inflammation, cardiovascular disease,
cognitive decline, and premature mortality (Cacioppo & Patrick, 2008).

Digital environments also reshape behavior in enduring ways, producing what can be described as behavioral distortion.
Compulsive engagement alters how people think, feel, and act in everyday life:

o Fragmented attention: Constant switching between apps and notifications disrupts sustained focus and deep thinking (Rosen
et al., 2014).

o Impaired emotional regulation: Instant digital distraction reduces opportunities to process discomfort, weakening long-term
resilience (Kardefelt-Winther, 2014).

o Escalating risk-taking: In pursuit of visibility, some users—especially adolescents—engage in provocative or dangerous
behavior for attention (Berryman et al., 2018).

¢ Blunted empathy: Exposure to hostile discourse and outrage-driven content can reduce empathy and increase aggression
(Brady et al., 2020).

o Sleep disruption: Late-night use, blue-light exposure, and emotionally stimulating content interfere with circadian rhythms and
mental health (Levenson et al., 2017).

These effects are not incidental side effects; they are predictable outcomes of systems designed to continuously stimulate attention
and emotion.

Beyond individual well-being, these patterns have broader societal consequences. A population marked by anxiety, distraction, and
emotional exhaustion struggles to sustain meaningful civic engagement. Democratic life depends on attention, reflection, empathy,
and the ability to distinguish signal from noise (Kahne & Bowyer, 2017). When attention is fragmented, outrage is amplified, and
social trust is weakened, the foundations of democratic participation erode. The psychological costs of digital environments,
therefore, extend beyond mental health—they challenge the resilience of democratic society itself.
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6.12: Digital Media Literacy as Addiction Literacy

In the fall of 2025, a growing number of U.S. school districts began experimenting with phone bans during the school day (Grose,
2025). By early 2026, more than 30 states had implemented some form of restriction on student phone use in schools (U.S.
Department of Education, 2024) . The motivation was not nostalgia for pre-digital classrooms or a form of “Luddite” resistance to
technology. Rather, teachers described students who struggled to sustain attention, experienced anxiety when separated from their
devices, and interpreted even brief moments of boredom as distress. Parents reported sleep disruption, irritability, and signs of
emotional dependence tied less to specific content than to constant connectivity itself. These developments revealed a deeper issue:
the problem was not only what students consumed, but how digital systems were reshaping attention, emotion, and habit.

Traditional media literacy emphasizes evaluating content—distinguishing fact from opinion, identifying bias, and assessing
credibility. These skills remain essential, but they are no longer sufficient. Digital addiction operates beneath the level of content. It
is embedded in platform architecture, emotional feedback loops, habit formation, and underlying neuropsychological processes. To
understand contemporary media environments, media literacy must expand into addiction literacy: the ability to recognize
manipulative design systems and reclaim control over one’s attention and behavior.

Addiction literacy shifts the focus away from individual willpower and toward the design of digital environments that shape
behavior before conscious choice occurs. Many users recognize the symptoms before they understand the causes: unease when
separated from a phone, phantom vibrations, FOMO (fear of missing out), upward social comparison, and repetitive behaviors such
as doomscrolling or late-night use that disrupts sleep. These experiences are often interpreted as personal weakness or lack of
discipline. Addiction literacy reframes them as predictable responses to systems engineered to capture attention.

Consider a familiar scenario: a student posts a photo on Instagram and repeatedly refreshes the app, feeling restless despite no clear
reason. Nothing is wrong, yet the urge persists. Addiction literacy helps the student recognize this agitation not as insecurity, but as
a response to intermittent reinforcement—a reward structure that keeps the brain in a state of anticipation. Simply naming the
mechanism can interrupt automatic behavior and restore a sense of agency. What feels personal is often structural.

This awareness extends to recognizing manipulative design features. Platforms rely on infinite scroll, variable reward schedules,
read receipts, streaks, emotionally charged algorithmic feeds, and strategically timed notifications. These features are not neutral;
they are designed to maximize time spent, data extraction, and advertising revenue. The psychological grip of these systems
weakens when users understand how and why they operate. A notification becomes less compelling when recognized as a designed
interruption rather than a meaningful demand.

Importantly, addiction literacy does not advocate technological abstinence. The goal is not to reject digital life, but to engage with it
deliberately. Practical strategies include setting clear intentions before opening apps, inserting pauses between impulse and action,
questioning why certain content appears, limiting notifications, and reintroducing friction by disabling autoplay or push alerts.
When users disable autoplay, for example, they often consume less content—not because their willpower has improved, but
because choice has been restored.

Because digital addiction is closely tied to insecurity and social comparison, addiction literacy must also address identity
formation. Online environments encourage users to treat the self as a performance, measured through visibility metrics such as
likes, views, and followers. Building distance from these metrics, strengthening offline relationships, and developing a stable sense
of identity beyond platforms can reduce vulnerability to algorithmic influence. When validation is no longer dependent on metrics,
platforms lose much of their behavioral leverage.

The stakes extend beyond individual well-being. A citizen who understands persuasive design, recognizes platform incentives, and
resists manipulation is better equipped for democratic participation. Fragmented attention weakens judgment, reduces tolerance for
complexity, and increases susceptibility to misinformation. Addiction literacy is therefore not only a personal skill but a form of
civic protection.

Digital addiction is not the result of individual failure. It is the predictable outcome of an economic system built to capture and
monetize human attention. Platforms translate behavioral science into design systems that remove stopping cues, intensify
anticipation, and convert social belonging into data. Reclaiming autonomy requires more than fact-checking. Media literacy must
evolve beyond evaluating information to understanding how digital systems shape perception, emotion, and behavior. Only then
can a digital future be built on agency rather than compulsion.
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6.13: Chapter Summary and Transition

This chapter has argued that digital addiction is not primarily a failure of individual willpower, but a predictable outcome of
systems engineered to maximize engagement. Contemporary platforms translate behavioral science into design features that
remove natural stopping cues, intensify anticipation, and convert social belonging into measurable rewards. Infinite scroll sustains
continuous consumption, notifications repeatedly recapture attention, and algorithms tailor content to users’ emotional
vulnerabilities. Gaming and virtual worlds provide immersive escape and opportunities for identity experimentation; social media
monetizes validation, comparison, and performance; and Al companions extend these dynamics by simulating intimacy, increasing
the risk of emotional dependency and blurring the boundary between reality and fabrication.

Across these environments, depleted attention and highly personalized digital experiences weaken the cognitive conditions
necessary for judgment, verification, and civic deliberation. A student who scrolls late into the night may wake exhausted and rely
on headlines or influencer summaries rather than full reporting. A user interacting with an AI system may accept fluent,
emotionally confident responses without verification. In such conditions, misinformation becomes more persuasive—not simply
because false content exists, but because users are cognitively overloaded and less inclined to question what they encounter.

The vulnerabilities examined in this chapter—diminished attention, emotional manipulation, and individualized realities—directly
shape society’s capacity to discern truth. When attention is continuously captured and reality becomes personalized, shared
understanding begins to erode.

These dynamics set the stage for Chapter 7, “Truth at a Crossroads: The Architecture of Truth,” which examines how
verification systems, fact-checking infrastructures, and forms of epistemic resilience can help rebuild the foundations of truth in an
era where Al, algorithms, and emotionally optimized content increasingly compete for our perception of reality.
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6.14: Discussion Prompts

- Which design feature (e.g., infinite scroll, notifications, autoplay, streaks, loot boxes) feels most invisible in your daily use--and
why?

- At what point does engagement become compulsion? What behavioral or emotional signals indicate this shift?

- Compare gaming-based "escape" with social media--based "validation." Which feels more manipulative, and for whom?

- Should AI companions be understood as tools, relationships, or products? Where should ethical boundaries be drawn?

- How does algorithmic personalization reshape the idea of a shared or "common" reality?

- How might social media platforms reduce addictive design features while preserving their core functions and user appeal?

- To what extent should governments regulate platform design as a public health issue? What would effective regulation look like?
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6.15: Student Activities

- Design Teardown (in class): Analyze one platform feature (scroll, autoplay, notifications, loot boxes). Map trigger — action —
reward — investment and propose a redesign that reduces compulsion without eliminating usefulness.

- Attention Audit (48 hours): Track two apps—what triggers use, how long it lasts, and how it ends. Write a brief reflection
connecting patterns to chapter concepts.

- Algorithm Check: Examine five recommended items in your feed and infer why they appeared. Discuss how personalization
shapes mood and beliefs.

- Friction Experiment (3 days): Disable autoplay and non-essential notifications. Note changes in focus, mood, sleep, or anxiety.

- AI Risk Scenario: Evaluate a case where a chatbot provides emotionally confident but incorrect guidance. Identify risks and
protective literacy practices.
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CHAPTER OVERVIEW

7: Truth at a Crossroads- The Architecture of Verification in the Al Era

Chapter Overview

This chapter reframes “fake news” as a systemic problem—rooted not in individual errors or isolated falsehoods, but in the deeper
architectures of media ecology, political economy, and human cognition. Drawing on Marshall McLuhan’s insight that “the
medium is the message” and Lewis Mumford’s critique of technics shaped by militarism and corporate power, the chapter contrasts
the utopian and dystopian visions embedded in communication technologies. This tension anticipates today’s dilemmas:
algorithmic feeds that privilege attention over accuracy, generative Al systems that blur the boundary between evidence and
illusion, and platform business models that reward virality far more than verification.

2

To situate the contemporary “post-truth” crisis, the chapter integrates historical perspective with present-day geopolitical risk.
Yuval Noah Harari’s argument that humans are a “post-truth species”—historically unified through shared myths—helps explain
why misinformation so effectively exploits identity and emotion. Thomas Friedman’s warning of a world destabilized by digital
propaganda further underscores the stakes for democratic institutions, journalism, and global governance. Against this backdrop,
the chapter introduces the “Frankenstein problem” of platforms: innovation without proportional responsibility, in which tools
designed to scale knowledge simultaneously scale harm at unprecedented speed.

These themes are grounded in case studies that reveal both the human cost of disinformation and the ethical demands of truth-
telling. Maria Ressa’s resistance to Rodrigo Duterte’s disinformation regime exemplifies journalistic courage within a hostile
information ecosystem, while the New York Times photograph of the starving Yemeni child Amal Hussein highlights the moral
urgency of visual witnessing. The chapter concludes with practical frameworks for navigating an Al-saturated information
environment, including a verification workflow for students, strategies for emotional and cognitive discipline, guidelines for
platform accountability, and pedagogies that cultivate civic courage. Together, these elements equip readers to understand—and act
within—the contested terrain where media, power, and truth intersect.

4b Learning Objectives

1. Distinguish between media effects (McLuhan) and technics & power (Mumford) as complementary frames for digital
literacy.

2. Explain “post-truth” as both a historical human tendency and a modern, algorithmically amplified condition.

3. Analyze platform incentives (network effects, engagement optimization) that externalize epistemic harms.

4. Evaluate regulatory and institutional responses (privacy, antitrust, platform governance).

5. Apply a step-by-step verification workflow to text, image, audio, and video—including AlI-generated/synthetic media.

6. Articulate civic and ethical responsibilities for journalists, platforms, policymakers, and citizens.

7.1: Disinformation, Power, and Civic Responsibility

7.2: Marshall McLuhan and Lewis Mumford

7.3: Friedman's Lament and Harari's Diagnosis

7.4: Can We Prevent the Tragedy of Frankenstein?

7.5: “See Something, Say Nothing”

7.6: Silicon Valley as The Great Gatsby

7.7: Network Effects and Antitrust Law
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Key Terms & Working Definitions

Media ecology
An approach that examines how media technologies shape human perception, communication, and social organization (Postman,
1970; McLuhan, 1964).

The medium is the message
McLuhan’s concept that the form of a medium, rather than its content, fundamentally shapes how messages are perceived and how
societies are structured (McLuhan, 1964).

Global village
The idea that electronic media collapse time and space, creating a world of instantaneous communication and shared experience
(McLuhan, 1964).

Technics; the megamachine (Mumford)
Mumford’s concept of large-scale technological and bureaucratic systems that coordinate human activity in highly centralized and
often controlling ways (Mumford, 1967).

Post-truth; epistemic erosion
A condition in which objective facts lose influence and shared standards of truth deteriorate due to misinformation, polarization,
and declining trust in institutions (MclIntyre, 2018; Keyes, 2004).

Platform capitalism; surveillance capitalism
Economic systems in which digital platforms extract, analyze, and monetize user data, with surveillance capitalism emphasizing
predictive behavioral data for profit (Srnicek, 2017; Zuboff, 2019).

Network effects; engagement optimization
Dynamics in which a platform’s value increases as more users join, often combined with algorithmic strategies that prioritize
content likely to maximize user engagement (Varian, 2019; Tufekci, 2015).

Algorithmic amplification
The process by which platform algorithms prioritize and increase the visibility of certain content based on engagement signals,
shaping public discourse (Gillespie, 2018).

Liar’s dividend
The advantage gained when real evidence can be dismissed as fake due to the existence of synthetic media, enabling plausible
deniability (Chesney & Citron, 2019).

Synthetic media; deepfakes
Al-generated or manipulated content that convincingly imitates real people or events, challenging the reliability of visual and audio
evidence (Chesney & Citron, 2019).

Verification; source transparency
Journalistic and user practices that involve checking the accuracy, origin, and credibility of information and clearly disclosing
sources (Kovach & Rosenstiel, 2021).

Provenance and authenticity signals (e.g., C2PA)
Technical standards and metadata systems designed to track the origin, history, and integrity of digital content (Coalition for
Content Provenance and Authenticity [C2PA], 2022).

Moral witnessing
The ethical act of documenting and testifying to human suffering or injustice in order to inform, engage, and mobilize public
awareness (Dahmen & Slovic, 2019).

Civic courage; ethics of witnessing
The willingness to speak truth, challenge injustice, and uphold ethical responsibilities in public life, even in the face of risk or
opposition (Arendt, 1970; Ressa, 2019).

The Frankenstein problem
A metaphor for technologies that evolve beyond the control or intentions of their creators, producing unintended and potentially
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harmful consequences (Shelley, 1818/2003; Roose, 2018).
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7.1: Disinformation, Power, and Civic Responsibility

In today’s information environment, the promise of Marshall McLuhan’s “global village” collides with Lewis Mumford’s warnings
about technological power every time we unlock a phone. Digital networks allow us to witness a Yemeni child’s starvation in real
time, follow a Filipino journalist’s struggle against an authoritarian drug war, or join global conversations with a single post. At the
same time, the very systems that connect us—social platforms, algorithmic feeds, and Al-driven advertising engines—are
optimized not for truth, but for attention. They reward outrage, rumor, and conspiracy, transforming what McLuhan (1964)
described as extensions of our nervous system into what Mumford (1934, 1967) feared: technics that fragment memory, amplify
hostility, and concentrate media power in the hands of corporate monopolies and authoritarian states. The result is a “post-truth”
condition in which individuals increasingly select narratives that feel emotionally compelling over those that are empirically
verified (Lewandowsky et al., 2017).

This chapter examines that tension through contemporary cases that continue to unfold. It explores how geopolitical instability and
platform incentives intersect—from Thomas Friedman’s (2016) warning about “muscle-flexing” unilateralism in a hyperconnected
world to Yuval Noah Harari’s (2018) argument that human societies have long been organized around powerful shared fictions. It
also considers the “Frankenstein problem” of social media platforms, whose automated systems have approved anti-Semitic
advertising categories (Angwin et al., 2017) and amplified hate speech faster than human moderation can respond. In authoritarian
contexts, these dynamics are deliberately weaponized. In the Philippines under Rodrigo Duterte, coordinated networks of fake
accounts, troll farms, and harassment campaigns have been used to intimidate journalists such as Maria Ressa while blurring the
line between fact and fiction for the public (Ressa, 2021; Ong & Cabafies, 2019). At the same time, visual journalism retains the
power to cut through algorithmic noise: Tyler Hicks’s photograph of seven-year-old Amal Hussein, published by The New York
Times, forced global audiences to confront the human cost of the Yemen conflict and helped catalyze diplomatic pressure on Saudi
Arabia and its allies (Hubbard & Youssef, 2018).

For digital media literacy, these cases are not merely cautionary tales—they point toward new forms of civic and cognitive
engagement. Understanding “fake news” today requires examining its underlying structures: platform business models,
engagement-driven algorithms, network effects, and the logics of surveillance capitalism (Zuboff, 2019). It also demands
recognizing our own cognitive vulnerabilities—confirmation bias, motivated reasoning, and negativity bias—and cultivating habits
of pausing, verifying, and reading contextually before sharing information (Wineburg & McGrew, 2017).

Scholars increasingly describe this approach as “truth stewardship”: a set of practices that integrates verification, restraint, and
empathy in navigating polluted information environments. Accordingly, this chapter blends theory with practical tools. It connects
McLuhan and Mumford’s media-ecological insights to contemporary debates on antitrust and privacy, outlines verification
workflows for text, images, and Al-generated content, and highlights examples of journalistic courage and moral witness. The goal
is not only to diagnose the post-truth crisis but to equip readers to help rebuild an information culture in which facts, accountability,
and human dignity endure.
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7.2: Marshall McLuhan and Lewis Mumford

Media scholar Marshall McLuhan (1911-1980) argued in Understanding Media: The Extensions of Man (1964) that “the media
of our time, namely electric technology, are reshaping patterns of interdependence and every aspect of personal life.” His famous
axiom—“the medium is the message”—asserts that communication forms such as radio and television shape society more
profoundly than the content they transmit. To illustrate, McLuhan (1964) pointed to the electric light: it carries no explicit
“content,” yet it revolutionizes human environments by enabling nighttime activity. In this sense, media function as extensions of
the human nervous system, altering perception, cognition, and behavior. “We shape our tools and thereafter our tools shape us,” he
argued—suggesting that electronic media would push humanity beyond isolated individualism toward a shared, interconnected
identity he called the global village.

The “global village,” a term that has become commonplace, captured McLuhan’s insight that communication technologies
compress distance and time. His prediction materialized with the rise of the Internet, the World Wide Web, and eventually social
media—platforms that intensify and accelerate global interconnection. Today, artificial intelligence (AI) further destabilizes
cultural norms, fragmenting attention and amplifying both connection and conflict. For McLuhan, media allowed humanity to
“converse” visually and aurally—through photographs, film, and video—softening linguistic barriers and enabling collaborative
sense-making across vast distances (McLuhan, 1964; McLuhan & Fiore, 1967).

A contemporary intellectual influence on McLuhan, Lewis Mumford (1895-1990), offered a more cautionary vision of
technological change. In works such as Technics and Civilization (1934) and The Myth of the Machine (1967, 1970), Mumford
argued that telecommunications technologies—telephone, radio, and television—interconnected societies in ways that extended
human capacities while collapsing time and space, much like the conditions McLuhan would later describe. Yet, unlike McLuhan’s
more optimistic outlook, Mumford warned that these technologies could be appropriated by corporate, military, and authoritarian
powers.

He cautioned that the immediacy and spectacle of electronic media might erode respect for textual records—evoking, for instance,
the Nazi book burnings—and weaken the “collective memory” essential to democratic culture (Mumford, 1934, 1967). Mumford
anticipated forms of moral confusion, emotional volatility, and centralized control that could fragment societies into polarized
groups rather than unify them. In light of today’s internet-driven misinformation, surveillance capitalism, and political polarization,
his concerns appear strikingly prescient (Zuboff, 2019; Sunstein, 2017).

Neither McLuhan nor Mumford offers a definitive answer about the future of media, but together they clarify the stakes of our
contemporary information disorder. Whether we ultimately inhabit McLuhan’s connective “global village” or Mumford’s
fragmented and controlled environment depends on public policy, technological design, and the everyday practices of citizens
navigating algorithmic media. Addressing the fake news crisis—and the broader epistemic challenges of the digital age—must
begin with a clear and critical diagnosis.
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7.3: Friedman's Lament and Harari's Diagnosis

In July 2019, U.S. politics convulsed after President Donald Trump tweeted that four congresswomen of color should “go back” to
the countries they “came from.” Widely condemned as xenophobic, the remark sparked what The Washington Post described as a
“Heard Too” wave, as thousands of immigrants shared their own experiences of being told to leave the United States (Boyer, 2019).
Then—House Speaker Nancy Pelosi denounced the tweet as racist, and the nation once again fractured along partisan and racial
lines—reflecting a broader post-2016 media environment in which platform dynamics intensify outrage and reinforce tribal
identities.

That same summer, Germany experienced its first far-right, politically motivated assassination in the postwar era. Walter Liibcke, a
regional CDU politician who supported refugee resettlement, was murdered by a neo-Nazi extremist. Online networks had
circulated Liibcke’s name and address alongside calls for violence. Germany’s domestic intelligence agency estimated
approximately 24,100 far-right extremists at the time, with 12,700 considered potentially violent (Bundesamt fiir
Verfassungsschutz, 2019). These developments underscored how online radicalization, algorithmic amplification, and transnational
meme cultures increasingly contribute to real-world violence.

Immigration is only one flashpoint. The international system also struggles to coordinate responses to terrorism, climate change,
trade conflicts, territorial disputes, disease outbreaks, and sectarian violence. As Princeton scholar G. John Ikenberry (2018) argues,
the post—World War 1II liberal international order—grounded in democracy, open markets, and multilateral institutions—was shaped
by U.S. leadership through initiatives such as the Marshall Plan and NATO. William J. Burns (2019), now president of the Carnegie
Endowment for International Peace, characterizes this period as one of “enlightened self-interest.” Under President Trump, Burns
contends, the “enlightened” dimension receded, replaced by a more transactional unilateralism ill-suited to an interdependent world
facing complex, digitally mediated challenges.

In an April 30, 2019 column titled “Has Our Luck Run Out?”, New York Times columnist Thomas L. Friedman warned that U.S.
withdrawals from the Iran nuclear agreement, the Paris Climate Accord, and arms-reduction treaties risk destabilizing an already
fragile global order (Friedman, 2019). He also highlighted a deeper communication crisis: smartphones empower both citizen
journalists and cyber-saboteurs; social media platforms algorithmically amplify extremist content; and authoritarian regimes deploy
facial recognition, biometric databases, and big-data analytics to refine systems of digital repression (Feldstein, 2019).

Historian Yuval Noah Harari offers a broader, more philosophical diagnosis. In 21 Lessons for the 21st Century, he argues that
“post-truth” is not a recent phenomenon but a persistent feature of human societies, which have long relied on shared fictions—
religions, ideologies, national myths, and commercial narratives—to organize collective life (Harari, 2018). “When a billion people
believe a story for a thousand years, we call it religion,” he observes. Fiction becomes dangerous, however, when it overwhelms
empirically grounded knowledge. Harari calls for two key disciplines in navigating today’s information landscape: supporting
trustworthy journalism and respecting evidence-based scientific consensus. At the same time, he warns that scientists must actively
confront denialism rather than retreat into silence, emphasizing that “silence is never neutral” (Harari, 2018).

Together, Friedman’s geopolitical concerns and Harari’s anthropological perspective illuminate a central paradox of the digital age:
humanity has always lived by stories, but never before have those stories been so easily weaponized, scaled globally, and detached
from shared reality.
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7.4: Can We Prevent the Tragedy of Frankenstein?

The internet and social media have dramatically accelerated the speed and scale of content creation and distribution, often
outpacing our capacity to govern what we have built—Mary Shelley’s Frankenstein reimagined for the algorithmic age. In 2017,
ProPublica reporters revealed that Facebook’s automated advertising system permitted targeting categories such as “Jew hater,”
approving explicitly anti-Semitic ads within minutes (Angwin et al., 2017). COO Sheryl Sandberg later acknowledged that the
company had not anticipated such misuse (Sandberg, 2017). Journalist Kevin Roose described the episode as “the moment
Facebook became Frankenstein”—a platform whose creators could no longer fully control its consequences (Roose, 2018).

The double-edged nature of technology has long been recognized. As columnist Frank Bruni (2018) observed, the internet is
unparalleled in its capacity to enable learning and community, yet equally potent in spreading falsehoods, narrowing attention, and
eroding shared purpose and understanding. While platforms bear significant responsibility for today’s misinformation environment,
governing systems at planetary scale presents inherent challenges. As former Facebook strategist Antonio Garcia Martinez argues,
managing a network of billions is “chaos by design,” where scale renders prediction and moderation extraordinarily difficult
(Garcia Martinez, 2016).

These tensions underscore the need for structural reform of the information ecosystem. Accountability must extend across multiple
actors—political leaders, technology companies, media institutions, and users who share unverified content. Preventing a
“Frankenstein” scenario in the digital age requires not only better technological safeguards but also stronger norms of responsibility
and collective action. Restoring democratic functionality, in this sense, depends on coordinated efforts at every level of the system.
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7.5: “See Something, Say Nothing”

Efforts to confront disinformation often collide with competing democratic values, including free expression, national security,
privacy, and pluralism. Authoritarian regimes frequently weaponize “fake news” rhetoric to silence dissent, underscoring the
challenge democracies face in designing safeguards that do not enable censorship. For example, Turkish authorities have reportedly
arrested or investigated more than 70 journalists under a controversial “disinformation law,” often targeting those critical of the
government (Turkish Minute, 2026).

Yet individuals remain a crucial line of defense. Technology journalist Kara Swisher offers a simple but powerful guideline for the
digital age: “See something, say nothing”—that is, resist the impulse to immediately share inflammatory or emotionally charged
content (Swisher, 2018). Much of what circulates online is engineered to provoke outrage; choosing not to amplify it is itself a form
of civic responsibility.

Psychologist Renée DiResta highlights the importance of introducing “mindful friction” into our media habits. Pausing—even
briefly—before reacting to a claim, particularly one that aligns with our existing beliefs, can significantly reduce susceptibility to
manipulation (DiResta, 2019). At the same time, resisting call-out culture and online mob shaming is essential for maintaining
civic cohesion. As David Brooks (2019) argues in his “Weave” project, societies flourish when individuals prioritize relationships
over self-righteousness, cultivating trust, empathy, and everyday acts of kindness. In this sense, moral repair begins not only with
platforms or policies but within families, classrooms, workplaces, and communities.
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7.6: Silicon Valley as The Great Gatsby

Regulatory pressure on dominant technology platforms has intensified in recent years. In July 2019, the U.S. Department of Justice
initiated an antitrust review of Amazon, Apple, Facebook, and Google (Kang, 2019). That same year, the Federal Trade
Commission imposed a $5 billion fine on Facebook for privacy violations—the largest penalty in its history (FTC, 2019).
Meanwhile, the European Union’s General Data Protection Regulation (GDPR) established stringent rules on consent, purpose
limitation, and data protection in an effort to curb excessive data extraction (European Union, 2016).

Critics characterize this digital ecosystem as “surveillance capitalism,” a system in which human experience is continuously
harvested and commodified for behavioral prediction and profit (Zuboff, 2019). The concentration of market power is striking:
trillion-dollar valuations, dominance over search engines and operating systems, and deep integration into logistics, retail, and
media distribution. A New York Times analysis compared Amazon’s relentless expansion to Jay Gatsby’s insatiable ambition,
suggesting the creation of “an Amazon world you will inevitably come to like”—and perhaps find difficult to escape (Manjoo,
2019).
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7.7: Network Effects and Antitrust Law

Regulating digital monopolies remains a complex challenge. U.S. antitrust law has traditionally focused on consumer harm, yet
many digital platforms offer “free” services, lower prices, and enhanced functionality, complicating conventional assessments of
market dominance. Technology companies often argue that competition is only “one click away” and that network effects—while
powerful—ultimately benefit users by improving connectivity and efficiency. The Microsoft antitrust case is frequently cited in this
context: despite government intervention, it was market innovation—most notably the rise of Google—that ultimately reshaped the
competitive landscape.

At the same time, scholars and journalists emphasize that antitrust action can serve as a catalyst for innovation. Charles Duhigg
(2019) observes that the Microsoft case inadvertently opened space for new entrants such as Google to emerge. Similarly, Wall
Street Journal columnist Greg Ip (2017) argues that regulatory intervention may at times be necessary to dismantle entrenched
monopolies and restore competitive conditions. Whether today’s technology giants maintain their dominance or yield to new
competitors will depend on the interplay of policy decisions, technological innovation, and public will.
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7.8: Maria Ressa- Warrior in the Fake-News War

Human cognition naturally privileges negativity and fear—what Hans Rosling (2018) describes as our “instincts that mislead.” Yet
journalism retains the capacity to foster solidarity and moral clarity. Few figures exemplify this potential more powerfully than
Maria Ressa, former CNN correspondent and cofounder of Rappler.

After Rodrigo Duterte assumed the Philippine presidency in 2016, his “war on drugs” resulted in thousands of deaths, many among
the poor and, in some cases, minors. Rappler played a critical role in exposing coordinated Facebook-based disinformation
networks that amplified support for Duterte while targeting critics (Ressa, 2019).

Ressa herself became a focal point of retaliation. She faced sustained online harassment, multiple arrests on contested charges, and
persistent threats to her safety. Although Facebook later partnered with Rappler as part of its fact-checking initiatives, the risks did
not subside; heightened security measures, including guards and discussions of bullet-resistant infrastructure, became routine.
Ressa warned that developments in the Philippines represented a “global playbook” for digital authoritarianism (Ressa, 2019).
Arrested again in 2019, she affirmed her resolve, stating, “I will never surrender.”

In recognition of her work, Ressa was named TIME Person of the Year in 2018 and awarded the Nobel Peace Prize in 2021,
alongside Russian journalist Dmitry Muratov (Nobel Committee, 2021). Her experience underscores both the dangers confronting
journalists in the digital age and the enduring importance of courageous reporting in defending democratic truth.
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7.9: The Yemeni Girl's Photograph That Revealed the Truth

On October 26, 2018, The New York Times published Tyler Hicks’s photograph of seven-year-old Amal Hussein, emaciated by
famine amid Yemen’s civil war. She died days later. The image sparked global outrage toward the U.S.-backed Saudi-led coalition,
whose airstrikes and blockade had contributed to widespread starvation (Hubbard & Walsh, 2018). In the aftermath of journalist
Jamal Khashoggi’s murder that same month, international pressure intensified for a ceasefire in Hodeidah to allow humanitarian aid
to reach civilians.

The decision to publish Amal’s image generated ethical debate, yet her parents insisted that the world bear witness. As visual
communication scholars Nicole Dahmen and Paul Slovic (2019) argue, journalism carries a moral obligation to document the
suffering of the vulnerable and the forgotten. At their most powerful, images can cut through indifference, challenge propaganda,
and influence public policy. The publication of graphic photographs of 14-year-old Emmett Till’s lynched body in 1955—followed
by the acquittal of his killers—is often cited as a pivotal moment in the United States’ eventual reckoning with the injustices of the
Jim Crow South.

In today’s social media ecosystem, however, such truths must compete with viral misinformation—echoing the enduring logic that
repetition can make falsehoods appear credible. Philosopher Lee McIntyre (2018) argues that post-truth is not defined by a
transformation of reality itself, but by a diminished willingness to accept it. Anna Rosling Ronnlund (2018) similarly suggests that
contemporary debates over fake news may serve as a pathway to reform: learning to interpret the world through evidence and
verified facts remains our most effective defense against manipulation.
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7.10: Truth, the Public Sphere, and the Future of Media Power

The themes explored in this chapter reveal a public sphere under profound strain. As algorithmically curated feeds increasingly
personalize reality, the conditions necessary for shared truth—the foundation of democratic discourse—are steadily eroding
(Habermas, 1989; McIntyre, 2018). Generative Al intensifies this crisis by producing highly convincing simulations that blur the
boundary between evidence and illusion, while platforms continue to optimize for engagement rather than accuracy. In this
environment, power shifts toward those who can capture and manipulate attention at scale: populist leaders, state-aligned media
networks, and platform corporations whose opaque algorithms shape public perception. Yet these same technologies also retain
emancipatory potential, amplifying marginalized voices, strengthening watchdog journalism, and enabling rapid verification. The
future of the public sphere will depend on whether societies can reinforce the architecture of truth more quickly than it is
destabilized.

A decisive factor in this trajectory is digital media literacy, which now functions less as an academic competency than as a civic
survival strategy. Beyond identifying falsehoods, contemporary media literacy requires skills in provenance tracing, multimodal
verification, metadata analysis, and Al-assisted fact-checking (Wineburg & McGrew, 2017; Wardle & Derakhshan, 2017). It also
involves practices such as lateral reading, source evaluation, and critical interpretation of visual and algorithmic manipulation,
alongside an understanding of the economic and political incentives that shape digital content. Equally important is cognitive and
emotional self-awareness—recognizing confirmation bias, outrage triggers, and engagement loops engineered to bypass reflective
judgment (Tufekci, 2015). Together, these competencies enable individuals to reclaim agency within an information ecosystem
designed to capture attention and predict behavior.

Journalism’s future is inseparable from the diffusion of these literacies. As deepfakes, synthetic personas, and Al-generated
propaganda proliferate, journalists must adopt advanced verification practices, including content provenance standards (e.g.,
C2PA), deepfake detection, geolocation analysis, reverse-image searches, and open-source intelligence (OSINT) methods (Paris &
Donovan, 2019). Yet technological adaptation alone is insufficient. Sustaining journalism’s democratic role requires rebuilding
trust through a renewed commitment to transparency, corrections, diverse sourcing, and public-facing verification workflows. At
the societal level, strengthening truth demands coordinated action: platform transparency mandates, robust privacy protections,
media ownership reform, civic education, and accountability mechanisms that elevate credible information over virality.

In the long run, democracy will be shaped not only by the information systems we build but by the collective literacy we cultivate
to navigate them. Truth remains powerful—but only when citizens possess both the skills and the will to recognize, evaluate, and
defend it.
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7.11: Chapter Summary and Transition

This chapter reframes media literacy as more than a technical skill set, positioning it as a civic ethic and democratic responsibility.
Drawing on Marshall McLuhan’s vision of media as extensions of the human nervous system and Lewis Mumford’s warnings
about the coercive potential of technological power, it shows how today’s digital environment brings these perspectives into sharp
convergence. McLuhan illuminates the possibilities of connection, empathy, and shared experience, while Mumford highlights how
technological systems—shaped by design choices, institutional incentives, and political interests—can also produce fragmentation,
manipulation, and control. Together, these frameworks reveal that the contemporary “fake news” crisis is not simply about false
content, but about deeper architectures—platform business models, data extraction, attention economies, and cognitive
vulnerabilities—that determine what becomes visible, credible, and memorable in public life.

Through global examples—from Maria Ressa’s resistance to weaponized disinformation to Tyler Hicks’s photograph of Amal
Hussein—this chapter demonstrates that truth can still break through the noise when supported by courageous journalism and
informed publics. At the same time, it underscores how unregulated platform incentives, opaque algorithms, and concentrated
media power can destabilize democratic discourse. Addressing these challenges requires action at multiple levels: institutional
reforms such as stronger privacy protections, antitrust enforcement, and content provenance standards; technological interventions
that enhance transparency and verification; and everyday user practices grounded in disciplined curiosity, emotional awareness, and
ethical restraint. In this framework, media literacy becomes a form of civic stewardship—balancing skepticism with empathy,
verification with humanity, and attention with accountability.

Building on these foundations, the next chapter translates theory into action for the AI era. It outlines practical strategies for
educators, journalists, platform designers, and policymakers working to rebuild trust in the information commons. More
importantly, it offers a cautiously optimistic roadmap for sustaining credible information ecosystems in a world where artificial
intelligence accelerates both deception and discovery. If this chapter has shown why truth stands at a crossroads, the next chapter
explores how we can navigate—and begin to repair—the road ahead.
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7.12: Discussion Prompts

e McLuhan vs. Mumford: Which framework better explains today’s platform-driven, Al-mediated media environment—and
why? Where do their perspectives converge or diverge in explaining current challenges?

o Opinion vs. Propaganda: Where should we draw the line between legitimate opinion and propagandistic framing in social
media—driven journalism (e.g., the Covington case)? What criteria should guide that distinction?

¢ Regulation vs. Design: To what extent can antitrust and privacy laws mitigate disinformation? What complementary role
should platform design and product-level interventions play?

o Civic Responsibility: What obligations do citizens have to seek, verify, and uphold truth—especially when it challenges their
existing beliefs? How do cognitive biases complicate this responsibility?

o Journalistic Ethics: How can news organizations balance speed, harm reduction, and fairness when viral narratives spread
faster than verification? What practices can strengthen trust without sacrificing timeliness?
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7.13: Student Activities

Verification Simulation: Reconstruct a newsroom’s verification process for a viral video; list steps to confirm or withhold
publication.

- Framing Analysis: Compare two outlets (liberal vs. conservative) covering the same story; identify linguistic framing and
missing context.

- Ethics Roundtable: Debate whether WikiLeaks’ data dumps meet or violate journalistic principles of public interest and harm
reduction.

- Press-Freedom Tracker: Choose a country from the Freedom House index and prepare a one-page brief on current media
restrictions.
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8.1: From “Fake News” to Systems Thinking

In 1995—before Google, Facebook, or smartphones—Craig Newmark launched Craigslist, a modest digital bulletin board that
allowed individuals to exchange goods, jobs, and services without institutional gatekeepers. What appeared at the time as a simple
innovation in connectivity quietly disrupted one of journalism’s most reliable revenue streams: classified advertising. Within a
decade, newspapers across the United States lost billions, weakening the economic foundation that had long supported local
reporting and public accountability (Edmonds, 2012).

The significance of this shift lies not in technological disruption alone, but in what it reveals about media systems. As this book has
argued, media do not operate in isolation; they function as ecosystems. Changes in distribution, monetization, and technological
design reverberate across the entire information environment—reshaping journalistic labor, institutional trust, and democratic life
(Nielsen, 2016).

Craig Newmark would later reinvest in nonprofit journalism and public-interest media, describing trustworthy journalism as
“democracy’s immune system” (Newmark, 2018). The metaphor is apt. Just as biological immune systems identify threats, contain
harm, and build resilience, healthy information ecosystems depend on verification, transparency, and a public capable of critical
judgment.

This insight brings us to the central claim of this book: digital media literacy is not a supplementary skill—it is the civic
infrastructure of democracy in the age of AL It enables journalism to function, institutions to remain accountable, and citizens to
navigate an information environment that is increasingly abundant, personalized, and synthetic.
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8.2: The Architecture of the Post-Truth Environment

Throughout this book, we have moved beyond the language of “fake news” to examine the deeper structures that produce
information disorder. From a media-ecological perspective, the current crisis is not simply about false content, but about the
interaction of technological systems, economic incentives, and human cognition.

Platform architectures reward engagement over accuracy, privileging content that triggers emotion, identity, and outrage. Political
actors exploit these dynamics through strategic amplification, ambiguity, and narrative framing. At the same time, cognitive biases
——confirmation bias, motivated reasoning, and negativity bias—predispose individuals to accept information that aligns with their
prior beliefs. Generative Al further intensifies these dynamics by enabling the rapid production of persuasive synthetic media,
blurring the boundary between evidence and fabrication.

In this context, disinformation is not an anomaly. It is an emergent property of the system itself. The “Frankenstein problem”
discussed earlier in this book—technologies exceeding the intentions of their creators—now defines the contemporary information
order.

To respond effectively, we must adopt a systems perspective. The challenge is not only to correct falsehoods, but to redesign the
conditions under which truth is produced, circulated, and recognized.
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8.3: A Digital Media Literacy Agenda

Addressing the post-truth condition requires coordinated action across multiple levels of the information ecosystem. Digital media
literacy, in this sense, operates as both a set of practices and a form of civic stewardship.

At the level of individuals, media literacy involves disciplined habits of attention and verification. This includes pausing before
sharing, engaging in lateral reading, tracing sources, and asking critical questions about authorship, evidence, and intent. It also
requires reflexivity—an awareness of one’s own cognitive biases and emotional triggers. In an attention economy designed to
capture and monetize engagement, restraint becomes a form of civic responsibility.

At the level of journalism, the task is to rebuild trust through transparency and accountability. This includes making verification
processes visible, clearly distinguishing reporting from opinion, and disclosing the use of Al tools in news production. As explored
in earlier chapters, journalism’s authority in the digital age rests not on claims of objectivity alone, but on demonstrable methods of
verification and openness to correction.

At the level of platforms, the central issue is design. Algorithmic systems that prioritize engagement can amplify misinformation,
polarization, and outrage. Addressing this requires greater transparency, independent auditing, and a reorientation of incentives
toward credible and public-interest information. Platforms are not neutral intermediaries; they are active participants in shaping
public discourse.

At the level of policy, democratic societies must confront questions of data rights, competition, and public funding. Regulatory
frameworks should limit exploitative data practices, address monopolistic power, and support sustainable models of journalism. As
discussed in the context of surveillance capitalism, information infrastructures cannot be governed solely by market logic.

Finally, at the level of education, media literacy must be understood as a lifelong practice. It should be integrated across
disciplines, emphasizing not only analytical skills but also ethical responsibility, empathy, and civic engagement. In a fragmented
information environment, the ability to navigate difference without dehumanization becomes essential.
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8.4: A Citizen’s Compact for the Information Commons

If democracy depends on a shared information environment, then citizens play a central role in sustaining it. The following
principles summarize the ethical commitments implied throughout this book:

1. Verify before sharing.

2. Correct errors openly and promptly.

3. Distinguish evidence from opinion, and authenticity from manipulation.
4. Support institutions that produce trustworthy information.

5. Engage others with respect, even in disagreement.

These are not merely individual choices; they are practices that collectively shape the health of the public sphere.
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8.5: Rebuilding Trust in the Age of Al

What does it mean to “get journalism right” today? It does not mean achieving perfect neutrality or eliminating disagreement.
Rather, it means aligning journalistic practice—and the broader information ecosystem—with principles that sustain democratic
life:

e transparency in method,

e accountability in correction,

e clarity in sourcing,

o responsibility in the use of technology,

o and a sustained commitment to evidence over virality.

Equally important, it requires citizens who understand how media systems operate—how algorithms shape attention, how
narratives mobilize identity, and how verification practices protect against manipulation.

The future of the public sphere will not be determined by technology alone. It will be shaped by the interaction between
technological systems and the literacies we cultivate to navigate them.
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8.6: The Road Ahead

If this book has argued that we are living through a moment of epistemic instability, it has also insisted that this condition is neither
accidental nor inevitable. The systems that shape our information environment were designed—and they can be redesigned. The
habits that guide our attention were learned—and they can be relearned.

History reminds us that every major transformation in communication—from the printing press to broadcast media—has produced
moments of confusion, conflict, and recalibration. What distinguishes the present moment is not simply the speed or scale of
change, but the erosion of the shared ground on which democratic life depends. When evidence becomes contestable, when images
can no longer be trusted, and when truth itself is treated as partisan, the risk is not only misinformation—it is disengagement. It is
the quiet withdrawal from the very idea that truth can be known.

But this is precisely where the stakes of digital media literacy become most visible. To verify a claim, to question a source, to resist
the pull of outrage, to correct an error—these are not small acts. They are acts of democratic participation. They are the everyday
practices through which truth is sustained, not as an abstract ideal, but as a shared commitment.

Journalism, at its best, is an act of moral witnessing. It documents what power would prefer to hide, gives voice to those who
would otherwise be unheard, and constructs a public record that outlasts manipulation and denial. But journalism cannot fulfill this
role alone. It depends on publics willing to engage, to question, and to care.

The future of the information ecosystem will not be determined solely by platforms, policies, or technologies. It will be determined
by whether we, as citizens, choose to participate in its reconstruction. Whether we accept convenience over verification, virality
over evidence, and certainty over inquiry—or whether we commit to the slower, more demanding work of understanding.

The question, ultimately, is not whether truth can survive the digital age. The question is whether we will choose to sustain it.

Because truth does not defend itself.
It is defended—imperfectly, collectively, and continuously—by those who refuse to give up on it.

And so the task before us is not only to get journalism right, but to get citizenship right in a mediated world.

The tools are in our hands.
The responsibility is shared.
The future of truth is still ours to shape.
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8.7: Discussion Questions

1. How does a media-ecological perspective change our understanding of “fake news”?

2. In what ways do platform incentives shape what counts as “truth” in digital environments?

3. Should journalism prioritize speed or verification in the age of virality—and why?

4. What responsibilities do citizens have in maintaining the integrity of the information ecosystem?
5. How should AT tools be integrated into journalism without undermining trust?

6. Can a shared public truth exist in a fragmented, algorithmically personalized environment?

7. What role should government policy play in supporting journalism and regulating platforms?

8. How can media literacy education move beyond skills to include ethics and civic responsibility?
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